Distribution Category
UC-32

LAWRENCE LIVERMORE LABORATORY
University of California~Livermore, Califonia/s4550

UCRL-51829

FAULT TREES FOR DECISION MAKING
IN SYSTEMS ANALYSIS

Howard E. Lambert
(Ph. D. Thesis)

MS. Date: October 9, 1975



FAULT TREES FOR DECISION MAKING IN SYSTEMS ANALYSIS

Howard E. Lambert

University of California, Lawrence Livermore Laboratory
Livermore, California

. ABSTRACT

o=
New results in reliability theory pertinent to fault tree analysis

are given::]Concepts of probabilistic importance are described within
the framework of fault tree analysis and applied to the areas of system
design, diagnosis and simulation. The IMPORTANCE computer code ranks
basic events and cut sets according to various measures of importance.

The application of fault tree analysis (FTA) to system safety and
reliability is presented within the framework of system safety analysis.
The concepts and techniques involved in manual and automated fault tree
construction are described and their differences noted. The theory of
mathematical reliability pertinent to FTA is presented with emphasis on
engineering applications. An outline of the quantitative reliability
techniques of the Reactor Safety Study is given.

New results in reliability theory pertinent to FTA include (1) an
upper bound on the distribution of time to %irst failure, and a lower
bound on the mean time to first failure for maintained systems and (2)
an expression for the Timiting unavailability of a component due to out-
of-tolerance conditions.

Concepts of probabilistic importance are presented within the fault
tree framework and applied to the areas of system design, diagnosis and
simulation. The computer code IMPORTANCE which was developed by the

author ranks basic events and cut sets according to a sensitivity



analysis. A useful feature of the IMPORTANCE code is that it can accept
relative failure data as input. The output of the IMPORTANCE code can
(1) assist an analyst in finding weaknesses in system design and opera-
tion, (2) suggest the most optimal course of system upgrade and (3)
determine the optimal location of sensors within a system.
| A general simu]ation‘mode1 of system failure in terms of fault tree
logic is described. The model is intended for efficient diagnosis of
the causes of system failure in the event of a system breakdown. It
can also be used to assist an operator in making decisions under a time
constraint regarding the future course of operations. The model is well
suited for computer implementation. New results incorporated in the
simulation model include (1) an algorithm to generate repair checklists
on the basis of fault tree logic and (2) a one-step-ahead optimization
procedure that minimizes the expected time to diagnose system failure.
The methods developed are applied to aerospace, chemical and

nuclear systems.
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Scope, Objective and Presentation of the Thesis:

The author had the opportunity of attending a fault tree conference
given in Berkeley, California, in September-of 1974, The conference was
attended by a diverse audience of engineers, statisticians and mathema-
ticians. One evident fact surfaced during the panel discussions at this
conference. A rather large gap exists between the elegant and elaborate
mathematical methods of reliability theory and their application to the
reliability engineering problems. The engineers claimed that the gap
existed because the mathematicians did not concentrate on applying their
elaborate theory to real world problems and because they did not bother
to formulate a methodology for general applications. The mathematicians
claimed that tHe engineers are not willing to take the time to study the
mathematical theory of reliability and that engineers discard mathema-
tical results for fack of understanding.

One goal of the author in this thesis is to bridge this gap. The
thesis attempts to present the theory of mathematical reliability perti-
nent to fault tree analysis with an emphasis on engineering interpreta-
tions and applications. It shows What bounding procedures are necessary
for making the solutions to real world problems tractable. It points
out (1) the distinguishing features of systems currently being analyzed
by fault tree analysis and (2) how the application of reliability calcu-
lations differs from system to syétem.

The main objective of the thesis is, however, to make fault trees
a tool for decision making in systems analysis. We discuss below (by

chapter) how this objective is accomplished.




In Chapter One, we put fault tree analysis in a system-safety pers-
pective. We present system safety modeling techniques, including fault
tree analysis, and show how they can be applied in a global safety ana- -
ysis in analyzing a system throughout its life cycle. We also describe
the event tree methodology of the Reactor Safety Study [17]. We discuss
the theory of manual and automated fault tree construction in detail,
including the methodology of fault tree development at the top level.

We attempt to make the reader aware of the engineering considerations
and assumptions involved in the construction of the fault tree. .We show
one method for structuring fault trees that allows the inclusion of mu-
tually exclusive fault events.

Chapter Two discusses the ﬁethods of probabilistic evaluation of
fault trees in terms of coherent structure theory. It attempts to ex-
plain the concept of structural and statistical independence and how
fault trees can be evaluated to allow for statistical dependency. New
methods are proposéd in (1) finding an upper bound on the distribution
of time to first failure for a maintained systems and (2) finding the
limiting unavailability of a component due to out-of-tolerance condi-
tions.. This chapter concludes by discussing the reliability quantifica-
tion techniques of the Reactor Safety Study.

Chapter Three presents the theory of probabilistic importance and
the mathematical expressions that are required to compute importance.
The purpose of computing probabilistic importance is to generate a numer-
jcal ranking to assess weaknesses in a system. Such a ranking is anal-
ogous to a sensitivity analysis. The concept and application of
probabilistic importance is the major contribution of this thesis. A

key concept used in Chapter Three is the concept of proportional hazards.



This concept permits us to.upgrade-system designs on -the basis of failure
data that is relative rather than absolute in nature. The IMPORTANCE
computer code presented in Appendix A computes various measures of prob-
abilistic importance. The availability of such a code contributes to
making fault tree analysis a design tool. For systems where repair is
not allowed, the code accepts proportional hazards as input data. In
another option, where repair is permitted, failure rate data can also be
expressed in relative terms by representing the failure rate and repair
rate data for the basic events in terms of a reference time unit. New
computer algorithms are given in Appendix A that increase the computa-
tional efficiency of probabilistically evaluating fault trees.

In Chapter Four, we apply the concept of probabilistic importance
to system design. A new expression called the upgrading function is
given there that the author claims is the appropriate measure of impor-
tance in upgrading system designs. With the aid of new expressions
developed in this ehapter, we show how probabilistic importance can be
calculated to determine the optimal location of sensors in a system.

In Chapter Five we show how the concept of probabi]istic importance
can be applied to the areas of system diagnosis and simulation and how
repair checklists can be generated on the basis of fault tree logic. A
one-step-ahead optimization procedure suitable for diagnosing a system
under a time constraint is derived. We suggest options available to an
operator when system fault conditions occur and how the future course
of system operationh can be determined on the basis of a risk assessment.
In particular we consider the decision regarding shutdown at a nuclear
power plant when a standby engineered safeguard system is found inoper-

able during plant operation,



'CHAPTER ONE
SYSTEM SAFETY ANALYSIS AND FAULT TREE ANALYSIS

1.1 Introduction

Fault tree analysis, FTA, is an integral part of system safety
analysis. System safety analysis is an analytical process that identi-
fies and analyzes potential safety and reliability problems existing
within a system. Reliability is a measure of the system's capability to
function during the system's.mission under prescribed specifications.
Safety is concerned with the risk or danger posed to personnel or to the
public when the system performs jts task.

Chaptek One describes FTA within a system safety context. It re-
views and describes those methods including FTA that can be used in
analyzing a system for reliability and safety. The theory of automated
and manual fault tree construction is presented. A description of the
fault tree methodology at the top level is given. The qualitative deci-
sions that can be made once the fault tree is constructed are emphasized.
Thus this chapter serves as an introduction to the theory of decision
making on the basis of quantitative analysis of fault trees which is

deve]Bped in later chapters.

1.2 Historical Aspects of Systems Analysis

A systems approach to reliability and safety evolved from the aero-
space industry in the late 50's and the early 60's. At this time com-
plex nuclear warhead missiles were being built that required analytical
techniques capable of predicting accidents before their occurrence. In

1962 the Air Force adopted safety standards for ballistic mis;iles. In



1966 the Department of Defense (DOD) adopfed the Air Force standards and
required system safety in all phases of system development for. all de-
fense contracts. These standards were revised anﬂ in July of 1969 the -
DOD adopted MIL-STD-882 as the standard requirement for all defense
contractors. [50], [60]

In 1965 the Boeing Company and the University of Washington spon-
sored a system safety symposium in Seattle, Washington [68]. It was
recognized there that aerospace technology could be successfully ex-
tended to nuclear reactor safety technology and to various other commer-
cial operations.

In 1967 Garrick et al [33]_suggested a data collection program for
~nuclear power plant subsystems and components. They recommended imple-
-menting aerospace techniques in quantifying system reliability and
'safety and establishing the relative importance of various components
to system operation.

In the mid 60's the United Kingdom Atomic Energy Agency, UKAEA,
actually adopted a data collection program [36]. Farmer [20] from the
UKAEA analyzed a spectrum of ‘reactor accidents in order to{determine the
overall risk from nuclear power plant operation. He described reactor
accident sequences in terms of event trees. The initiating event in the
sequence considered by Farmer was a breach in the containment of a gas
cooled reactor. By plotting the frequency of the accident versus the

release of radioactivity from the accident, he could identify accidents
with a high level of risk. Risk in this case was defined to be the pro-
duct of two factors, (1) the probability of occurrence of the accident

and (2) its consequence.



~ The most extensive risk assessment of nuclear power plant operation
was completed in 1974 by the United State Atomic Energy Commission (US-
AEC) [77]. WASH 1400, the Reactor Safety Study, also known as the
Rasmussen Study, analyzed a vast spectrum of nuclear accidents, numeri-
cally ranked them according to their probability of occurrence and then
assessed their potential consequences to. the public. The fault tree
technique, which had found widespread use in the aerospace industry,
was selected as the basic analytical tool for this investigation. Event
treés‘similar to those described by Farmer were used to organize and
present accident scenarios.

Another industry plagued by the handling of hazardous substances is
the chemicaﬁ industry. Pbtential accidents were identified, particular-
ly at refineries, that posed a risk to the public. Problems of relia-
bility were also identified. The current trend in the chemical industry
is to build large, continous, single-line plants. Failure of equipment
anywhere in these plants cqu]d shutdown the entire plant, causing con-
siderable financial losses. In the eaf]y 1970's system safety and reli-

ability techniques were also applied in the chemical industry. [2],

(1], {53], [567].

1.3 Basic Concepts of Systems Analysis

The systeﬁs approach is a methodical concept in analyzing a system
for reliability and safety. The approach emphasizes one important
premise -- identification of hazardous conditions and problem areas
during the conceptual and design stages of a system can prevent costly

retrofits, unscheduled shutdowns and accidents during system operation.



Systems analysis is a directed process for the orderly acquisition
of specific information pertinent to a given system. In particular we
arve interested in events that might cause injury or harm to people, dam-
ége to or loss of equipment or property, or interruption of work. Time
and budget constraints require'that we limit the scope of our investiga-
tion to some defined boundary. If the elements within the boundary have
some significant relationship to one another, then in essence we have
bounded the system. At this point it is instructive to define what is
meant by a system. Levens [48] defines a system as an orderly arrange-
ment of interrelated components that act. and interact to perform some
task or function in a particular environment and within a particu]ak
time period. Haasl [39] defines a system as an entity comprised of an
interacting set of disérete elements. Grose f37] defines a system as
any complete entity consisting of hardware, software, personnel, data,
services and facilities which transforms known inputs into desired
outputs.

For purposes of analysis, the system should be specified in terms
of (1) its functional purpose, which specifies its task(s), the time
period involved, and the environmental conditions; (2) its component
constituency, which identifies subsystems, components, and people in-
volved; and (3) the functional order of the system, which includes the
interrelationships between components and subsystems and the information
flow within the system (such as inputs, outputs, and logic).

To gain a detailed understanding of how a system may fail, we first
must understand how it functions. Preparing a narrative functional des-

cription of a system and components for each operational mode of the



system is a good approach. Such a description'shou1d»inc1ude enough
detail to show the uniqueness and relevance of the functions performed.

A diagram of the system, showiﬁg all components, is also helpful.
One method is to break the system down into major blocks, showing dia-
grammatically how the components interact to perform the function of
each block, and depicting any interfaces that exist between blocks.
This helps us to visualize all important interrelationships and simpli-
fies tracing any malfunctions that propagate through the system. Other
system diagrams include installation drawings, logic diagrams, piping
and instrument diagrams and process flow sheets.

However, diagrams tend to limit the analyst's view to two dimen-
sions. It is important for the analyst to visualize the system in three
dimensions and to assess potential hazards associated with equipment
proximity.

There are basically three sodrces of system information: (1) ex-
perience, both direct and related; (2) tests, simulation and confirma-
tion; and (3) analysis. The information from direct experience is the
most accurate but the most costly. Destructive or nondestructive tests
on sysitem elements are less expensive to perform than testing the entire
system. However, as more and more basic system components are tested,
the results lose validity, since the tests must be conducted out of
final context. Analysis is the least accurate. However, analysis can
direct testing and make it more effective. As system costs increase we
place more dependence on analysis.

Direct experience in the nuclear power industry can be obtained
from actual plant operating data, related experience from news releases

and bulletins from the United States Nuclear Regulatory Commission, NRC.



WASH 1400 [77] and the United States Atomic Energy Commission Office

of Operations Evaluation [76] recently compiled the NRC operating data
and noted those incidents that had a major effect on nuclear power plant
safety and availability. Holmes and Narver [34] will soon release a re-
port that will cite factors having a major effect on fast reactor avai- -
lability. Maintenance 1og$ at a nuclear power plant can serve as a
source of information at the COmponént level. Component failure data
can also be obtained from WASH 1400. The study compiled data from 1972-
73 operating experiences. They assessed the data to.-a 90% confidence
range, compared it to other industrial data sources and in general found
no substantial disagreement. Human performance data is also included

in WASH 1400.

In general there is a vast amount of experience in the chemical
industry. Information at the systems level for a chemical process can
be obtained from plant experience if the process if well known. For
new processes that are still in the design stages, the first source of
systems level information is process and maintenance data from the pilot
plant or semiworks. Information at this level can also be acquired from
similar chemical processes. Data at the component level in the chemical
industry can be obtained from the SYREL data bank [67] which is an inte-
gral part of the UKAEA Systems Reliability Service.

1.4 Methods of Analysis

There are two formalized methods in system safety and reliability,
inductive and deductive analysis. Inductive analysis involves postula-
ting a possible state of components and/or subsystems and determining

its overall effect on the system. Two basic inductive analysis
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techniques are the preliminary hazards analysis (PHA) and the failure

] modes and effects analysis (FMEA). Other types of inductive analyses

include decision trees or event trees and Markovian analysis. |
Deductive analysis, on the other hand, takes an opposite approach.

It involves postulating a possible state of the overall system and iden-

tifying those component states that may contribute to its occurrence.

An example of deductive analysis is fault tree analysis (FTA).

1.5 Preliminary Hazards Analysis (PHA)

A PHA is a broad, all-encompassing study performed at the conceptuaT
stages of the system design. Its objectives are to identify hazardous
conditions inherent in a system and to determine the effect of any po-
tential accidents. A major goal of PHA is to prevent accidents that
have occurred in identical or similar systems.

The first step in PHA is to identify elements in hardware orlfunc-
tions that are inherently hazardous. As shown in Figure 1.1, these
hazardous elements may be categorized. by checkiists as either hazardous
energy sources of hazardous process or events. Hazardous energy sources
are hazardous by themselves if released in the system environment.
Hazardous processes or events are ei%her physical or chemical processes
that produce a hazardous condition when they interact with the system.
Each company should compile a 1ist of all basic hazards associated_with
its products.’ This list should be used as a checklist in performing a
PHA to ensure all hazards have been identified.

Powers and Tomkins [57] identify two primary sources of hazards in
the chemical industry. The first source includes the intrinsic proper-
ties of the materials in and around the process. These properties in-

clude the flammability, corrosiveness, reactivity, and toxicity of the
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species in the process system. The second source includes hazards asso-

ciated with equipment in the process, such as pressure vessels and chem-

ical reactors.

Hazardous Energy Sources

» 1. Fuels 11.  Gas generators
2. Propellants 12, Electrical generators
3. Initiators 13.  «f energy sources
4. Explosive charges 14.  Radioactive energy sources
5. Charged electrical capacitors 15. Falling objects
6. Storage batteries 16. Catapulted objects
7. Static electrical charges 17. Heating devices
8. Pressure containers 18.  Pumps, blowers, fans
9. Spring-loaded devices 19.  Rotating machinery
10.  Suspension systems 20.  Actuating devices
: 21. . MNuclear devices
etc,
Hazardous Processes and Events
1.  Acceleration 10.  Moisture
2. Contamination high humidity
3. Corrosion low humidity
4. Chemical dissociation 11.  Oxidation
5. Electrical 12.  Pressure
shock high pressure
thermal low pressure
inadvertent activation rapid pressure changes
power source failure 13. Radiation
electromagnetic radiation thermal
6. Explosion electromagnetic
7. Fivre jonizing
8. Heat and temperature , ultraviolet
high temperature 14, Chemical replacement
low temperature 15. Mechanical shock
temperature variations etc.
9. Leakage

FIG. 1.1 Checklists of Hazardous
Sources [16], [41], [49]

Experience in the aerospace industry and the aircraft industry in-
dicates that accidents occur, often not as a result of a single random

event, but as the result of a dynamic sequence of events which together
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generate a specified outcome. The second step in a PHA is to identify
the series of triggering events, i.e., causative factors, that can trans-
form the hazardous element into a hazardous condition and in turn into

a potential accident. The triggering events can be conditions, undesir-
ed events, or faults existing within the system.

It is common in the aerospace industry to rank hazards according to
their effects. Class I hazards have negligible effects, Class II have
marginal effects, Class III have critical effects and Class IV have
catastrophic effects.

The next step in a PHA is to decide on the accident prevention
measures that must be taken (particularly with Class III and IV hazards).
Two courses of action are available: (1) corrective action in the form
of equipment design changes, procedural changes, or redirection of mis-
sion goals; or (2) contingency action in the form of design of reactive
protective system or training of personnel. Examples of protective sys-
tems in the chemical industry are sprinkler systems, fire walls, emer-
gency cooling systems, explosion limiting devices, etc. Powers and
Tomkins [57] define this as the protective-systems approach.

A common format for a PHA is a columnar form with specific entries.
A sample PHA using this format appears in Figure 1.2.

A PHA should be a dynamic coordinated effort of many individuals.
It should be updated, revised and expanded throughout the system life
cycle. It should identify hardware failures requiring FMEA and events
requiring FTA,

A PHA should also identify potential interface conditions, particu-
larly where associated contractors design and build individual subsys-

tems. The aerospace industry has been plagued with numerous accidents
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Hazardous

Triggering

Hazardous

Triggering  Potential Corrective
element event 1 condition event 2 accident Effect measures
1. Strong Alkali metal Potential to Sufficient Explosion Personnel Keep metal
oxidizer perchlorate inftiate strong energy pre- injury; perchlorate at
is contaminated redox reaction sent to damage to a suitable dis-
with Tube oil initiate surrounding tance from all
reaction structures possible
contaminates
2, Corrosion Contents of Rust forms Operating Pressure Personnel Use stainless
steel tank inside pres- pressure tank injury; steel pressure
contaminated sure tank not rupture damdge to tank; locate
with water reduced surrounding tank at a suit-
vapor structuves able distance
' from equipment
and personnel

FIG. 1.2 Format for Preliminary Hazards Analysis
1. Hazardous Situation - Alkali metal perchlorate is
contaminated by a spill of lube oil.

2. Hazardous Situation - Moisture inside pressurized

steel tank.

caused by unchecked system interface conditions. Rogers [60] cites the

classic example that occurred in the early stages of the U.S. ballistic
missile deve1opment. Four major accidents occurred as the result of
numerous interface problems. In each accident, the loss of a multi-

million dollar missile/silo launch complex resulted.

The failure of Apollo 13 was due to a subtle 1nterféce condition.
[21], [35] During prelaunch, improper voltage was applied to the ther-
mostatic switches to the heater of oxygen tank #2. This caused Teflon
on the wires teading a fan inside the tank to crack. During flight, the
switch to the fan was turned on, a short circuit resulted that caused
Teflon to ignite and in turn caused the oxygen tank to explode.

WASH 1400 included in its risk assessment, human maintenance and

testing interfaces on critical emergency systems and in many cases
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identified a higher contribution to system failure from these sourceé
than from hardware failures. ‘

Thus, it may be emphasized that identification of'pofential inter-
face conditions should be an integral part of a PHA.

Once the PHA is completed, the number of catastrophic and critical
hazards indicates the magnitude and complexity of the safety problems
associated with the proposed system. It is also a good indication of

how much management attention is required to minimize or control these

hazards.

1.6 Failures Modes and Effects Analysis (FMEA)

A failure modes and effecté analysis is a detailed inductive analy-
sis performed at the design stages of a system. It systematically analy-
zes all contributory component failure modés and identifies.the result-
ing effect on the system. The purpose of FMEA is to identify areas in
the design or hardware where improvements are required to ensure the
system will be reliable and safe for its intended use.

The person most capable of performing a FMEA is the system design
engineer most familiar with the subsystem or system. The system design
engineer must first know all significgnt failure modes of each component
comprising the subsystem or system. The four basic component failure
modes are: (1) premature operation, (2) failure to operate at prescribed
time, (3) failure to cease operation at a prescribed time and (4) fail-
ure during operation.

After all the significant failure modes of each of the system compo-
nents are determined, the effect of each failure mode on the other

system components and the effect on the overall performance of the
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system with respeét to the system's task are determined. A hazards
classification is then assigned as in a PHA to reveal the severity of
each component failure mode on the system. A description of the methods
by which the occurrence of the failure modes of the different components
can be detected could also be included in the FMEA. A suggested format
for a FMEA is given in Figure 1.3b. The component analyzed is a low
pressure injection pump designed to inject cooling water into the core
of a pressurized watér reactor, PWR, in the event of a loss of coolant
accident (LOCA). The low pressure injection system, a standby safety

cooling system, is shown in Figure 1.3a.

Motor oberated va]ngJ

Pressure MOV-1(M)

Low pressure

‘injection pumps From refueling

water storage

' ;;;; ] }ank D
‘ Check

valve valve N.O.
A B m (Manual
To cold legs valve)
of reactor
MOV-3
N.O.

Leg B{;:l/ﬁ ?/1:;)

FIG. 1.3a Low Pressure Injection System [70]

The format below is suggested by Hammer [41]. Other formats are

given in references [45] and [83].
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Possible action

Cause of Probability to
Failure failure Possible of reduce failure
Item mode (internal) effects occurrence Criticality rate of effects
Low Fails a. ‘Bearing In event 1x10’3/demand Marginal Technical speci-
pressure to failure of LOCA, (given in fications by NRC
injection start b. 1Insulatfon | loss of WASH 1400) : ) require testing
pump, failure redundant’ of emergency
LEG c. Brush cooling cooling system
A failure capability once a month

FIG. 1.3b Sample Format For FMEA

A critical items list results from fhe FEMA to reveal what compo-
nents are critical to the system. If the failure rates of these compo-
nents are known, then a criticality analysis (CA) is performed to show
quantitatively the effect of each component failure on the system. The
CA computes for each component a criticality number Cr’ (see Section
4.2) that is a quéntitative indication of the importance of the compo-
nent to system operation.

1f a component of high criticality or importance has to be retained
in the system, then design changes that will reduce or eliminate compo-
nent criticality are incorporated whenever feasible. These design
changes produce corresponding changes in the critical items 1ist. If at
this point some components are still critical, a component-design engi-
neer incorporates design changes in critical components through such
means as part redundancy, part derating, and redesign to fail safe. If
the final critical-items 1ist still contains critical components, then
quality control puts special controls, e.g., checking and maintenance,
on these critical components.

The relative monetary value 6f design changes either at the system

or component level can be determined by a cost-effective analysis. In



17

cost effective analysis, the cost of system changes made to increase
safety are compared either with the decreased cost from fewer failures

or with the increased effectiveness of the system to perform the task.

1.7 Markov Analysis

Failure Modes and Effects Analysis is a single-thread inductive
analysis, i.e., the effect of each component state of the system is con-
sidered independently. Markovian analysis, on the other hand, considers
multiple effects and is a multi-thread inductive analysis. This process
cah be used for operational simulations; however, the complexity of the
analysis makes hand calculations impractical, and the performance of
accurate simulations requires expensive equipment. Consult references
[3], [59] and [65] for a discussion of Markov analysis and its applica-
tion to engineering problems.

In a Markov process,.ail the mutually exclusive system states must
be identified. The set of possible states in which the system is work-
ing is called the "good" set as opposed to the set of possible states
in which the system is out of order, which is called the "bad" set. Of
particular interest in the application of the Markov process is the de-
termination of the probability of a system making a transition from the
"good" set to the "bad" set as a function of time. Two restrictions
apply, however, in the use of the Markov process: the system as it en-
ters each state is influenced by what has happened in the immediately
preceding state only and does not depend on any other previous system
states. Another restriction is that the rates of system transition
among possible states must be constant with respect to time to make

the problem tractable.
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As an example of the Markov process, consider a system of two units.
For the moment assume we are not interested in the IOgica1vconnection of
these units. Each component is assigned a separate repair team to re-
store a fai]ed unit to a good-as-new state. We assume each unit to be
in one of two mutually exclusive states (1) the unit is operated as in-
tended or (2) it is failed and under repair. In this case there are

four mutually exclusive system states:

0: both units operation
1: unit one down and under repair, unit two up
2: unit two down and under repair, unit one up

3: both units down and under repair.

We can define aijAt as the conditional probability of the system
making a transition from state i to state j in the time interval (t, t+
At). The probabi]ity'that the system remains in state i for (t, t+at)
can be defined to be (1-a,.)At where a,, = - (1-a,.). Further de-

ii ii # ij
fine Pi(t) to be the probability that the system is in state i at time
t. An expression for the time rate of change of Pi(t) can now be writ-

ten. For example, for State 0

Po(t + At) = Po(t) (1 - (ao1 + aoz)At] + P](t)a]OAt

+ Py(t)a,(t)at + 0(at)?,

where the first term on the right hand side of the above equation can be
recognized as the probability the system remains in the state 0, the
second and third terms as the probability of one unit being repaired in
At, and the fourth term, the second order effect of simultaneously re-

pairing both units in At (such as a transition from state 3 to state 0).
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Neglecting second order effects, dividing by at and Tetting At - 0
yields

dP.(t)
o't)
—qt = - (g + agp) Polt) +a4Py(t) + aygPy(t).

. Equations for states 1, 2, and 3 can similarly be written

P, (¢)
qt " 201Po(t) - (g * ag3) Py(t) + agyPa(t)

dP,(t) |

d% = aOZPO(t) - (azo + a23) Pz(t) + 332P3(t)
dP,(t) ,

di = a 3P (t) + ay5P,(t) - (agy + a5,)P4(t).

We can write the above equations in matrix form as

S eap

= [-lagrtagy) g 320 0 1[Po(t)]
3G -(a]0+a13) 0 3qq P, (t)
302 0 ~(aggtans) 23, Po(t)
L0 83 33 ~(agytag,)) | Pa(t)

and identify A to be the transition matrix. The above process can be
represented diagramatically as in Figure 1.4.

To solve the above coupled first order differential equations, the
system transition rates must be known. The rate of breakdown for a com-

ponent in the literature is commonly referred to as A, the failure rate.
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FIG. 1.4 States and Transition Rates For A
System with Two Dissimilar Units
and Two Repairmen

The rate of repair can be designated as v. We can identify the above

transition rates, 349 to be

i
31 T 3 N
32 7 N3 T N
432 = 310 © W
331 % %0 T V2

where the subscripts on the repair and failure rates refer to the indi-

cated unit.

The general solution to P(t) is a weighted sum of exponentials as

shown below [3]
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P, (t) A, .
1" is1 “it
P(t) = szt) = | c; Ay e ',
P (t) :
Ln - i=1 _A'i,n_‘

The powers to these exponentials, w, are the eigenvalues correspbnding
to the transition matrix and n is the number of components. The number
of absorbing states in the transition matrix is equal to the number of

eigenvalues that are zero; the remaining are negative real constants.

The vector

Ain

Ai 2 is one of the n eigenvectors corresponding to the
9

Ai,n

= =

transition matrix. Knowledge of P(t) at one point in time, e.g., P(0),
determines c and results in a unfque solution for P(t).

If the two units in the example are connected in parallel, the sys-
tem is up if it is in states 0, 1 or 2. The probability that the system
is up at time t, called the»systemlavai1abi1ity, As(t), is given by

As(t) = Po(t) + P](t) + Pz(t);

if the system is connected in series the system availability is given by

In case of two units in parallel, if we disallow transitions from
state 3, i.e., we make state 3 an “absorbing" state by setting a1 = a3y

= 0, we can find the probability that the system has not failed by time
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t, Fs(t), also called the system reliability. In the series case repair
has no effect on system reliability. In general the system reliability
is less or equal to the system availability.

Where the effects of system failure are éatastrophic, it is of inter-
est to know the system reliability as a function of time, also called

the distribution of time to first failure. In general for cbmplex Sys-

tems where repair is allowed, the time-dependent system reliability is a
very difficult quantify to compute.  Due to the large number of system
states, the transition matrix is in turn large, making the Markov solu-
tion intractable. Also the Markov process cannot be used when the fail-
ure and repair rates are not constant in time. Ih Chapter Two, upper
bounds to the distribution of time to first failure for general repair
and failure distributions .are given. For simple systems, these bounds

can be compared with the Markov solution.

1.8 Event Trees -

An event tree is an inductive logic diagram. The diagram starts
with a given initiating event and depicts various sequences of events
1eadjng to multiple-outcome states. To each state is associated a par-
ticular consequence. The event-tree approach is similar to decision
tree methodology in business app]icétions. [77].

WASH 1400 used the event-tree methodology as the principal means of
identifying significant sequences associated with nuclear power plant
accidents. It also provided the necessary framework for the overall
risk assessment by (1) providing a basis in defining accident scenarios
for each initiating event, (2) by depicting the relationships of success

and failure of safety related systems associated with various accident
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consequences, and (3) by providiﬁg a means for defining top events to
system fault trees.

The accidents considered in the Reactor Safety Study provide an ex-
cellent basis on which to describe the event-tree methodology in the
context of a risk assessment.

A major goal of the Reactor Safety Study was to determine the risks
to the public from commercial nuclear power plant operation. A poten-
tially significant risk from these plants'to the public is the release
of substantial amounts of radioactivity. The vast amount of radioacti-
vity at a nuclear power plant is stored as fission products contained in
the ceramic U02 fuel located in the core of the reactor. To release
this radioactivity in signifiéant amounts, the UO2 fuel must be heated
to its melting point. This can occur as the result of the interruption
of heat flow from the UO2 fuel to the heat Sink, One way this can occur
is the loss of heat removal capability caused by a breach of the pres-
sure boundary of the primary cooling system. If the emergency cooling
systems do not operate during the loss of coolant accident (LOCA), and
the containment enclosing the reactor vessel does not effectively con-
tain the fission products, a major release of radioactivity results. A
simplified schematic of the layout of the emergency ceoling systems utili-
zed for the injection mode following the LOCA 1is given, for a pressuri-
zed water reactor (PWR) in Fig. 1.5. The injection mode for these sys-
tems takes place for a period of apbroximate]y thirty minutes following
the LOCA, when water from the refueling water storage tank is discharged
through the injection pumps P1, P2, P3 and P4. There is a spectrum of
accidents that can result in smaller releases. The simplified event

tree in Figure 1.6 depicts this idea.
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FIG. 1.6 Simplified Event Tree for a LOCA
in a Typical Nuclear Power Plant

The initiating event considered is a pipe break in a coolant loop.
At the first branch, the status of electric power is considered. If it
is unavailable, as indicated by the downward step, a major release re-
sults since all the systems are inoperable without electric power. If
electric power is available, the next event to be considered is the sta-
tus of the emergency core cooling system (ECCS). Failure of the ECCS
results in a fuel meltdown and eventual breach of the containment. If
the containment spray system is working, 1t‘wi11 remove some fission
products. The release of radioactivity in this case is not as great as

if the spray system is not working. As shown by the top branch of the
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event tree, if all engineered safety systems, ESS, operate as intended,
only a very small release results.

The event tree as described demonstrates the thought process invol-
ved in its development. In general, the event trees considered in the
study were much more complex. The event trees had to consider function-
al interdependencies, cooling requirements and questions of partial fail-
ure. The mode of containmént failure depended upon the availability of
the 'ESS with respect to time, and upon the physical processes involved
such as the rate of fuel melting, missiles from steam explosions, hydro-
gen combustion from Zr-Hzo reactions and 002 generation from decomposi-
tion of concrete. |

The complex event trees in the study produced an enormous number of
sequences to be considered. However, functional interdependencies eli-
minated many system failures from further consideration. For example,
with electric power unavailable, the status of the entire engineered
safeguard system is irrelevant. Also, timing considerations eliminated
many sequences. The status of the ECCS during the recirculation mode*
is immaterial if the ECCS failed during the initial injection mode.

lAs shown above, three factors dominated in the generation of acci-

dent sequences from the event trees; schematically

Accident Sequence = Initiating Event x System x Containment
Event Failure Failure Mode.

Initiating events considered other than pipe breaks were transient

events and the catastrophic rupture of the pressure vessel. Each

*After an initial injection period, the ECCS recirculates the injected

water that is collected at the sump of the containment building.
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defined system failure from the accident sequence served as a top event
~of a fault tree which was then constructed for the particular system.
The containment failure mode in each sequence was the major factor in
determining the amount, composition and timing ofvthe release. The
Battelle CORRAL computer code.[75] determined the isotopic composition
and amount of radionuclides released from various accident chains fol-
lowing the accfdent. Accident sequences were then grouped into repre-
sentative release categories suitable for consequence modeling.

The collection of probabilities and consequences for the various
accident chains gave the required points from which the probability-
versus-release histograms can bé plotted. The consequence modeling con-
‘sidered fatalities, injuries, long-term health effects, and property
.damage. '

Section 2.8 discusses how probabilities for accident chains can be
calculated to allow for dependencies and in particular how the system-

fault trees can be quantified to allow for various "common mode"

contributions.

1.9 Fault Tree Analysis (FTA)

1.9.1 Introduction - Fault Tree Analysis is a formalized deductive

analysis technique that provides a systematic approach to investigating
the possible modes of occurrence of a defined system state or undesired
event. Fault tree analysis, FTA, was first conceived by H. A. Watson

of Bell Telephone Laboratories in connectibn with an Air Force contract
to study the Minuteman missile launch-control system. Boeing Company
analysts extended the technique and developed computer programs for both

qualitative and quantitative analysis. It was recognized that fault
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that fault tree ana]ysis could be successfully extended from the aero-
space technology to nuclear reactor reliability, safety, and avéilabi]-
ity technology, and to various other commercial operations such as the
chemical processing industry.

| Undesired events requiring FTA are identified either by inductive
analysis, such as a preliminary hazard analysis, or by intuition. These
events are usually undesired system states that can occur as a result of
subsystem functional faults. These events can be broad, all-encompas-
sing:évents, such as "Release of Radioactivity from a Nuclear Power
Plant" or "Inadvertent Launch of an ICBM Missile," or they can be spe-
cific events, such as "Failure to Insert Control Rods" or Energizing
Power Available on Ordinance Ignition Line".

FTA consists of two major steps,.(1) the construction of the fault
tree and (2) its evaluation. The evaluation of the fault tree can be
qualitative, quantitative, or both depending upon the scope and exten-
siveness of the analysis.

The objectives of fault tree analysis are: (1) to identify system-
atically all possible occurrence of a given undesired event, (2) to pro-
vide a clear and graphical record of the analytical process, and (3) to
providé a baseline for evaluation of design and procedural alternatives.
An introduction to FTA is given in this section. The reader should con-

sult references [13], [23], [24], [38], [39], [47], [58], and [87] for

a general discussion of FTA.

1.9.2 Fault Tree Construction - Fault tree construction has been

discussed in references [15], [28], [38], and [47]. Some important con-

siderations are given below.
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1.9.2.1 Preliminary Considerations - The goal of fault tree

construction is to mode1 the system conditions that can result in the
undesired event. Before the construction of the fault tree can‘proceed,
the analyst must acquire a thorough understanding of the system. In
fact, a system description should be part of the analysis documentation.
The analyst must carefully define the undesired event under‘considera-
tion, called the "top event". To make his analysis understandable to
others, the analyst should clearly show all the assumptions made in the
construction of the fault tree and the system description used. Practi-
‘cal considerations require that he scope the analysis, setting spatial
and temporal bounds on the system. He should determine the Timit of
resolution, identify potential system interfaces and realize the con-
straints of the analysis in terms of the available resources, time and

money .

1.9.2.2 Event Description - A fault tree is a deductive

Togic model that graphically represents the various combinations of
possible events, both fault and normal occurring in a system that lead
to the top event. The term "event" denotes a dynamic change of state
that occurs to a system element. If the change of state is such that
the intended function occurs as designated, the event is then a normal
system function or normal event. If the change of state is such that
the intended function of the particular element is not achieved or an
unintended function is achieved, the event is an abnormal system func-
tion or fault event. Stated in other terms, normal events are events
that are expected to occur and fault events are those that are not ex-
pected to occur. Fault events may be classified according to two types,

type I; a system element fails to perform an intended function and
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type II; a system element performs an inadvertenf function. Examples
of normal events include

(1) Battery removed for routine maintenance during system operation.

(2) Control rods are inserted when an operator pushes a scram bar.
Examples of type I fault events include

(1) Diesel generator fails to start when‘emergency bus voltage is

lost.v

(2} Pumps fail to start when switch is closed.

(3) Motor seizes during operation.

Examples of type II fault events include

(1) Spurious scram of reactar during operation.

(2) Electromagnetic energy energizes ordinance ignition line.

(3) Motor starts after system shutdown. |
A fault is some component state-of-existence (not necessarily a failure)
that contributes to a possible mode of occurrence of the undesired
event. A failure is an inherent state of a system element in which the
element is unable to perform its intended function. System elements in-
clude hardware, software, human and environmental conditions.

Iﬁ order to apply Boolean 1ogi§ in FTA, the outcome of each event
must exhibit two states only, the OFF state and the ON state. The OFF
state corresponds to an unfailed state for a system element. The ON
state for a type I fault event corresponds to a failed state; for a
type Il fault event, the ON state corresponds to a state in which Sys-
tem elements are operating inadvertently. The ON state for a normal
event corresponds to a normal operating state for a system element. A
system element may return from the ON state to the OFF state because of

repair, another fault event, or other factors relating to system design



31

and operation, such as shutdown of the system. The time at which a sys-
tem element is ON is referred to as the fault duration time (FTD) for
fault events and event duration time (EDT) for normal events. In the
context -of maintenance, componehts that are repairable have a finite
fault duration time. The FDT may be of extreme importance to the anal-
yst or design engineer. For example, consider two redundant components
sharing a common load. While failure of one of these components may not
in itself cause the system to fail, the FDT may determine the amount of

safety degradation incurred until the failure is detected and corrected.

1.9.2.3 Event Symbols -vThe symbols shown in Figure 1.7
represent specific types of fault and normal events in fault tree
analysis. The rectang]e defines an event that is the output of a logic
gate. Logic gates are discussed in the fo]]owing<péragraph. The circle
~ defines a basic inherent failure of a system element when operated with-
in its design specifications. It is, therefore, a primary failure, and
is also referred to as a generic failure. The diamond represents a
failure, other than a primary failure that is purposely not developed
further. The house represenfs an event that must occur or is expected
to occur because of design and no§ma1 conditions, such as a phase change
in a system. A house can be used as a switch that is turned on and off
during the course of the analysis. A house can represent a state input.
For example, the Reactor Safety Study used a house to represent the lo-
cation of a pipe break in a boiling water reactor. The house is a
switch that is turned on with probability one during its effective dur-

ation otherwise it is turned off.
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Rectangle (C'.m'e Diamond House
(gate event) primary (undeveloped (normal event)
failure) event)

FIG. 1.7 Event Symbols

1.9.2.4 Logic Gates - The fundamental logic gates for fault
tree Constructibn are the OR and the AND gate. The OR gate describes a
situation where the output event will exist if one or more of the input
events exists. The AND gate describes the Togical operation that re-
quires the coexistence of all input events to produce the output event.
The symbols for the logic gateé are shown in Figure 1.8.

As an example of AND gate developments, consider the simple series
circuit controlling a motor shown in Figure 1.9. The fault tree in
Figure 1.10 identifies two basic hardware failures: switch 1 fails to
open and switch 2 fails to open. We assume that in System A the wires
or connectors do not contribute to the system failure.

Figure 1.11 illustrates an example of OR gate development. In this
case, a fault tree is shown with top event “Motor does not start" for
system A of Figure 1.9. The assumptions and initial conditions given in
Figure 1.9 apply to Figure 1.11. We see in Figure 1.11 that the motor
can fail to start if either event 1, "motor fails to start", occurs or
event 2, "circuit fails to supply current to motor", occurs. Event 1

represents a failure of the motor due to internal causes when operated



33

within its design envelope and is a basic event. Event 2 is not a basic

cause and must be developed further.

Output - Output
event event
Input Input
events events
OR gate ~ AND gate

FIG. 1.8 Symbols for Logic Gates

Switch ]:,fx Afr"st1tCh 2 Assumptions:
Wires and
connections 0.K.

- Motor
Battery —— Initial conditions:
Switch 1 closed
Switch 2 closed
System A

FIG. 1.9 Description of System A

The AND gate describes a causal re]étionship, the OR gates does not.
The input events to an AND gate cause the output event to occur. The
output of an OR gaté is simply a redefinition of the input.

AND gates can be classified in three categories according to their
inputs. In the first class of AND gates, each input is totally indepen-

dent bf the other, i.e., the occurrence of one event has no influence
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FIG. 1.10 Example of AND Gate Development
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FIG. 1.11. Fault Tree for System A ITlustrating
OR Gate Development
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on the occurrence of the other(s) and vice versa. In the second class

of AND gates, called priority AND gates, the one input is dependent on
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the occurrence of the other independent input event if the output event
is to occur. This dependence, referred to as unilateral, is common for
standby and safety systems. Figure1.12agive§ an example of a priority
AND gate. Note that the order in which the input évents occur is rele-
vant in causing the output event to occur. In the example, should the
radiation monitor inadvertently energize the scram magnets after the
control rods dropped into core, a successful scram would still have been

accomplished and the output event would not have occurred.

ANB

Reactor fails to scram
when high radiation level
exists

When high radiation level exists in

reactor, a radiation monitor sends a Radiqtggn
signal that de-energizes the scram m2n11
magnets, The control rods drop by f§1 i
gravity from an elevated position I ] e
into the center of the core (called ' .
a scram) Radiation High
moni tor rad1at19n
fails Tevel in
reactor
A B

FIG. 1.12a An Example of Priority AND Gate

In the third class of AND gatés, the input events are mutually de-
pendent. As an example of mutual dependence, consider two power sup-
plies in parallel feeding a common load. Each power supply can accomo-
date the entire Toad but has a higher failure probability when operating
alone. The sequence of events that lead to the event "system power
failure" is depicted in Fig. 1.12b using one OR and two AND gates with

mutually dependent inputs.
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System power failure

E] denotes the event

"Loss of power supply 1"

Ez'denotes the event
"Loss of power supply 2"

E] and E2

E] and EZ

FIG. 1.12b Example of AND Gate With Mutual Dependence

OR gates can also be classified in a similar manner according to

their inputs [27]. For thé first class of OR gates, the inclusive OR

gate, if at least one input event occurs, the output event occurs. The

second class of OR gates, exclusive OR gates, the output event occurs if

and only if one input occurs, otherwise the output event does not occur.

The third class of OR gates, the mutually exclusive OR gate, the occur-

rence of one input event precludes the existence of all other input

events which implies that the output event occurs as a result of only

one input event.
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The probabilistic evaluation of the three classes of AND and OR
gates is discussed in Section 2.7.2. It is shown there that priority

AND gates do not obey the laws of conditional probability.

The inhibit gate is essentially a one-input AND gate that describes
a causal relationship between one fau]t.and another. The inhibit gate
defines a situation where the coexistence of an input event and a condi-
tional event is necessary for the output event to occur. It is a spe-
cial modification of an AND gate and is used primarily for convenience.
The conditional input defines a state that permits the fault sequence
to occur and may be either normal to the system or result from failures.
The inhibit gate is used to describe out-of-tolerance failure modes of
system elements, i.e., secondary failures. As shown in Figure 1.13,
the conditional event describes a sensitivity condition for the system
element to fail in the mode specified due to some situation or condition.

See Figure 1.14 for a specific example.

1.9.2.5 Construction Methodology - As seen in Figure 1.15,

the fault tree is so structured that the sequences of events that lead
to the undesired event are shown below the top event and are logically
related to the undesired event by OR and AND gates. The input events to
each Togic gate that are also outputs of other logic gates at a lower
level are shown as rectangles. These events are developed further until
the sequences of events lead to basic causes of interest, called "basic
events". The basic events appear as circles and diamonds on the bottom

of the fault tree and represent the 1imit of resolution of the fault

tree.



38

‘Inhibit gates are used to develop
secondary failures, i.e. out-of—?olerance
failures. In this case the cgnq1tion
represents a sensitivity condition.

Secondary failure
of component
A in mode X

due to cause

M

Sensitivity of
component A
to cause M in

terms of
failure
mode X

Occurrence
of cause
M

FIG. 1.13 Example of Secondary Failure Development
Using Inhibit Gates

Frozen fuel
line

Temperature
below 32 F for
a sufficient
period of
time

Fuel line
exposed to

ambient
temperature

FIG. 1.14 Example of Secondary Failure Development
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FIG. 1.15 Levels of Fault Tree Development



40

1.9.2.6 Structurihg Process - David Haas1 formalized the

thought process invo]Qed in the constrqction of the fault tree.* He de-
vised a “structuring process" that established rules to determine the
type of gate to use and fnputs tb the gaté. The structuring process 1is
used to develop fault flows in a fau]t tree (see Figure 1.15) when a
system is examined on a functional basis, i.e., when failures of system
elements are considered. At this level, schematics, piping diagrams,
proces§ flow sheets, etc., are examined for cause-and-effect types of
relationships, to determine the subsystem and component fault states
that can contribute to the occurrence of the undesired event. At this
point, the flow of energy through the system is followed in a reverse
sense from some undesirable outcome to its source.

The structuring process requires that each fault event be written to
include the description and timing of the fault event at some particular
time. This means that each fault event must be written to include what
the fault state of that system or component is and when that system is
in the fault state. The established procedure answers two principal

‘questions: (1) Is the event a state-of-component or state-of-system
fault? (2) what is immediately necessary and sufficient to cause the
event?

In a state-of-component fault event, three failure mechanisms or
causes are identified that can contribute to a component being in a

faulted state.

*Much of the material presented in this section on the theory of manual
fault tree construction is taken from the course, "System Safety Analy-
sis", given by David F. Haasl et al in the spring of 1972 at Lawrence

Livermore Laboratory, Livermore, California.
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1. A primary failure is due to the internal characteristics of

the system element under consideration.

2. A secondary failure is due to excessive environmental or

operational stress placed on the system element.

3. A command fault is an inadvertent operation or nonoperation

of a system element due to failure(s) of initiating element(s)
to respond as intended to system conditions.*
The above failure mechanisms describe the fundamental processes involved
in or responsible for a component failure mode.

We see that in the case of the first two failure mechanisms, the
system element is no longer able to perform its intended function (un-
less the element is repaired). In the case of the third failure mecha-
nism, the system element can operate as intended if the initiating ele-
ment(s) is (are) returned to their normal state(s).

We use Figure 1.16 to demonstrate these failure-mechanism conéepts.
The primary évent is indicated in the circle. The command fault is
shown in the rectangle. Some out-of-tolerance failure mechanisms for
the motor are (1) inadequate maintenance of motor and (2) excessive tem-
perature or external vibration. The fault tree in Figure 1.11 can then
be expanded to the fault tree shown in Figure 1.16 to show the develop-
ment of all three failure mechanisms.

Any fault event that can be described in terms of the failure mech-

anisms described below is said to be a state-of-component fault event.

*An initiating element is any component, human or environmental factor
(generally upstream of the element) that can control or limit the flow

of energy through the system element under consideration.
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failure

Motor
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temp. or external
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Motor seizure
due to inadequate

lTubrication
of bearings

Secondary failures

Operational stress Environmental stress

FIG. 1.16 Fault Tree Showing Development of
State-of-Component Fault Event

In this case, the system element under'examination is the sole cause of
the fault event, i.e., the event results from the action of a single
component.,

An OR gate is always used to combine the inputs at a Tower level
which consist of the three failure mechanisms or causes as described
above. Examples of state-of-component fault events are, (1) failure of
motor to start, (2) failure of motor to turn off, (3) switch fails to

open, and (4) switch fails to close. Events that have a more basic
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cause that cannot be described in terms of a simple component failure

are termed state-of-system fault events. In this case an OR gate, AND

gate, inhibit gate, or no gate at all can be used to combine the event(s)
at the next lower level. In state-of-system fault events, the immedia-
tely necessary and sufficient fault input events must be specified. For
each newly deve]opéd event other than primary causes the structuring
process is repeated until each event is developed to its Timit of
resolution.

To illustrate further the concepts of the structuring process, a de-
tailed fault tree is given in Figure 1.17b for system B as shown in
Figure 1.17a. It represents essentially an expansion of the fault tree
shown in Figure 1.16. The system description and analysis assumptions

that apply to Figure 1.17a are given below.

1.9.2.7 I1lustration of Fault Tree Construction System B -

System B is astandby system that is tested once every month. It con-
sists of a battery, two switches in parallel, and a motor. To start the
motor, two push buttons are pressed to close the two switch contacts 1
and 2. To stop the motor at the epd of test, two push buttons are de-
pressed. Periodically, say every six months, the operator must recharge

the battery and perform routine maintenance on the motor.

Analysis Assumptions

We assume that the wires or connections do not contribute to system
failure. Pre-existing faults are allowed, e.g., the switch contacts may
be failed closed as initial conditions. We also assume that all compo-

nents are properly installed.*

*It is interesting to note that component failures due to improper in-
stallation are secondary failures.
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- Push buttons

Switch 1
--o'l(“--w

Battery—-i- Sw’itCh 2 [}

e Motor

FIG. 1.17a System B

Fault Tree

With reference to Figure 1.17b, the top event appears as failure of
motor to start on test implying failure of the motor to start when test-
ed at its monthly interval. Each gate event is labeled as tb the event
type, either state-of-component or state-of-system fault event. We see
that all command féu]ts and secondary failures when developed are state-
of-system fault events. An inhibit gate is shown in the development of
the secondary failure, overrun of battery. It is interesting to note
that two types of failure are shown for the switches. Switches 1 and
2 can fail to close upon demand or they can fail to open from the pre-
vious test and cause the battery to discharge. We see that System A
and System B are susceptible to one type of failure or the other. A
two-out-of-three switch arrangement might be an acceptable alternative.
Close examination of the Fig. 1.17b fault tree shows that human error

can play a key role in system failure. The operator can forget to
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FIG. 1.17b Detailed Fault Tree of System B
Generated via Structuring Process
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recharge the battery or fail to depress the push buttons after test.*
Fault trees that include only hardware failures will overpredict the
capability of performance of the system. Realistic assessments of sys-

tem failure must include human error and secondary failures.

1.9.3 Levels of Fault Tree Development - A complete or global

safety analysis using the fault tree technique on an extensive system
such as a nuclear power plant or chemical processing plant normally re-
quires three levels of fault tree development as shown in Figure 1.15.
The upper structure, called thé "top structure," includes the top event
and the undesired subevents. These events such as fire, explosion, re-
lease of radioactivity are potential accidents and hazardous conditions
and are immediate causes of the top event. There is no structuring pro-
cess at this level to tell the analyst what gate to use or what inputs
are specified. The top structure is actually a list of the functions
whose loss constitutes a major accident as specified by the top unde-
sired event. David Haasl claims that structuring the fault tree at the
top level is an art in outlining. In connection with a recent Air Force
contract [39], he made the fo]lowing,statement concerning the content of

the upper structure of a fault tree:

"This level has been defined as the level of
clarification and selection. It is at this stage
that the comprehensiveness and thoroughness of the
planned analysis is determined. This is accomplished
by establishing the bounds, both physical and tem-
poral, of the system and determining the limit of
resolution of the analysis. In determining the bounds
of the system, the effect on the system from inputs

*Note that we are assuming that if the operator fails to depress one
push button, he will fail to depress the other push button, i.e., he
will skip the procedure entirely.  The Reactor Safety Study made simi-
lar types of assumptions involving human error.
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from inside the system boundary is considered, but
the cause of this effect is not pursued or identi-
fied. For the purpose of quantification, it is
assumed that any inputs from outside the system
boundary are known constants. In determining the
Timit of resolution, it is assumed either that any
finer resolution does not change the effect on the
system, or that this effect is a known constant."

The next level of the fault tree divides the operation of the'system
into phases and subphases, until the system environment remains constant -
and the system characteristics do not change the fault environment. In
this second level of fault tree development, the analyst examines system
elements from a functional point of view. Hence, the structuring process
is used to develop fault flows within the system that deductively lead
to subsystem and detailed hardware fault flow, which is the third level
of the fault tree. At the third level, the analyst is faced with one
of the most difficult aspects of fault tree analysis. He must show any
external failure mechanisms that can simultaneously fail two or more
system elements, and restructure the fault tree accordingly. The effects
of common environmental or operational stresses are studied, as well as
the effects of the human factor in the testing, manufacturing, mainte-

nance, and operation of the system. Some of these factors were consi-

dered in the Figure 1.17b fault tree.

1.9.4 Automated Fault Tree Construction - Detailed fault trees of

complex systems may take years of effort to complete. Such an effort is
generally a costly undertaking. Also, there is a tendency for analysts
to become bored constructing fault trees that are large and repetitious.
In the process, the analyst may dver]ook some subtle aspect of system

behavior. Therefore, there is a definite need for automated fault tree
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construction. It can serve as a tool in assisting an analyst when an in
depth safety analysis is required.

In the last five years, efforts have been directed toward automating
fault tree construction for computer implementation. Fussell [29] auto-
mated fault tree construction for electrical systems. He recognized
that there are essentially three ways electrical circuits can fail, (1)
no current in circuit.when needed, (2) inadvertent application of cur-
rent and (3) current overload. Powers et al [58]vis in the process of
automating fault tree construction for chemical systems. In a chemical
processing system the situation is more compliex than in electrical cir-
cuits. Because of the numerous product and reactant streams and diver-
sity of operation it becomes a complex task to locate all the failure
pathways and modes of failures for a chemical processing system.

In the sections that follow, the automated approach of Fussell is
presented. The method is called the synthetic tree model, STM, and is
Timited to constrﬁction of fault trees for electrical schematics. It is
felt that many concepts of the STM can be applied to more general systems
such as hydraulic or pneumatic systems. The author regrets that the de-

tails of Power's methodology are not available at the time of this

writing.

1.9.4.1 Synthetic Tree Model - Fussell's methodology for

fault tree construction is programmed in a computer code called DRAFT
that automatically constructs fault trees of electrical schematics to
the level of primary hardware failures. The basic building blocks of
the methodology are component failure transfer functions. These are

mini fault trees for components in a faulted state. The information
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contained in them can be derived from a failure mode analysis which is
independent of the particu]ar system considered. With proper editing,
the fault tree is automatically constructed from the component failure
transfer functions. A hierarchical scheme is developed that identifies
fault events according to order. The information required as input to
the code is (1) a schematic of the electrical system, (2) when appli-
cable, the initial operating state of each component and (3) boundary
conditions that can impose restrictions on the top event and events
developed within its domain.* The computer then finds the series cir-
cuit paths for each component in the schematic, called component coali-
tions, and identifies the order of each event requiring development.
Events are considered up to fourth order. It then imposes new boundary
conditions when necessary and then constructs the fault tree accordingly.
The flowchart illustrating the methodology of the STM is given in
Figure 1.18.

1.9.4.1.1 Event Description - In the STM, there

are two parts to the event description, (a) the incident identification
and (b) the entity identification. The entity identification is the
subject of the fauit event and re%ers either to a component or to a com-
ponent coalition. The incident identification describes a mode of fail-
ure or fault state. For example, consider the situation where current
is inadvertently applied to the coil of a relay causing its contacts to
close. In the fault statement "relay contacts close inadvertently,"

the entity identification is "relay contacts", and the incident identi-

fication is "close inadvertently".

*The domain for the top event includes all events that result from the
subsequent development of the top event.
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1.9.4.1.2 Componeht Failure Transfer Functions -

Primary failures are always part of the component failure transfer func-
tions. The logic gate used in the failure transfer function depends
upon the type of failure considered for the component. For example, an
electrical component such as a fuse can fail in such a manner as to |
cause the output event to occur implying OR logic for the output gaté.
In another case, an electrical component can transmit an overload or in-
advertently transmit current. Coexistence of another fault event is
necessary for the output event to occur. In this case, the logic for
the output gate is AND. This situation is common with protective de-
vices that fail in such a manner to allow out-of-tolerance conditions to
exist, e.g., a fuse failing to open when a current overload exists with-
in the circuit. Figure 1.19 illustrates fai]ure transfer functions for
electrical contacts. We can see that state-of-component fault events

are embodied within these transfer functions.
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FIG. 1.19 Failure Transfer Functions for Electrical Contacts
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1.9.4.1.3 Component Coalition Scheme - Within the

context of the STM, a component coalition is a series circuit path in
which components share an alliance with respect to current flow. In

~ system B, Fig. 1.17a, there are two component coalitions, (1) the bat-
tery, switch 1 and the motor and (2) the battery, switch 2 and the motor.
This means there are two paths by which the motor can receive current

from the battery.

1.9.4.1.4 Ovrdering of Fault Events - In contrast

to Héas]'s structuring process in which there are two basic fault events,
state-of-component and state-of-system fault events, in the STM there
are four basic types of fault events, (1) first-order, (2) second-order,
(3) third-order and (4) fourth-order fault events.* The following para-
graphs describe the ordering of the fault events in the STM. It is
helpful to refer to the flowchart in Figure 1.17a.

Third and fourth-order fault events in the STM are command faults.
For the development of third-order fault events, components are examined
with respect to energy input from all series circuit paths that contain
these components. This amoqnts to examining the state of each component
coalition that is a source of energy 6r current to a given component.
Events such as "component receives no current when needed" and "compo-
nent receives current inadvertently" are examples of third order fault
events. If a component is producing a fault eQent because of mechanical
linkage with another component, such as a relay coil and its associated

contacts or a pressure switch and its contacts, then such an event is

*Fussell's ordering of events is not related to the order of the cut
sets.
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referred to as a fourth—order fault event. Because of direct component
interp]ay, fourth-order fault eyents always require component failure
transfer functions as input events. Events such as "no current in a
component coalition," “overcurrent in a component coalition" and "inad-
vertent flow of current in a4c0mponent coalition" are second-order
fault events.

The development of third-order fault events always reqﬁires as input
second-order fault events. In examining the fault state of each compo-
nent coalition, we must examine each component in the coalition. Hence,
the development of second-order fault events always requires as input
failure transfer functions. If these failure transfer functions require
third- or fourth-order fault events as input, then the above process is
repeated until there are no more second-, third-, or fourth-order events
that require development. The fault tree is complete when all events
are developed to the level of primary hardware failures.

In some cases the top event is of first order, i.e., an event that
requires development to the level of subsystem functional faults. In
this case the analyst must manually construct the fau]ﬁ tree to the level
where events are second order or higher. This procedure is analogous to
the construction of the Upper structure of the fault tree mentioned in

the previous section. Fussell calls the upper structure the tree top

boundary. condition.

As an example of the synthetic tree methodology, we again construct
a fault tree for system B in Figure 1.17a. In the STM, the initial con-
ditions must describe the system in an unfailed state. The system bound-

ary conditions are:
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TOP EVENT Motor fails to start on test

Switches open

it

Initial Conditions

Not-allowed Events Wiring or connection failures

]

Existing Conditions = None.

The fault tree is shown in Figure 1.20. Note that a little more detail
is shown on the switch contacts in Figure 1.20 in order to illustrate.
the development of fourth-order fault events. The hierarchical scheme
illustrating the ordering of fault events is evident in Figure 1.20.
Also, note that the circled events bear almost exact resemblance to the
component failure transfer function given in Figure 1.19 with initial
conditions, "contacts open“.

Second-order fault events such as "no current in component coalition"
impose restrictions on events placed in their domain; e.g., if in the
subsequent development of this event, we consider the component coali-
tion again, events like "current in component coal.ition" are not allow-
ed. Because of this restriction, component failure transfer functions
with output event "current" are equally not allowed. Fussell calls
these restrictions, event boundary conditions. Such conditions are of
consequence when we try to develop the secondary failure "overrun of
battery". As we see in the system B fault tree, Figure 1.17b, that the
battery discharges when the motor operates for an extended period of
time. This further implies there is current in either component coali-
tion 1 or 2. In the context of the STM we cannot place the secondary
failure of the battery in the domain of the second-order fault events
given in Figure 1.20. Instead, we must consider the system in a diffe-
ent opeﬁgtjpg state and construct a new fault tree with different tree

top boundary conditions. The boundary conditions in this case are:
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FIG. 1.20 Fault Tree of System B ITlustrating
Synthetic Tree Methodology
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TOP EVENT

n

Battery operates for extended
period of time

[}

Initial Conditions Switches closed

Not-allowed Events

Wiring or connection failures

Existing Conditions = Motor operating.
The tree top boundary condition and the fault tree are given in Figure
1.21.

Fussell further assigns third order fault events to classes. In
Figure 1.21, a component (in this éase, the motor) can inadvertently re-
cei;é curreht (or an overload) from any coalition containing the compo-
nent, implying OR logic as shown. This type of third order event is
assigned to class I. On the othek hand, in Figure 1.20, a component re-
ceives no current when needed if all coalitions containing the component
have no current, implying AND logic as shown.‘This type of third-order
fault event is assigned to class II. In the DRAFT computer code, iden-
tification of the class of third-order events is necessary for determi-
nation of the proper logic gate to use, see Figure 1.18.

We see for system B in Figure 1.17a, if switch 1 or 2 is closed, we
would expect the motor to operate. The event "current to switch too
Tong" in Figure 1.21 is an existing condition and can be removed from
the fault tree. The AND gate can also be removed; the fault then can

simply be cascaded from one event to the other.

1.9.5 Manual Versus Automated Fault Tree Construction - We see

that the fault tree of Figure 1.17b which was generated via the struc-
turing process does not explicitly show a component coalition. The
logic and the fault events that appear 1n‘Figure 1.17b are inferred when

the schematic in Figure 1.17a is examined. Automated fault tree
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construction requires that the flow of energy through the system be

. identified by a method 1ike the component coalition scheme. Also, the
computer must generate fault trees from a given set of initial and
_existing conditions, and events that appear in the fault tree cannot be
mutually exclusive. The analyst, on the other hand, can allow various
sets of initial and existing conditions to be applicable to the top
event. He can logically combine mutually exclusive events through thé
use .of OR gates. This is done in Figure 1.17b for the OR gate with out-
put event "no current through switches on test". -For the input event,
"both switches fail to close on test," the initial condition that is
implied is that the switch contacts are open. What is further implied is
that current is available in the circuit at test. For the other input
event, "no current to switches on test," the switch contacts can be
closed from a previous operation, causing the battery to dréin with no
current available at test. With large fault trees, the analyst may have
a tendency toerroneously combine events that are mutually exclusive
through AND gates. In this case, the logic of the fault tree is incor-

rect because the analyst did not consider the boundary conditions that

I
0y

are Bp]icab]e to the domain of the AND gate. This problem is discussed

furtﬁer in a latter section (1.9.7) of this chapter.

A disadvantage to the DRAFT computer code is that computer memory
storage may be exceeded for large fault trees. This is due to the fact
that the computer must store all the event boundary conditions that are

generated during the course of fault tree development.

1.9.6 Qualitative Evaluations of Fault Trees - The fault tree can

be used as a visual medium in communicating and supporting decisions
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based on the analysis. Either the analyst or the management can inspect
the fault tree and determine by engineering judgment.the most Tikely sets
of basic events leading to the top event. A qualitative judgment can be
made regarding the safety of the system and the identification of criti-
cal system elements if the system is to be upgraded. A qualitative
evaiuation can also take into account many practical considerations and
assumption that at times may be difficult to incorporate in quantitative
calculations. The results of a qualitative evaluation, however, are

less manageable due to the subjective nature of decisions based on qua-

litative judgment.

1.9.6.1 Minimal Cut Sets - The first step in a qualitative

evaluation is to determine the minimal cut sets. A minimal cut is a set
of basic events whose occurrence causes the top event to occur; it can-
not be reduced and still insure occurrence of the top event. For exam-
ple, a series system of two components, A and B, fails if either A fails
or B fails. Considering primary fai\ures only, system failure is de-
fined in terms of two minimal (min) cut sets of one event each: (1)

the event "primary failure of A",,designated as A, and (2) the event
“primary failure of B", designated as B. Note the set of events {A,B}
is a cut set but not a minimal cut set. A listing of minimal cut sets
is useful for qualitative evaluation. Seventeeh minimal cut sets are
shown in Table 1.1 for the fault tree of Figure 1.17b. Note that the
inhibit condition, "battery operates sufficiently long to discharge"

is treated as a basic event and appears in five cut sets, i.e., it is

replicated five times.
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TABLE 1.1

Listing of Minimal Cut Sets for Fault

1

o1 W N

10

1

12

13

Tree Given in Figure 1.17b

Cut Set

{1}
{2}
{7}
{8}
{3,5}
{3,6}
{4,5}

{4,6}

{9,10}

{9,111}

{9,12}

{9,13}

{9,714}

Description
Motor fails to start

Inadequate maintenance of motor
Dead battery (primary failure)
Operator fails to recharge battery

[ Switch 1 contacts fail to close
| Switch 2 contacts fail to close

- Switch 1 contacts fail to close
| Secondary failure of Switch 2

[ Secondary failure of switch 1
[ Switch 2 contacts fail to close

[ Secondary failure of switch 1
| Secondary failure of switch 2

[ Battery operates sufficiently long to
discharge

LSecondary failure of switch 1

rBattery operates sufficiently long to
discharge

_Swftch 1 contacts fail to open

FBattery operates sufficiently long to
discharge
| Operator fails to depress push button
i Battery operates sufficiently long to
discharge
| Switch 2 contacts fail to open
-

Battery operates sufficiently long to
discharge
| Secondary failure of switch 2
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Two types of primary failures are listed in Table 1.1, human errors

and failures of dynamic components. Dynamic components switch or modi-

fy energy flows. They must transfer or change state to perform their
intended function. Examples include relays, switches, valves and pumps.

Another type of component not appearing in Table 1.1 is a quasi-static

component. Such componenﬁs convey or contain energy and include wires,
pipes, beams, etc.

In genéra], human failure fates are one to three orders of magnitude
greater than failure rates of dynamic components. In turn, failure
rates of dynamic components are one to three orders of magnitude greater
than those of quasi-static components. The analyst can mentally factor
in these failure rates when determining the critical primary events.

Another factor that must be consider in FTA is the degree to which
basic events are replicated in cut sets. For cut sets of a given order,*
the top event is structurally more dependent on basic events that are
replicated. Another important factor in determining the critical pri-
mary events is the order of the cut sets that contain the primary events.
When basic events are not replicated, cut sets of lower order are more

important than cut sets of higher 6rder when basic event probabilities

are equal.

1.9.6.2 Checking Fault Tree Logic Via Cut Sets - The two

methods by which fault trees are constructed, the synthetic tree model
and the structuring process can lead to seéming]y different results.
In the Reactor Safety Study the following statement was made about the

limitations of fault tree analysis: [77]

*order refers to the number of basic events in the cut sets.
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. « . there are different ways fault tree logic can
be developed. Thus, two different analysts are 1ikely

to produce different trees for the same system. Al-

though both trees may be logically correct and produce

the same system failure probability, the fact that

they appear considerably different can be confusing."
There are ways, however, to check discrepancies in fault trees generated
- by two different analysts on the same system. It is sufficient to sim-
ply inspect the minimal cut sets and note differences. In cut sets of
order two or higher where differences appear, the AND gates that com-
bine basic events must be located to check discrepancies in system fail-

ure logic.

1.9.6.3 Common-Mode Failure Analysis -~ It is difficult to

design a system in such a manner that the failure rate of the system is
below 10'5 failures/year because the system will fail in the common mode
rather than in combinations of independent individual component fail-
ures. Numerous situations can cause the common mode failure to occur --
unrecognized dependence of a control element in the system, human errors
in design, operation or maintenance, or unforeseen environmental stres-
ses. Consult references [14], [32] and [73] for a discussion of common
mode failures.

In the context of FTA, common-mode failure analysis deals with iden-
tifying the mechanisms‘fhat are external to the system elements. and can
cause simultaneous failure of a number of elements or paths. In the
context of a command fault, we are concerned with system interface con-
ditions that result in an unrecognized dependence on a control e]ement.
This means identification of human as well as hardware functional inter-
dependencies. In the context of secondary failures, we are concerned

with unforeseen environmental or operational stresses that can
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simultaneously fail two or more system elements. The checklists that we
generate as in Figure 1.1 for system energy sources and environmental
factors can serve as the first source of information in identifying
secondary failure mechanisms.

At least two computer codes exist at Lawrence Livermore Laboratory
[54] and at Aerojet Nuclear Corporation [22] that qualitatively can
account for common dependencies among cut sets by coding basic events
according to an alphanumeric designator. The basic events can be coded
according to indices that indicate the following dependencies, (1) lo-
cation, (2) common function, (3) common environment, (4) common design
and manufacturing processes and.(5) common operation, test or mainte-
hance procedures involving human intervention. The computer can scan

the cut sets for the indicated dependencies to assess the potential for

common-mode failures.

1.9.7 Modeling Fault Trees According to System Conditions - A

common pitfall of fault tree construction is the inclusion of mutually
exclusive events within the domain of an AND gate. In this case, erro-
neous cut sets can be generated thgt contain mutually exclusive primary
events. If these cut sets are included when the fault tree is quanti-
tatively evaluated, the probability of the top event will be conserva-
tively overestimated (perhaps only slightly). It is important to recog-
nize how logical inconsistencies in fault trees are generated. Basical-
1y, it is the result of deficient fault tree modeling techniques when
the analyst is not careful in defining the conditions for which the top
event 1is applicable.

An example given by Fussell [27] shows how these erroneous cut sets

are obtained. A schematic of a sample system is given in Figure 1.22.
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FIG. 1.22 Sample System for Mutually Exclusive Events

The purpose of the system is to provide light from the bulb. When the
switch is closed, the relay 1 contacts close and the contacts of the

re]ay 2, (a normally-closed relay) open. Should the relay 1 contacts
open the light will go out and the operator will immediately open the

switch which in turn causes the relay 2 contacts to close and restore

64
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the 1ight. The system boundary conditions are then:

TOP EVENT - No Tight

Initial Conditions Switch closed

- Relay 1 contacts closed

- Relay 2 contacts open
th Allowed Events

Operator failures
- Wiring failures

- Secondary failures.

Operator failures, wiring failures, and secondary failures are neglected
to simplify the resulting fault tree. This fault tree generated by con-
ventional techniques is shown in Figure 1.23.

Table 1.2 is a list of minimal cut sets for the fault tree in
Figure 1.23.

~ As Fussell points out, cut sets (6), (8), (10) and (12) will not
cause the top event. These cut sets are generated as a result of the
logical intersection of two mutually exclusive events "EMF removed from
circuit path C" and "EMF not removed from circuit path C". Fussell
claims that these events should be'flagged so they are never combined
to form the erroneous minimal cut sets.

The author claims the fault tree should be modeled correctly in the
first place so that mutually exclusive events do not appear in the do-
main of an AND gate. One should first realize that a fault tree is a
static model. Output events of AND gates can exist only under one set
of circumstances or (boundary) conditions. At the time that the top
event occurs, i.e., when there is no light, either there is current in

the lower circuit or there is not, but both situations cannot occur at



66

No
1ight

Ho emf
to Bulb

Primary

bulb
failure

emf
removed
from
circuit
path A

;

Paower
supply 1
failure

Relay 1

]

emf not applied
to circuit path B
when emf removed
from circuit
path A

|

Relay 1 Power cﬁﬁl:{tg
contacts supQIy 1 fail to
open failure close
emf removed emf not removed
trancter from relay 1 fron relay 2
open coil coil

emf
Q\ removed from

circuié path

emf not

removed from /O

circuit path
C

Switch

fails
closed

-

emf
removed
from
switch

coll opens

Relay
1

circuit

Switch
transfers
apen

FIG. 1.23 Fault Tree for Sample System in Figure 1.22
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10

1

12

TABLE 1-2
Minimal Cut Sets for Sample System

Description

Primary bulb failure
Primary power supply 1 failure

,helay 1 contacts transfer open
[Relay 2 contacts fail to close

he]ay 1 contacts transfer open
[ Switch fails closed

Power supply 2 failure
Relay 2 contacts fail to close

ﬁower supply 2 failure
|Switch fails closed

he]ay coil 1 opens circuit
Relay 2 contacts fail to close

§e1ay coil 1 opens circuit
Switch fails closed

he]ay coil 2 opens circuit
Relay 2 contacts fail to close

ﬁe]ay 2 coil opens circuit
ISwitch fails closed

Switch Transfers open
Relay 2 contacts fail to close

gwitch transfers open

[Switch fails closed

67
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at the same time. However, both sets of conditions must bé considered
since they both contribute to the occurrence of the top event. (This
situation is analogous to the Figure 1.17b fault tree in which the top
event holds for two sets of mutually exclusive system states). The
author feels that the “correct" fault tree is given in Figure 1.24. A
mutua]iy exclusive OR gate is used. The cut sets in Table 1.3 are the
same as given by Fussell except that the conditions under which the cut
sets are applicable are explicitly shown. |

The erroneous outcome outlined above stems from the tendency of
analysts to construct fault trees within the domain of an AND gate that

describe fault events sequentially in time according to system opera-

tion. For the sample system given in Figure 1.22, however, opening the
switch changes the system operating characteristics. It changes the
state of the system from "current" to "nocurrent". Again, it may be
said that the top event cannot hold for both sets of circumstances si-
multaneously. When structuring the fault tree as shown in Figure 1.24,
it is important to isolate system phases in such a manner that the nor-
mal system operating characteristics do not change the fault environ-
ment. Otherwise fault trees with erroneous failure logic can be

generated.
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Cut Set

Number

TABLE 1-3
Minimal Cut Sets for System C

Description Status of System when

Light is Off

Primary bulb failure
Primary power supply #1 failure

—Relay 1'Contacts Transfer Open
| Switch fails closed

-Re1ay 1 Contacts transfer open

| Relay 2 contacts fail to close

[Switch Transfers Open
|Relay 2 contacts fail to close

[Relay 2 coil opens circuit
.Belay 2 contacts fail to close

he]ay coil 1 opens circuit
[Relay 2 contacts fail to close

Power Supply #2 Failure
Relay 2 Contacts fail to close

Current in

No Current

No Current

No Current

No .Current

No Current

Cct. C

in Cct.

in Cct.

in Cct.

in Cct.

in Cct.
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CHAPTER THWO
QUANTITATIVE FAULT TREE ANALYSIS

2.1 Introduction

For newly developed systems in their design stages or for operating
systems where failure is rare, we may not have enough information at the
systems level to assess with any statistical confidence the probabi1ity
of system failure. However, if we have failure data at the subsystem or
component level then fault tree analysis may be adequate in predicting
the probability of system failure as defined by the top event provided
the following restrictions are met:

1.‘ The failure data for the basic events are known with

sufficient accuracy. (adequacy of data)

2. The fault tree includes all significant system failure

modes. (issue of completeness)

3. A1l failures given in the fault tree can be adequately

described in terms of Boolean logic. (binary nature of
fault tree modeling)

Chapter Two introduces the reader to the background material neces-
sary for the probabilistic evaluation of fault trees in the context of
coherent structure theory [6]. It also describes the role of fault tree
analysis in risk assessments by discussing the reliability quantifica-
tion techniques used in the Reactor Safety Study.

New methods are proposed for (1) determining the unavailability of
components due to secondary failures and (2) for finding an upper bound
to the distribution of time to first failure and a Tower bound on the

mean time to first failure for a maintained system.
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The importance of min cut sets and basic events can also be computed
in terms of mathematical expressions presented in this chapter. Deter-
mining the importance of basic events and cut sets is useful when we
try to identify critical components for purposes of system upgrade and
when we generate repair checklists in the case of system breakdown.
Concepts of probabilistic importance within the fault tree framework are
presented in Chapter Three and applied to the areas of system design,

diagnosis and simulation in Chapters Four and Five.

2.2 Steps in Quantitative'Fault Tree Evaluation

The first step in the quantitative evaluation of a fault tree is to
find the structural representation of the top event in terms of the ba-
sic events, as discussed in Section 2.3. Finding the min cut sets is
one way of accomplishing this step. If the rate of occurrence and fault
duration time for all basic events are known and the statistical depen-
dency* of each basic event is known (or assumed), then the mathematical
expectation (i.e., average) or probability of the top event can be de-
termined. Probabilistic evaluation of fault trees is discussed in

Sections 2.4 to 2.8.

2.3 Structural Representations of Fault Trees

2.3.1 Boolean Expression - Following well established nomenclature

[6] and procedures, let us first examine the system (i.e., the fault

tree) at one point in time. Consider a fault tree with n basic events,

*Two events, A and B with probability P(A) and P(
statistically independent if P(A and B) = P(A)-P
dependent if P(A and B) = P(A) = P(B).

of occurrence, are

B)
(B). They are totally
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the ith event having a binary indicator variable Yis such that

y =§1 when basic event i is occurring
i 0 when basic event i is not occurring.

The top event is associated with a binary indicator variable ¥(y), such

that
W(y) =31 when the top event is occurring
0 when the top event is not occurring
where y = Y9 Yoo ooe ¥y is the vector of basic event outcomes. We are
assuming that the state of the system ¥(y), can be expressed complietely

in terms of the indicator variables. ¥(y) is known as the structure

function for the top event.

2.3.2 Logical Operators - There are two logical operators, Il and

[I , that express ¥ in terms of y. These are defined and illustrated by

examples below.

As an example of the [I operator, consider the AND gate.

SYSTEM 2-A AND Gate With Two Inputs

In this case, the top event occurs if basic events 1 and 2 occur.

The structure function is given by

2 def
\P(X) = ‘y(y]’ yz) = .H_’ \Y-i = .y]')'z-
1:
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In general, the structure function of an AND gate with n inputs is

given by

560

AND Gate with n Inputs

n
’y(.)_’_)=qi(y]’ )'2’ cees Y ) F r_I Y.

def

m o

Y1 ¥pee oYy = min (yys Yoo oouyy)

The system 2-A fault tree can describe the failure of a parallel
system of two components 1 and 2. In this case, the system fails (i.e.,
the event T occurs) when components 1 and 2 fail (i.e., event 1 and
event 2 occur) or ¥(1, 1) = 1 otherwise the system does not fail, i.e.,
¥(0, 0) = ¥(1, 0) = ¥0, 1) = 0.

As an éxamp]e,of the I operator, consider the OR gate. In this

case, the top event occurs if basic events 1 or 2 occur. The structure

function is given by

[
=
<

w—r
<

N
S

n e
<

¥(y) =

SYSTEM 2-B, OR Gate
with Two Inputs

The system 2-B fault tree can describe the failure of a series sys-

tem of two components. In this case, the system fails when either

*Note that this expression is analogous to the logical union of two

events in which y]-yz‘represents the intersected region on the Venn
Diagram.
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components 1 or 2 fail, i.e., ¥(1,-0) = ¥(0, 1) = ¥(1, 1) = 1. Other-
wise the system does not fail, i.e., ¥(0, 0) = 0.
In general, the structure function for an OR gate with n inputs is

given by

W(Y.) = W(.Y-l; ‘y2’ ceaes yn) =

i=1 1
<j:> <j:) def
= 1- ﬂ (l-y) max (y]a Yos

OR Gate with n Inputs 1=1

Y.

u'l:: =

ces yn)

Note that LI and [I operate on sets of indicator variables; when

pairs of indicator variables are operated on, the symbols = and v are

used. By definition, y my, = y;-¥, and Yy, = Yqt¥o-¥q¥s-

2.3.3 Reliability Network Diagram - In general, fault trees are

combinations of AND and OR gates. An example of a two-out-of-three

system is given below with the corresponding reliability network diagram.

System
failure

A
ananagiinicsinall

@@@@@@

Fault Tree for Reliability Network Diagram
2-out-of-3 System for 2-out-of-3 System
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The fault tree shown above is "failure oriented"; the numbers in the
circles represent component failures. The reliability network diagram
is "success oriented". The reliability network diagram can be thought
of as an electrical circuit with the circles representing switches. If
the components opérate successful (switches closed), they transmit the
current. The system operates successfully if there is at least one

current path from points A to B.

2.3.4 Min Cut Set Representation of ¥(y) - As defined in Section

- 1.9.6.1, a cut set is a set of basic events whose occurrence causes the
top event to occur. The terminology "cut set" originated from the reli-
ability network diagram. For example, in the two-out-of-three system,
failure of components 1 and 2 constitute a "cut" through the system.

For a two-out-of-three system, there are three minimal cut sets {1, 2},
{2, 3} and {1, 3}. 1In other words, the system fails when at least any

two out of three components fail. The structure function is given by

¥(Y) = yyo¥p L Y Yg L YotY g (2.1)
We must reduce the above expression to its exact Boolean form by expand-
ing the expression to products of indicator variables and then reduce
all powers of indicator variables by using the fact that for Boolean
variables yi2 =Yy The procedure is illustrated below for the two-out-

of-three system; successive expansion of expression 2.1 yields:

1]

2
w(X) (y]'yz + y]'yB - y] ‘y2'y3) L yz'y3

in

2
y]'yz + y1'y3 - y]'yZ‘Y3 + yZ'Y3 - y]°y2 'Y3

2 2 2
- y]'yz'yB + y]"yZ Y3
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TV Yy T YYtYy T Yyt YYpYs
- .V'l *Yo'¥q + .y] ‘yz'yB
=YY ¥y ¥ (1= y)eyoryg + o (1 - yy)ey,
YY1 - yg).

Expression 2.1 is also known as the min cut representation. In

general, the structure function ¥(y) may be expressed in terms of the

min cut sets as follows

Ny
¥(y) = Ik, where x, = 1 ¥y
j=1 9 J ek

where ieKj means “for all basic events contained in min cut set Kj"

i}

“3

NK total number of min cut sets representing the fault tree
structure

binary indicator variable for cut set Kj

it

for our two-out-of-three system

N, =3

K1 T Yo Kp T Yyt¥g K3 T Ypt¥3e

2.3.5 Min Path Representation for ¥(y) - In terms of a reliability

network diagram, a path set is a set of components whose successful op-
eration insures successful system operation. In the context of fault
tree analysis, a min path set is a set of events whose nonoccurrence in-
sures nonoccurrence of the top event. The min path sets are obtained
using the duality principle [3]: We change all AND gates to OR gates
and all OR gates to AND gates and all events to their complements (indi-

cated by primes). In the case of the two-out-of-three system of Section
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2.3.3, the top event "system failure" becomes "system success". The new

logic diagram is called the dual fault tree, or success tree, and is

shown below.

System
success

[

[ |

GY' G2' G3'

000000

Dual Fault Tree for 2-out-of-3 System

While the events of the fault tree represent failures, their complements
denote successful operation of the components. More generally, comple-
ments or dual basic events correspond to the nonoccurrence of the ori-
ginal basic event. The min path sets of the original fault tree are
found by obtaining the min cut sets of the dual fault tree. The min

path set representation for ¥(y) is then given by

N
P

¥(y) = p.. where p = 1 Y
r=1 " Toder,

where rePr means "for all basic events contained in min path set Pr"

"

P binary indicator variable for min path set Pr

1

N total number of min path sets representing the fault
P tree structure.

For the two-out-of-three system

¥(y) =(quy,) ¢ (v uyg) « (yyuy5)
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= (.y]+.Y2 = y]'.YZ) ° (.y]+.y3 - .Y] .‘y3) '(.VZ+.Y3 - yZ’y3)‘

Expanding as before and reducing powers of indicator variables, we get.
the same Boolean expression as before.

For complex fault trees, reducing the structure function to its
exact Boolean form is an arduous task. When quantifying the fault tree,
however, we can obtain useful bounds on the probability of the top event,
in terms of the min cut sets and min path sets without a Boolean

expansion.

2.3.6 Computer Codes that Produce Cut Sets and Path Sets of Fault

Trees - Large fault trees may contain thousands, maybe millions, of min
cut sets. Algorithms that find cut sets and are suitable for computer
implementation have been devised.

MOCUS [31] is such a computer program based on a deductive algor-
ithm that starts with the top event and generates a two-dimensional
matrix. The procedure is equivalent to a series of Boolean expansions
of the top event. Each row in the matrix represents the logical inter-
section of primary and intermediate gate -events. The top event is
represented by the logical union of all rows in the matrix. The expan-
sion of the matrix is complete when all gate events are expressed in
terms of basic events. At this point, each row in the matrix repre-
sents a cut set, though not necessarily a min cut set. By the law of
absorption, nonminimal cut sets are eliminated.

MICSUP [56] is a computer code based on an inductive algorithm that
is an upward Boolean expansion of the fault tree. It starts with the
Towest level gates that have basic events as inputs only, finds the min

cut sets to these gates and then successively substitutes these cut sets
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to these gates. The procedure is repeated until the min cut sets to the
top event are found. 1In general, MICSUP requires less memory storage
space in the computer than MOCUS since MICSUP stores all cut sets in a
single array.

The SETS computer code [84] finds the "prime implicants" to a fault
tree. The prime implicants are like minimal cut sets except that they
may contain comp]emented basic events. The code accepts mutually exclu-
sive OR gates and NOT gates. These gates and complemented events are

not accepted in the MICSUP or MOCUS codes.

2.3.7 Coherent Structures - We 1imit ourselves to Boolean struc-

tures, ¥(y), that are monotonic or coherent. A coherent structure, y(y)
by definition, is nondecreasing in each argument Yi» i.e., that the
occurrence of a basic event cannot cause a system transition from a
failed state, ¥(y) = 1, to an unfailed state, ¥(y) = 0.* This implies
that we do not allow complemented events. A coherent structure contains,
by definition, all relevant basic events, i.e., the occurrence of each
basic event must contribute in some Way to the occurrence of the top
event. The union of all min cut sets contains all relevant events and

is a‘coherent structural representatibn for the top event. Formally,

¥(y) is coherent if

1 ify=(,1, ..., 1)
0 ify=1(0,0,..,0)

=] ]
— P~

< &
S o

1! n

v(y) > w(x) if y, > x, for all i.

*This statement has the following engineering interpretation: the degra-
dation of the performance of a system component can only cause the per-
formance of the system to degrade.
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Many useful results have been obtained in reliability theory for

coherent structures. [6] These are used extensively throughout this

thesis.

2.3.8 Structural Dependence and Critical Cut Vectors - Structural

dependence is an indication of a functional dependence on basic or in-
termediate events. A fault tree with n basic events has 2" possible
system states. The number of system states iﬁ which the occurrence of
event i is critical, known as critical cut vectors, is an indication of
structural dependence of the occurrence of the top event. A basic event
i is said to be critical for a system state y if the system makes the
transition from the unfailed state to a failed state when basic event i
occurs, i.e., w(]i, y) - W(Oi, y) = 1.* The vector (11, y) is known as

critical cut vector and the set of basic events whose indicator varia-

bles equal one in y is known as criticai cut set for basic event i. The

concepts of structural dependence and critical cut vectors are further

discussed in Section 3.2.2.1.

2.4 Probabilistic Evaluations of Fault Trees

We have considered thus far the deterministic or structural proper-
ties of fault trees. We now consider the probabilistic aspecfs of FTA.

Again, let us examine the system at one point in time. We assume
that the state of the ith basic event is described by a random variable,
Yi' Yi is a Bernoulli random variable, its probability of occurrence,

q;, is given by the mathematical expectation of Yo denoted as E[Yi],

*The notation (1 i x) and ( %) represents the outcome vectors
(.y'l’ )/2, -'ny]_"’ ’ .y.|+], . and y-I, _yz, PPN y,'_-‘, 0, y_H_], ...).
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where by definition
E[V;] = 1+PLY; = 11 + 0-P[Y; = 0] =P[Y, = 1] = q;.

Likewise, ¥(y) is a Bernoulli random variable, the probability of the

top event, P[Top Event] being given by
ECY(Y)] = P[¥(Y) = 1] = P[Top Event].

If basic events are not replicated in cut sets and all basic events

are statistically independent, then -
Ni
P[Top Event] = U n q;- (2.2)
j=1 1eKj

Thus, for statistically independent cut sets and basic events, the
expectation "slides" through to each Boolean indicator variable and the

structure function is in its exact Boolean form, i.e., there are no

powers of indicator variables. In this case, a Boolean expansion is not
necessary for calculating the probability of the tdp event; we merely
substitute q; for Yi in the structure function.

We can also write

N
P
P[Top Event] = I 1  q;. (2.3)
r=1 'iePr

2.4.1 Min Cut and Min Path Bounds to the Probability of the Top

Event - In general, basic events are rep]icated and expressions (2.2)
and (2.3) are not valid. Esary and Proschan [18] proved, however, that

the following bounds always hold
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N Nk

b |
n o aq < P[Top Event] < I N aj (2.4)
r=1 iePr . Jj=1 ieKj

when the basic events are statistically independent. The upper bound is

‘known as the min cut upper bound and, in general, it is quite close to

the "exact" value when the qi's are small. To illustrate this point, we
calculate the upper and lower bounds for the two-out-of-three system.

The min path lower bound is given by

[a; + ap - 9y-a,1+[a; + a5 - gy-q3]-[a, + a5 - 95931, (2.5)

and the min cut upper bound by,

1= (1-4ay:95) (0 -qay:q3) (1 - qy:q,). (2.6)
Further assume 4 =4, = 43 = Qq, then expression (2.5) becomes (2q-q2)3
and expression (2.6) becomes 1 - (1-q2)3.

We plot in Figure 2.1 the upper and lower bounds as a function of q
and note that the min cut upper bound is a very accurate approximation.
In general, the overprediction that occurs for .1 < q <1 in Fig. 2.1
is acceptable for most engineeringlca1cu1ations.

The IMPORTANCE computer code discussed in Appendix A accepts as in-
put the minimal cut sets, assumes that all basic events are statistical-
1y independent, and conservatively approximates the probability of the
top event by the min cut upper bound. The first order expansion of the

min cut upper bound is called the rare event approximation. In this

approximation we neglect the simultaneous occurrence of two cut sets.
As a rule of thumb, the rare-event approximation is accurate when

g, < .01. For example, the first order expansion of expression (2.6) is
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given by
9y 9 * 9y d3 + 9, Qg (2.7)

~ The principle of inclusion-exclusion which is an iterating bounding

procedure can be used to find successive upper and lower bounds to the
probability of the top event in terms of the min cut sets. Consult

reference [6] for a detailed explanation.

2.4,2 Sharper Bounds by Modular Decomposition - Defined in terms

of the reliability network diagram, a module is a group of components
which behaves as a "super component". In the context of fault trees,

an intermediate gate event is a module to the top event if the basic

‘events contained in the domain of this gate event do not appear elsewhere
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in the fault tree, i.e., the gate event is a disjoint subtree. Decompo-
sing a tree into modules is useful in reducing the computation required
for probabilistic evaluation of fault trees.

A formal definition of a module [6] in terms of coherent structure
theory is given as follows: Let y be the indicator variable for the top
event depending on a set of basic events N. Let M be a subset of N with

complement MC, X be a coherent structure on M, then if

")

v(y) = rix(™, v

P,

(2.8)

where YM means that the arguments are restricted to M, the set M with
structure function x is a module of ¥. Barlow and Proschan [6] prove
under the assumption of statistical independent that the min upper bound
is a better (sharper) bound when network diagrams (or fault trees) are
decomposed into modules. Chatterjee [10] proposes algorithms to find
what he calls the "finest" modular decomposition of a fault tree.
Rosenthal [61] has recently written computer codes that modularize fault

trees before quantitatively evaluating them.

2.4.3 Computing Bounds When Events are Positively Dependent - The

analyst may know that certain components in his system are subjected to
a common environment or share a common load, so that a failure of a com-
ponent, results in increased load on the remaining components. In some
cases, it may be difficult or tedious to show this dependency explicitly
in terms of a secondary failure development in the fault tree. However,
it is possible to incorporate statistical dependency in a quantitative

evaluation by assuming that basic events are positively dependent (the
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technical term is association).* Esary, Proschan and Walkup [19] show
that if indicator random variables are associated, then

max 9 < [Top Event] < min o q,. (2.9)
1<s<k ieKS T<r<p iePr

Note that in contrast to (2.4), the upper bound here depends on path
cut sets.

When basic events are associated, expression (2.9) tells Qs that
the path set with the lowest failure probability is an upper bound for
the probability of the top event. For our two-out-of-three system of

Section 2.3.3 with q = 9y = 9, = d3s expression (2.9) becomes

q2 < P[Top Event] < 1 - (1—q)2. (2.10)

These bounds are plotted as a function of q in Fig. 2.2, which also
shows the probability of the top event assuming statistical independence.
In a series system if we calculate the probability of system failure
assuming independeﬁce when components are in reality associated, we will
overestimate the probability of system failure; in the case of a parallel
system, however, we will underestimate the probability of system failure.
The analyst could calculate the probability of the top event by
first recognizing independent modules in the fault tree whose basic
events are associated. The analyst can then calculate a bound for each
module in terms of the path sets as given by expression 2.9. He could
then assume that the modules are statistically independent and calculate
the probability of the top event in terms of the min cut upper bound

given in expression (2.4).

*Two random variables X and X are associated if Cov[I'(X), a(Y)] > 0 for
all increasing binary functions I' and A.
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2.5 Basic Event Characteristics

Initially fault tree analysis was applied to systems that were built
and operated remotely such as rocket and satellite systems. These sys-
tems were comprised of subsystems and components that were unrepairable
during system operation. System success was defined as operating the
system without failure for a given mission time. Component failures in
this case have an infinite fault duration time. The component failure
probability as well as the system failure probability increase as a func-
tion of time.

Later fault tree analysis was applied to nuclear power plants and
other systems in which repair, inspection and maintenance of system com-

ponents were an integral part of system operation. In this case,
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components have a finite fault duration time. The probability of a com-

ponent being in a failed state at a certain time, called component un-

availability*, approaches an asymptotic limit. The system unavailability

in this case is time invariant throughout the life of the system except
at its very early stages. There is one distinguishing feature between
the two kinds of systems mentioned above. In the former case, where
repair is not permitted, components as well as the system can fail only
once; in the latter case, where repair of components is'permitted, the
system can fail more than once.

We now turn to the fundamental probabilistic relations that describe

the occurrence of basic events in time.

2.5.1 Basic Events with an Infinite Fault Duration Time - We assume

at first that when a basic event occurs, it remains in the ON state for

the entire system 1ife.

Let Yi(t) be a random variable defined as
Y. (t) ={1 if basic event i occurs (i.e., is ON) by time t
1 0 otherwise
If the occurrence of event i denotes a component failure, then it is

customary in FTA to denote

ELY, (t)] = Fy(t)

where Fi(t) is the cumulative failure distribution, i.e., the probability
that component i fails over the time interval [0, t]. The basic rela-

tionships that determine Fi(t) are discussed below.

*Unavailability is the probability of a component being in a failed state
(being down) at any given time.
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2.5.1.1 Life Distribution, Density, Failure Rate - The 1ife distri-

bution of component i, ?}(t), is given by

F}(t) =1 - Fi(t).

Another fundamental quantity is the failure density, fi(t)dt, defined as

the probability that a component fails in a differential time intefval,

dt about t. If the derivative of Fi(t) exists at t, then

dF(t)
at

fi(t) =

A probabilistic function that describes the notion of aging is the

failure rate*, Ai(t)dt, defined as the probability that component i fails

in a differential time interval dt about t given no failure to time t.
Hence, Ai(t)dt is a conditional probability and is given by
f.(t)
A (t) =
i 1—F1(t5
when fi(t) exists and Fi(t) < 1. The failure rate can be expressed in
terms of time units (e.g., hours) or in terms of operating cycles. In-

tegrating the above expression, then exponentiating we get

Fa(t) =1 -e é/;i(t')dt'

The cumulative failure rate, Ri(t) =.g?;i(t‘)dt', and is referred to as

the hazard.
The time dependence of the failure rate of a component, in many
cases, is given by the familiar bath tub curve. In their early life,

components experience a burn in, or debug period, also known as infant-

*A,(t) is also known as the hazard rate, force of mortality or intensity
rate.
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mortality period, in which components experience a high failure rate.
Then for a ]afge portion of the component's 1ife, known as the useful
life phase, the component experiences a constant failure rate in which
failures are random. In the late part of the component's 1ife, known

as the wear-out period, the component experiences an increasing failure
rate. As shown fn Figure 2.3 [42], electrical components generally dis-
play a more constant failure in the useful life phase‘than do mechanical
components. Quality control can eliminate most failures due to burn in

by testing. A proper maintenance program can insure that most compo-

nents do not operate in the wear-out region.

Typical

mechanical *
equipment Typical
%_electrical %’
equipment o
e e e 5
Random failure L
ate
t———— Life expectancy ————= '
1
Burn=in or . ‘od Wearout
debugging Useful life perio period
period

Time —s=

FIG. 2.3 Time Dependence of
Failure Rate

Failure rates that are constant in time are characterized by the

exponential distribution; the cumulative failure distribution in this

case is given by



9

Fat) = 1 - e7N?

where‘li, the failure rate, is a constant. In this case, the density

fi(t) is given by

Failure described by the exponential distribution is a memoryless
process. Given successful operation at time T, the probability of fail-
ure in a given time interval, At about T, i.e., [T, T+At], is constant
and does not depend on T.

Exampies of two-parameter life distributions are the Weibull, gamma
and log normal distributions. The Weibull distribution is used to des-
cribe non-steady state behavior such as burn in or wear out. The gamma
distribution is useful for characterizing asymetric one-peak behavior
of the density function. The log-normal distribution is useful for des-
cribing failures characterized by multiplicative contributions. (See
Section 4.1.2). These distributions are discussed in references (3],
(6], and [79].

Failure rates may be a functign of the environment. For example,
Vesely [78] reports that identical components (same manufacturer) but lo-
cated at two different nuclear power plants had failure rates that varied
by two orders of magnitude. Bourne and Green [36] allow for adjustment
of failure rates by multiplicative constants, called K factors. These
are functions of the component's environmental condition, percentage of
nominal rating, and temperature. Subjective judgment is generally re-

quired 1in the assignment of these K factors.
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2.5.1.2 Mean Time to Occurrence - Another fundamental quan-

tity is the mean time to occurrence of a basic event, m, where by

definition

integration by parts shows that

=]

'm a{ F(t)dt. -

If a-component has an exponential 1ife distribution, then its mean

time to failure, u, is given by

[

" =f e Mdt = 1/,
0

2.5.2 Basic Events with a Finite Fault Duration Time - Basic events

that can alternate between the OFF state and the ON state have a finite
fault duration time. If we are interested in the time to first occur-
rence of these events, then the basic probabilistic quantities of the
previous section can be used. However, if we are interested in the
probability that an event i is in the ON state at a certain time, regard-
less of the number of times that the basic event has occurred, then we

must introduce the concept of ON availability, defined as the fractional

amount of time an event is in the ON state. Formally the ON availability
for basic event i is defined by the E[Yi(t)] where Yi(t) is now a random

variable defined by

Y. (t) =

{1 if basic event i is occurring (i.e., is ON)at time t
;

0 otherwise.
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When a basic event describes a component failure, the fraction of
the time the component spends in the failed state (i.e., ON state) is

denoted as unavailability and the fraction of time in the unfailed state

as availability.

There are basically two kinds of component unavailability. First,

we consider interval unavailability which is expressed in terms of a

given time interva] or cycle time. It is computed by taking the ratio
of downtime to some cycle time. Interval unavailability is associated
with scheduled testing and maintenance. Later in this section we dis-
cuss renewal theory. In that context, we are concerned with point un-

availability, i.e., the probability that the component is down at some

time.

First Tet us consider the ON availability of normal events.

2.5.2.1 Normal Events - Normal events are events that are

expected to occur and are usually represented by houses. Houses are
turned on with probability one during their effective duration. It is
erroneous, however, to assume that the ON availability of these events

is one when calculating the system interval unavailability. For example,
in a continously operating system,'we remove a battery for test at the
end of each day for five minutes. The interval unavailability of the
battery, i.e., its fractional downtime, due to normal causes is
(56%1517-?'.35 x 107 (and not one!), i.e., the battery is removed .35%

of the time during system operation.

2.5.2.2 Fault Events, Component Failures, Maintenance Poli-

cies - The unavailability of a component in a system is dependent upon

factors such as the length of time a component can remain in the failed
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state (i.e., detection time) and upon how long it may take to repair the
component (i.e., repair time).

In some cases, components can fail without being detected. For
example, failure of a component in a redundant system will not cause the
system to fail and if not monitored, the component can remain in a fail-
ed state until system failure. Another example is a standby system such
as the emergency core coo)ing system, ECCS, at a nuclear power plant.
The ECCS can fail prior to demand and be unavailable upon demand. Test-
ing such systems and components can keduce their unavailability (within

some 1imit) as demonstrated in the next section.

2.5.2.2.1 The Effect of Scheduled Maintenance and

Testing on Component Unavailability

Component Unavailability - Consider the following maintenance model

a. A component has a failure distribution F(t).

b. It is inspected every TI units of time.

c. The component failure is detected only when inspected.

“The probability of uncovering a failure at inspection
“is unity.

d. The component is renewed to as-good-as-new status at the
end of the inspection interval. To inspect the component,
it must be removed from service. On the average, it takes
L units of time to inspect and replace the component if
found failed.

If T, << T

I (i.e., inspection and replacement time is much less than the

inspection interval) and TiTI is a small quantity, a second order
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expansion of e -NT
duces to [3]

i shows that the interval unavailability of 1, K} re-

Testing a component too often can actually increase its unavaila-
bility (if the component must be removed from service for testing).
Jacobs [44] shows that the optimum inspection interval, TI’ that minimi-
zés the component unavailability for a given inspection and replacement
period T is

T, = ?I_r_
I gy

if the component has an exponential life distribution and A,T, is a small
quantity.

Henley [43] reports for the chemical industry that after performing
maintenance, the failure rates of components in many instances increased.
Incorporating this fact in determination of an optimum maintenance inter-
val (as given above) is difficult because maintenance and testing actions
depend upon humans and their effects are not easily quantified. This
brings up an interesting point in the nuclear community -- does testing
of the engineered safety system at the frequency of once a month (as
specified by NRC) enhance the availability of these systems?

For most systems, a cost penalty is associated with system downtime.
Also, many systems areseries systems, i.e., any component failure causes
the system to fail., If these systems fail, it may be cost effective to
replace other components that are wearing out while replacing the failed
components. This procedure is called opportunistic replacement and is

considered by Sethi in his PhD thesis [66].
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2.5.3 Renewal Theory - In many systems, we simply replace or repair
components instantaneously-as they fail. This procedure is referred to

as off-schedule maintenance as opposed to the preventative maintenance

mentioned in the previous sections. The process of replacing components

as they fail generates a renewal process. Consider the process of opera-
ting a component until it fails at time t] = T1 and is replaced with an
2= T * T

and is replaced -- this replacement process is repeated in time. The

identical component (instantaneously) and fails again at t

sequence of random variables, T], T2’ ...Tn‘forms a renewal process.

The probability that the inter-arrival time Ti (the length of the ith
operating period) is less than time t' (t' counted from the start of

the 1th—1 replacement) is defined by the distribution

and its density
P(t' < Ti <t' +dt') = ¢(t')dt.

When, for a given component, all inter-arrival times have the same

distribution, the above process is referred to as an ordinary renewal

process. In some cases, T] has a different distribution ¢1(t), the the

process is a modified renewal process.

The following quantities are fundamental to renewal theory:

h replacement

1. P(Ty + T,...+ T_<t): probability that the nt
(renewal) occurs before t.

2. N(t): the number of renewals in the interval (0, t).
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3. W(t) = E[N(t)]: the average number of renewals in the
interval (0, t) {renewal function), and
4, w(t) = 9%%31: renewal density with interpretation:
w(t)dt = probability that a renewal occurs in the interval
(t, t +dt). w(t) is a probability density.
It is important to note that the above quantities (1 through 4) are cal-
culated in terms of a time scale t that is counted from the beginning of

the renewal process. It can be shown that*
H(t) = o (t) + jw(t-X) ¢(x)dx,

and by differentiating, we generate the renewal density
t

w(t) = M) -y 1)+ [ w(t-eladx. (2.11)
v 0

The above equation has the following physical interpretation: w(t)dt is
the probability that a renewal (and in this case a failure) can occur in
one of two mutually exclusive ways: (1) a component can fail for the
first time in (t, t + dt) (first term on the right hand side) or (2) a
renewal took place at t-x and theq the component failed again in (t, t
+ dt), (second term).

In particular, when all inter-arrival times are exponentiq]]y dis-

tributed, i.e.,

Equation (2.11) can be solved by Laplace transformation to yield

*the exact details of this mathematical development can be found in any
book on renewal theory, in specific, consult references [3], [6], [12]
and [62]. This development follows reference [3].
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and

which is to be expected since the exponential distribution is a memory-
less process.
An asymptotic result holds for any distribution that is nonlattice
(i.e., nonperiodic) [62] and is 1ndepehdent of ¢](t) is
vim w(t) = 1in WEL- 1 (2.12)
toe tow
where m is the mean of &(t). For a component, expression (2.12) tells us

that the rate of renewal (and hence failure) is 1/u in the asymptotic

steady state.

2.5.3.1 Alternating Renewal Processes - Instead of replacing

components with new ones, we consider now the process of repairing com-
ponents as they fail. Again, we assume that components fail randomly
in time. When a component fails, we assume that it is monitored, that
repair takes place immediately and is repaired to as good-as-new status.
We also assume that the time required for repair is a random variable.
The bkocess of repairing a component As it fails in time in the manner
described is an alternating renewal process. In particular, the length
of the ith replacement period (or cycle), Ti’ is the sum of two indepen-
dent random variables, Xi and Yi where Xi denotes the amount of time the

th

component is working during the i”" renewal cycle and Yi’ the time the

component is under repair. In this case, the density of the inter-
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arrival time, ¢(t), is given by* [3]

#(t) = F(t) * g(t) | | (2.13)

where * denotes the convolution of two random variables, f(t) is the

failure density for Xi and g(t) is the repair density for Yi'

2.5.3.1.1 Renewal Density - The renewal density

satisfies the following equation

wr(t) = ¢(t) +./}Qr(t-x) o(x)dx (2.14)
0

describes an ordinary renewal process, t denotes the time at which a re-
newal takes place (i.e., the timé the component is restored to working
order from a failed state). Equation (2.14) has a similar physical in-
terpretation as equation (2.11): wr(t) is the probability that a renew-
al takes place in (t, t+dt) in one of two mutually exclusive ways: (1)
the first renewal occurs in (t, t+dt) or (2) the first renewal occured

at time x and the compohent is renewed again in (t, t+dt).

2.5.3.1.2 Failure Density - If we count the times

at which failure occurs, then we have a modified renewal process. ¢1(t)

is, in this case, the density f(t) and we can generate an expression for

*By the convolution theorem

t

$(t) =f g(t-x) f(x)dx =_Zf(t-><) g(x)dx = f(t) * g(t).
0

The Laplace Transform of the convolution is simply

~

def
LLe(t)] = LLF(t)] Llg(t)] = f(s)-g(s)

and makes the calculation for W(t) possible.
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the failure density, wf(t)
t .
() = €60 + fur) glt-xia (2.15)
0

and wf(t)dt-has the following probabilistic interpretation. A component
can fail in (t, t+dt) in one of two mutually exclusive ways; it can fail
for the first time in (t, t+dt) or it can fail and be repaired (for the

first time) at t-x and .fail again in (t, t+dt). The expected number of

failures in [0, t], E[Nf(t)], is the integral of (2.15) over time, i.e.,
t

EING(t)] =fwf(t)dt.
0

2.5.3.1.3 Availability - By a similar development,

we can show [3] that the availability of a component, p(t), for an al-

ternating renewal process is given by
t

o(t) = 1 - F(t) -F/wr(x) [1 - F(t-x)]dx (2.16)
0

where F(t) is the failure distribution of f(t), the failure density.
Expression (2.16) has the following physical interpretation, the
probabi]ity of a component being up at time t is the result of two
mutually exclusive events, (1) the component does not fail at all in
(0,t) or (2) repair occurs at x and a failure does not occur in [t-x, t].

Usually we have that p(0) = 1. The unavailability q(t) is simply*

q(t) = 1 - p(t).

*Notation: A(t) is equivalent to (=) p(t) and A(t) = q(t).
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2.5.3.1.4 Asymptotic Results - Of interest are the

asymptotic or steady state results for the alternating renewal process.*

A=p_=—-
) urt
~ R
A=q, o
R
f,» ry®  WFT

where u, the mean time to failure, is the mean of F and v, the mean time
to repair is the mean of G. The above results tell us that the rate of
renewal and rate of failure in the steady state is —l—u Further, with

utt
probability one [62]
X t -
jll:lﬁ W \.l+'l'.

The quantity wtt is the average length of time for a renewal cycle in

the steady state. Nr(t) is the number of renewals by time t.

2.5.3.1.5 Case of Exponential Repair and Exponen-

tial Failure - In this case, f(t) = Aeflt and g(t) = ve vt (note v is

equal to %&. Assuming the component is working at t=0, i.e., p(0) = 0O,

simple calculations involving Laplace transforms yield [3]

p(t) = o5 + Tix o~ (Atv)t (2.17)
2
_ AV A" -(atu)t
We(t) = 555+ v © (2.18)
_Av Ay -kt
wr(t) el vl el . (2.19)

*The method of obtaining these asymptotic results in shown in Section
2.7.3 when an expression for component unavailability due to secondary-
failure causes is derived.
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The IMPORTANCE computer code presented in Appendix A assumes that
the failure distribution and repair distribution for basic events are

exponential and calculate the unavailability and failure density for

basic events in terms of the expressions given above assuming that

p(0) =1 - q(0) = 1.

2.6 Top Event or System Characteristics

Ne are now interested in the probability of the top event in the
general case in which basic events have either a finite or infinite fault
duration time. In the nonrepairable case, it is clear that an occurrence
of a basic event at time t is equivalent to occurrence in an interval of
time [0, t]. Let us define the basic event indicator variables as

1 if basic event i is ON at time t
v, (t) {

0 if basic event i is OFF at time t
and if Yi(t) is random, define E[Yi(t)] as

d
E[Yi(t)] = ! fault duration time

Ai(t) if basic event has a finite fault
duration time (its ON availability).

ef F.{(t) if basic event i has an infinite
q'i (t) =

If indicator variables are independent, then the system unavailabil-

ity (the ON availability of the top event) is given by

EL¥(Y(t))] = g (a(t)) = g (E(t), A(t))

where ¥(Y(t)) is the structure function for the top event and is assumed
to be coherent.

In the above definitions, we assume that all repair processes are
independent. This implies that each system component is assigned sepa-

rate repairmen. Calculating system unavailability, for example, when
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there is only one repairman for more than one component must be handled
by Markov processes.

A fundamental probabilistic quantity, which is going to be used ex-
tensively in Chapter Three and beydhdﬁis the brobabi]ity that the sys-
tem is in a state such that the occurrence of event i is critical. This

quantity is given by

E[‘&'(]." _Y_(t” = W(O.is _Y_(t))]- .
Since g{(q(t)) is linear in qi(t) (since ¥(Y(t)) is linear in Yi(t))

a9(q(t))

S - Elys X)) - w0, Y(t))]
1 .

g(]i’ Q(t)) - 9(01” Q.(t))

when basic event indicators are statistically independent.

2.6.1 Expected Number of System Failures - We introduce the follow-

ing notation

fi(t) (the failure density) if basic event i has
(t) = an infinite fault duration time

wf(t) (the failure density in renewal theory) if
basic event i has a finite fault duration
time

and define wf’s(t)dt as the probability that the system fails (i.e., top
event occurs) in [t, t+dt], i.e., the system failure density.

If it is assumed that only one basic event can fail in a differen-
tial time interval, dt, i.e., the probability of two or more events

failing in dt is second order or higher. In this case, Murchland [51]

showed that for coherent structures
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0. ag(q(t)) |
- % TR (). | (2.20)

The above result is reasonable on physical grounds. If basic events
are independent, thé top event must be caused by a basic event occurring
at some instant of time. The probability that a basic event i causes
system failure in dt is then the product of two independent terms; the
probability that the system is in a state in which the occurrence of
event i is critical and the probability that event i actually fails in

[t, t+dt]. The expected number of system failures in [0, t] is

LN, (£)] =jwf’s(t)dt.
0

The expected number of system failures caused by event i in [0, t] is
E[Ns’i(t)] = wf’.i(t)dt

where by definition, the rate that event i causes system fajlure at time

t is given by

def
wf’.i(t) = %%%&wf’i(t).' (2.2])

A very interesting result proved by Murchland [51] is that the system
unreliability, FS(t) (one minus the probability of no system failures

in [0, t]) is bounded as follows

ala(t)) < F_(t) < EIN(8)]. (2.22)

Furthermore, E[Ns(t)] is very close to Fs(t) for small t. The IMPORTANCE

computer code written for this thesis and described in Appendix A
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computes the upper bound, i.e., the expected number of system failures,
and the lower bound, the system unavailability, as a function of time
assuming exponential failure and repair rates.

Barlow and Proschan [4] show that if repair is not allowed, then

Qm=§fmuﬂm-m F(£))3F, (£)dt
'I:
0

We can calculate the expected number of system failures in terms of

minimal cut set failure densities. [81] Define the unavailability of

the jth cut set as
Q (t) = T q(t) (2.23)

where qi(t) is the basic event ON availability as defined previously.

An expression similar to 2.20 can be used to calculate We S(t)
$

- _ ag(g(t))
wf,S(t) = 1; TQK—(—)- f, K( ) (2.24)
where the cut set failure dens1ty is given by

aQK (t)

“r ok, T%U (2.25)

Substituting (2.23) into (2.25) yields

t) = 2 M q.(t) we.(t). (2.26)
wf’Kj( ) iek. ek, gy wf’1

In the case of exponential failure and repair rate

%¢n=§.& HORUSEAGIRY (2.27)
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where pi(t) =1 - qi(t) and A is the failure rate for basic event i.
Expression (2.27) was first proposed by Vesely [81] to be the failure
“density of a cut set when failure and repair rates are constant. Brown
(9] later proved this rigorously.

The expécted number of system failures can be computed by expression

(2.24) if %%gg%%%l-is known. We can apply the principle of inclusion-
K.
J

exclusion [6] and differentiate with respect to QK (t). A less tedious
. J

calculation (and just as accurate for reliable systems) is to represent
g(q(t)) by the min cut upper bound
N
sla(t)) <1~ I (1-q (8)) (2.28)
2= 2

and differentiate g(q(t)) with respect to QK'(t),
J

G B =17 & Tk =9 e R e, g
J 24j 23 m#J (2.29)

For reliable systems, it is common to assume

ag(q(t)) _
aQK'(tj al
j

and expression (2.24) simply becomes

N
k
We S(t) = Z] We K.(t) (2.30)
) i= > 3

where We y (t) is given by expression (2.26) (or (2.27)) for constant
N
failure and repair rates).
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2.6.2 Distribution of Time to First Failure for a Maintained System,

Fs(t) - In the unrepairable case, if F(t) = (F](t), cees Fn(t))is known ,

it is not difficult to compute the probability that the top event does
not occur by time t (assuming statistical independence and the min cut
upper bound to be accurate). Likewise, in the repairable case, it is
not difficult to compute the system unaVailability, a quantity depending
on one point in time. In the repairable case, components can fail and
be repaired many times over an interval of time and still not cause sys-
tem failure. It is because of this reason that it is much more diffi-
cult to compute in the repairable case the probability that system fail-
ure does not occur over an interval of time. When the interval includes

the origin t = 0, i.e., [0, t], we are interested in the distribution of

time to first failure, Fs(t). F (t) may be formally defined in terms of

s S

the system reliability, ?;(t), (the probability of the nonoccurrence of

the top event in\[O, t]).

Fo(t) =1 - F(t) = P[¥(¥(s)) = 0, 0 <5 <t]| Y;(0) = 0
for all i]
under the assumption that ¥ is coherent and that the indicator variables
that are describing the occurrence of basic events in time are indepen-
dent. In the following sections, when we present bounds for Fs(t), we

assume that the system is in perfect working order at t = 0, i.e.,

.qi(O) = 0 for each basic event i.

2.6.2.1 Approximation of Fs(t), Expected Number of System

Failures - We can compute a bound for Fs(t) by computing the expected

number of system failures as shown in (2.22). Fussell [25] took Vesely's
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results and computed the failure density for the cut sets (Expression
2.27) assuming components to be at their steady state behavior at t = 0
and failure and repair distributions to be exponential.* Furthermore,

if P; = 1 we have

W = 3 0 q,\ | (2.31)
K &, Lek; b
J 2,741

and in conjunction with eXpression (2.30)

EIN,(£)] = Z > M qt " (2.32)
j=1 1eK f;K
1

since (2.31) is constant in time.
Acero [1], performed a fault tree analysis of a Boiling Water Reac-
tor control rod drive system. Using expression (2.32) he calculated the

prdbabi11ty of failing to insert a control rod into the feactor core in

less than 11 seconds (upon demand).

2.6.2.2 Defining System Failure Rate to Find Fs(t) - Vesely

[81] formulated an expression for the system failure rate, As(t), in

terms of w S(t) as given in (2.24). He defines the system failure rate

w
= _Tys(t
A(t) = '7_&_%1-9 alt (2.33)

j.e., given no failure at time t, the probability that the system fails

as

*Ross [64] showed that it is a conservative approximation in computing F (t)
to assume that all components are at steady state at t=0 (i.e., q1(0)

T .
T~+u for all i) when all components are working at t=0 (i.e., pi(O) = 1-
i "

qi(O) =1 for all 1).
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in [t, t+dt] is As(t)dt. As(t) is not strictly a failure rate; the above
expression should be conditioned on the event, no failure in [0, t].
Vesely then defineS‘FS(t) by |

—fAZ(t)dt

F(t)=1-e 0

s (2.34)

Vesely wrote the computer codes KITT-1 and KITT-2 [82] that numerically
integrateiAS(t) over time to estimate Fs(t). Murchland claims [51] that
(2.34) is no more accurate in estimating Fs(t) than is the exbected num-
ber of system failures. It must be noted, however, that (2.34) approa-
ches one for large time whereaé the expectedvnumber of system failures

approaches infinity linearly for large time.

2.6.2.3 Finding Fs(t) when Failure and Repair Distributions

are Exponential - Kielson [46] has studied the Markov chain model exten-

sively to determine Fs(t). The major disadvantage of considering a Mar-
kov process 1is that the solution is intractable for large systems -- for
a system of n components, matrices of size 2" - 1 by 2" - 1 must be in-
verted to find the eigenvalues and eigenvectors of the transition matrix.
Esary and Proschan [17] using the concept of association of random
variables derived a bound for Fs(t) in terms of distribution of time to
first failure for the minimal cut sets, FK.(t), assuming exponential

J
failure and repair,

N
k
F(t) <1- I [1-F, (t)]. (2.35)
S . K,
j=1 J
The problem remains in determining FK.(t)' Brown [9] derived an

expression for the Laplace transform of FK (t), denoted by ¥y (s),
J J
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= i s
r=1 11<12<"'<1r' s + Z,(xi .+Vi.)
- T 3
‘{'K (S) -
N n r Vi, .
1+ Z_j Y @ TJ') .
r=1 f<ig<ea. <ty 1 1j s 4-2:(A. +v1 )
T Y5 '
where 1 2: ) denotes summation over (:) subsets of size r from 1,
“.]<12...<'Ir

«+s Ny n = number of basic events in cut set Kj and A4 and v; are the
exponential failure and repair parameters. In general, it is very dif-
ficult to take the inverse Laplace transform to find FK (t). In com-

parison with the steady state process, Brown derived an upper bound for

Fe (6)

3 n
i=1 t
-' - - 0""] )

e

n
where o = ]

Brown also derived a sharper bound that is more complicated and is not
given here [9]. Barlow and Proschan also derived an exponential upper

bound for FK (t) [71.
J

2.6.2.4 Other Bounds for FS(t) - In this section we limit

ourselves to structures of min cut sets of order two or higher and assume
that all basic events can be described in terms of an alternating renewal
process. This is a simple manner of including single order cut sets in

the distribution of time to first failure as shown below
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n
Fl6) 1)

where n equals the number of single order cut sets and Fi(t) is the
cumulative failure distribution of basic event i (repair has no effect -
| in this case since failure of a single order cut set represents an ab-

sorbing state in the context of a Markov process).

2.6.2.4.1 Bariow Proschan Bound - Barlow and

Proschan [7] show that if components have constant failure and decrea-

sing repair rate then

n
F(t) < A D 1‘2;:] (gt [g(1], R) - g(0;, B (2.36)

where g(R) is the limiting system unavailability. The above bound is

linear with respect to time. It shall be denoted as the B-P bound.

2.6.2.4.2 Steady State Upper Bound, SS, New Method

to Approximate Fs(t) - A new expression for Fs(t) is given in this sec-

tion that appears to be an upper bound for the case of constant repair

rate and failure rate. The bound, called Fss(t), is easy to compute at
the B-P -upper bound. Fss(t) approaches one 1in the 1imit. The bound is
derived in terms of assumptions that are explicitly shown without proof.

The proposed method calculates a bound for Fs(t) assuming that the

T,
system is at steady state at t = 0, i.e., qi(O) =

u1+T1 for all 1.

Ross [63] showed that the expected number of system failures in [0, t]

caused by event i occurring, E[NS 1.(t)], in the steady is given by
b
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t [g(].ia .TD = g(o'i’ E)] > F (t)

W, + T, - S,-l

EN ,(t)] =
} i i

and is an Upper bound for the probability that event i causes system

failure exactly one time in [0, t], F_ .(t). Hence, the probability

S,

that i does not cause system failure in [0, t], F; .(t), is bounded from

o1
below by

* + ]
Yy T

FS,'i(t) 2_1 = i

Now consider the interval [0, w,+ t.], a simple argument will show
i

t [g(1;, A) - g(0; A
E () 51 - Lg(145 A) - g(0; A)]

- .t o1,
S, L¥ T

t
> [1- (901, B - g0y, ANT

(2.37)

since g(]i, R) - 9(0,» A) < 1. Define agy = 9(1,, R) - 9(0;, A) and
recognize it to be the expected number of system failures caused by i

in the steady state in [0, “1+T1]‘

Assumption 1 - Assume that over each interval of time of length u1+11,

i.e., [(n-l)(ui+r.), n(“1+Ti)] for n =0, 1, 2, ..., the probability

i
that i causes system failure is independent in time, then the probabil-

ity 1 causes system failure over each interval of time is less than or

equal to [1 - Agil‘ F_ .(t) is then bounded by

S,i

t-nlugtry) t

n TTiEe e T
Fo i(8) 2 [1-agg] [l-agl MTTF = [1aag TH™

(2.38)
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for

"(”1+Ti) <t f-("+])(“i+Ti) n=0,1, 2, ...

This bound is valid only for failure and repair distributions for which
the above process of event i causing system failure is associated in

time.*

Assumption 2 - Assume that probability of each component causing the

system to fail is independent, then
t
[ - Agi]ui+T1 (2.39)

F (t) >

pas
=

]

[ Thes B

where by definition F;S(t) is defined to be the steady state, upper

bound given by

t
[ - Agi]u1+Ti. (2.40)

1= F(t) = F (t) =

neys
—

i

In reality, basic event processes that cause the system to fail are not

*A performance process {Y.(s), t >s > 0} is associated in time if

Yo (t')s Yi(t“) are associated where 0 < t' < t" < t. Esary and Proschan

[17] in their proof of (2.35) represented the failure and repair process
of a single component {Yi(s), t >s >0} in terms of a two-state Markov
process. They showed the process {Yi(s), t >s > 0} to be associated in
time. Furthermore, since the cut set indicator function, WK.(t), is an

. . . e s . J .

increasing function of its indicators, Y; (t), WK (t) is associated 1in
ieKj J

time since increasing functions of associated random variables are asso-

ciated. Cut set indicators are associated if basic events are replicated

(or independent if there is no replication). In any case, independence is

, m_
a lower bound, i.e., F;(t) > ILFy (t) which implies (2.35) in failure
=1
space. If X], X2, ces Xn are associated binary random variables,
n
P[ O Xi =1] > P[Xi = 1].
i=1 i=1
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independent. For cut sets of order two or higher, a basic event can
only cause the system to fail only if other basic events have occurred
previously. Again, if one could specify the repair and failure distri-
butions that would make basic event processes associated, then thé
bound in (2.39) would hold. |

We can use expression (2.40) to find an upper bound for ?;(t) for
a parallel system or equivalently for a cut set, Kz' In this case,

Fy (t) is given by
%

t
TR @ (2.07)
n h- 1 = F, (t). 2.41
iek, jek, M3*7s Ke
J#i

The Esary-Proschan bound in expression (2.35) can be used to com-
pute an upper bound for Fs(t). The advantage of using expression (2.40)
as opposed to expressions (2.35) and.(2.41) is that one can determine d
directly from (2.40) the failure density wf,i(t) given by expression
(2.21). As shown in Section 2.6.2.4.5, this is useful in obtaining a

more accurate bound for small time.

2.6.2.4.3 Examp]eé of Plots of the BP and SS Upper

Bounds -The Markov model is the exact solution for the distribution of
time to first failure for constant failure and repair rates. Currently
there is no method for finding the distribution of time to first failure
for arbitrary failure and repair distributions. As an illustration, we
choose two systems, assume that components have constant failure and
repair rates and plot the Markov solution and the steady state upper

bound as a function of time. In one case, we vary the failure and
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repair rates. In the other case we assume that the system is at steady
T,
i

Ty,
i

state at t = 0, i.e., qi(O) = For the examples shown, it appears

that the steady state upper bound is indeed an upper bound for Fs(t) in
the case of constant failure and repair rates.

Barlow and Proschan [5] derived the Markov distribution of time to
first failure for.a parallel system of two identical components with
exponential failure and repair rates. The process is a birth and death
stationary Markov process. The density of time to system failure is
given by

2x2e™31t

S, =S

2e-S]t

2
-S_'

S,

1

where

_ (3a + v) +Vx2 + 6Au + uz)
2

S

- (3x + v) -ﬂxz + 6Av + u2)
2 2

=1 =1
where v = p and A = e

In this case, the distribution of time to first failure is given by

2)\2 [-l - e"s-lt] - 2)\2 [-‘ - e-52 ]
S](S] - 525 SZIS] - 825
This expression is plotted in figures 2.4a through 2.4f: 1) t=yu; 2)
= 1w and 3) 7= .0Tu.

A table is given below for the Barlow-Proschan, B-P Bound, the

Steady State bound, SS, and the Markov expression for the three cases

considered above.



Case
1) =¥
2) = .1

3) 7= .01p

TABLE 2-1

Distribution — B=P Upper

Bound
FBP(f) =, 667t
FBP(t) = . 165¢

Fap(t) = 0196t

where t is expressed in units of u.

S5 Upper
Bound

FSSU)=1.5r

_ 1.81t
FSS(f) =1.91

— anl. 98t
Fss(w =.,99

.20700.
.207[0.

.012[1.
.012[0.

.0002[1-e¢
.0002[1-e

116

Markov

_o~-586t]
_e-3.414ﬂ

Lo~ 156t]
—e 12, 841“]

~.0194t]
~102.98t]

Figures 2.4a through 2.4f show that for small time the B-P and SS

upper bounds are essentially identical.

For large time the SS bound

remains bounded and becomes a better approximation as the ekpected

downtime t decreases, in particular note Fig. 2.4f. Because the B-P

is Tlinear with respect to time, it diverges for large time.
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Comparisons of Upper Bounds of the Distribution of

Time to First Failure for Two Identical Components

FIG. 2.4
in Parallel for Various Values of u,t and t.
u = Mean Time to Failure
= Mean Time to Repair
= Time, Expressed in Units of u
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2.6.2.4.4 A Better Agproximation for Small Time -

We see in Figures 2.4a, c, and e that both the B-P Bound and the SS
Bound considerably overpredict system failure. For small time, the ex-
pected number of failures is a good approximation for system failure.

In Figures 2.5a and b, we plot the expected number of system fail-
ure as a function of time for the case tr = .lu assuming at t = O,
py(0) = p,(0) = 1.

We see in Figure 2.5a that for small t, the expected number of sys-
tem failures, E[Ns(t)], is an excellent approximation. However, as shown
in Figure 2.5b, it is asymptotically linear and a poor approximation for

large time.
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2.6.2.4.5 The T*(Tee~$tar) Method - In some cases,

it_might be desirable to have a "good" approximation for small and large
times, i.e., it might be desirable to approximate Fs(t) at large time.
This can be done by determining the time at which the steady-state rate
of system breakdown is a better approximation than the rate predicted by
the expected number of failures. This time will, in general, be differ-
ent for each component in the system if the failure and repair distri-
butions are different. |
Define ?g,i(t) as given in expression (2.37) by

t
- _ TR
p'i(t) = FS,'i(t) = [1 - Agi] 1

then ?;S(t) in expression (2.40) is given by

I

Fo (t) =
SS =1

n
I p;(t)

by the chain rule of differentiation

dF(t)  oF, (t) dpy(t)

oF () dpn(t{
dt ap, (t) dt

() dt (2.42)

L

noting that

dF (t)_ ﬁzsu)

dt B dt

We can identify the rate that event 1 causes the first system failure

from expression (2.42) as

WSS (t) = -3F g dpi(t)

(2.43)

which is aha]ogous to expression (2.21). Performing the differentiation,

(2.43) becomes
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=1n[1-4g, ]
SS - 94
mf,i(t) ‘“Tﬁiﬁi{“‘ Fss(t). (2.44)
If we plot expression (2.21) and expression (2.43) versus time in

the manner shown below

wf,i(t) vs. t

and

SS

where

BN 4(t)] = [ wp ;(t)dt

S,

we can find the time, designated as Ti*,‘when the steady rate of break-
down caused by component i becomes a better approximation than the
failure density given in (2.21) for computing Fs(t).

This value for a parallel system of two components with © = .lu is
approximately .2u as shown in Figure 2.6. The distribution of time to

first failure according to the T* method is given by

n
FST*(t) = ) g 1.(t) where n is the number of (2.45)
i=1 2 components
where
, *
E[Ns,i(t)] t < Ti
gs,i(t) - t
‘ , ss
BN 4(Ty) 1+ (]'E[Ns,i(Ti*)])Jdmf,i(t'Ti*)
*
i o
t > i

An example of the T* method is given in Figure 2.7 for r = .1u. The

greatest deviation between FST*(t) and the Markov solution is 5% for all t.
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The T* Method can be useful if the fai]ure'density, wf(t), is known,
such as in the cases of exponential failure and repair, exponential fail-
ure and gamma repair, and gamma failure and repair distributions. Con-
sult reference [3] for these distributions. The T* Method is well suited

for computer applications.

2.6.2.4.6 A More Complex Example I11ustrating

Behavior of Proposed Method - In this section, we find the distribution -

of time to first failure by the Markov method for a more complex system.
In one case, we find Fs(t) by the Markov model, assume the system to be
at steady state at t =‘0, and compare the plot of this distribution with
the steady state upper bound. in the other case, we assume all compo-
nents to be new at t = 0, and compare the Markov solution with the T*
method.

The system considered is a two-out-of-three system in parallel with

a single component as shown in Fig. 2.8.

1 1 2
2 3 3
4

FIG. 2.8 System 2-C

We assume that all components are maintained with My = Uy = Ug =g
=y, and 1 = Ty ST, T T3 Ty T .1 where as before, u represents mean
time to failure and t represents mean time to repair. Let Yi be the

indicator variable
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1 if component i is failed

Yy =

0 otherwise

3
and let the ordered pair (x], xz) represent (Y4, 12% Yi)’ a possible

system state. There are seven states for system 2-C as shown in Figure

2.9, similar to Figure 1.4 of Chapter One.

0(0,0)

FIG. 2.9 Transition State Diagram

The transition matrix is shown below where A = %—and v = %u
Ngmrecognize that states 6 and 7 are absorbing states, i.e., the
transition rates from states 6 and 7 are zero as indicated in the diago-

nal of the transition matrix. The distribution of time to first failure

is given by

F (t) = Pe(t) + P,(t)

7
where, as in Chapter One, Pi(t) represents the probability that the system

is in state i at time t. We will consider two possible solutions: first
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we assume that all components are working at t = 0, i.e., P](O) = 1.

Fs(t) has six negative, real eigenvalues and is given by F. 0(t) as

-.057208t

F o(t) = 1 - 1.007043 - .001724¢"26-00695¢
- .000090¢™34:025200t ,  5g799¢11-8058528 (5 46)

where t is expressed in units of u.
We now consider system operation at steady state. The first column
in Fig. 2.10 gives us the probability that the system is in state iatt

= w, j.€., Pi(”)‘

P69 o 1 2 3 4 5 6 7
pi, 0 |-4a v v 0 0 0 0 0
3oq. 1 | 3r |- | 0 v 2y o |o] o
o 2l a| o |-@w| 0 o |o|o
3% 3| o 3 | -2n | o o |o} o
32e 4| 0| 2 0 0 o 3w o | o
g 51 0] o 0 0 A 39 [0 | 0
mae 6| ol o 0 22 A o ol o
at 710 o0 0 0 0 r fo | oo

FIG. 2.10 Asymptotic State Probabilities
and Transition Matrix
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P, and q_ represent the asymptotic availability and unavailability
at-t = @ of all components in the system. Now let us assume steady
state operation at t = 0.  If we assume that states 6 and 7 are not

occupied at t = 0, states 1 through 5 are occupied with probability

P; (=)
P;(0) = ! s— fori=1,2,3,4and5 (2.47)
1-3p.e =9
and
P(0) = P,(0) =0
where

P, = 77 = -909 and q_ = TF = 091,

w - 1.
In other words, if we are given that the system is up in the steady state,

the probability of the system occupying a state is given by (2.47). The

asymptotic solution for Fs(t) in this asymptotic case is given by FS Lt)

as
Fo o(t) = 1 - .999970e™-0%7208% _ qggygpe26-00695¢
¢ 0. (10-6)e"22-101247¢ o (16-6y,~11.003548¢
-34.025200t -11.805852t  (2.48)

- .000002e - .000194e

where again t is expressed in units of u. The steady state upper bound,

Fss(t), is given by ;

t _E— ;L.
[1-ag,11*71 = {(o85) 1] (o)l

n
=g

ng(t)

i=1

and

F (t) = -l - e—0.0627]6t.

o (2.49)

Note the simplicity of expression (2.49) as compared with (2.46) or (2.48).
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We see in Figure 2.11, that the steady state upper bound, (2.49) and

the asymptotic Markov solution, (2.48), exhibit nearly the same behavior

At large time Fss(t) is slightly greater than FS w(t) since for large

time, expression (2.48) shows that FS St) =1

always less than Fss(t) as given in (2.49). We might conjecture, at

this point, that the assumption of independence, assumptions 1 and 2

in Section 2.6.2.4.2 leads to the slight overprediction.* We see in

Figure 2.11 that the steady state upper bound considerably overpredicts

- [
° N
5 i Steady State Upper
- Bound Fss(t)
« i Eq. (2.49)
+ ]0-1 — 4 )
£ -
- C
o C
= L.
(] -
E
+ - //
s - ¢%// Asymptotic Markov
= -2 Yy Solution, F_ (t)
e 10 — 2 S ,» J
g : ///&\\ Eq. (2.48)
.E : Markov Solution {(all
2 _ ' components new at
e t=0) Fs,o(t)'
I Eq. (2.46)
10-3 Ju] F IS S I N | 14 { IIII!II L4 {4 1 1111
-2 -1
10 “u 10 'y Tu 10y
Time
FIG. 2.11 Comparison of Steady State Upper

Bound with Markov Solutions

system failure for small time if all components are new at t = 0.

*This same assumption leads to the slight overprediction of the min cut

upper bound as shown in Figure 2.1.

*
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A better approximation for small time can be obtained from the T*
Method. Density plots similar to Figure 2.6 show that Ti* = .3y for
all components. The T* approximation and Fe 0(t) are plotted versus

time in Figure 2.12.

1 S I [

m i
ENCI

£ 0 T* Method

E - Eq. (2.45)

(‘_, -

- B

"

=

“ ol Markov Solution

'g - Eq. (2.46)

B N

[

[w] .

e 3l

5 107 _
A =

g -

o+

w -

=

]0-4 i [ ] III]IILI;I lJlIlllJ 1 1 i Lt L fEE
1072, 107 1w 104

Time

FIG. 2.12 Comparison of T* Method
with Markov Solution

Figure 2.12 exhibits the same behavior as Fig. 2.7. The T* Method
is as accurate as the expected number of failures for small time, i.e.,
t < .3y, and slightly overpredicts system failure for large time, i.e.,

t > .3y,
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2.6.3 Mean Time to First Failure for a Mafntained System - Use of

the steady state upper bound provides a simple and direct way of compu-
ting the mean time to first failure, MTFF, for a maintained system. The
MTFF is given by

€0

MTFF =st(t)dt
0

Integration of this expression yields a lower bound for the MTFF and is
simply given by

[*]

- 1
MTFF >fFSS(t)dt = ]n(]‘Ag-j (2.50)

ul i
0 2: R

when Fs(t) is approximated by the steady state upper bound. Recall that
= [9(11’ q) - g(Oi, R)]. Furthermore, if there are m components in
single order cut sets with exponential life distributions, than expres-

sion (2.50) becomes

1

n m
LT

where g = E[¥(Y(t))] and ¥(Y(t)) is the structure function for the union
of all min cut sets of order two and higher. The mean time to first
failure is computed for the two systems considered previously and is
given in Table 2-2.

We see that the fractional downtime decreases, the SS upper bound be-

comes a better approximation (as expected from the behavior shown in

Figures 2.4b, 2.4d and Z.Af).
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TABLE 2-2

Mean Time to First System Failure

System T(p) MTFF ['F's(f) = Fssmj MTFF [ﬁs(r) = EMqudv(ﬂ]
Fig. 2.ba T= 1 1.44p 2.00 p
Fig. 2.4c  T=.1p 5.791 6.49
Fig. 2.4e 7= .01p 50,30 p 51.56p
Fig. 278 T=.1p 15.944 17.614

A better approximation to the MTFF can be calculated from the T*
Method. The MTFF in this case is given by

MTFF =]§:} (1-gS .i(t))dt
i= ’

0

where g 1.(1:) is given by expression (2.45)

2.7 Other Reliability Questions Pertinent to Fault Tree Analysis

We may often wish to incorporate redundancy in order to increase the
reliability or safety of the system. Often the reliability of the con-
necting elements (or quasﬁ static components) is, however, not consi-
dered. As shown in the following subsection, this can lead to erroneous
conclusions regarding the most reliable or safe system design.

We also consider in this section the probabilistic evaluations of
priority AND gates in which the order of occurrence of the input events
is relevant in causing the output event'to occur. Finally, in the last
subsection, an expression for the limiting unavailability of a component

due to secondary failure mechanisms is derived.
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2.7.1 Connector Reliability When Considering Redundancy*- There

are basically two ways of upgrading a system design to improve its reli-
ability; we can incorporate redundancy either at the system or at the
component level. For example, in the series system shown in Fig. 2.13,
system redundancy is accomplished by simply placing an identical system

in parallel, as shown in Figure 2.14, where the primes denote components

FIG. 2.13 System 2-D

identical to the unprimed components. (lLet us for a moment neglect val-

ves that are shown in Fig. 2.14). For component redundancy, we simply

Valve Connection
1 2 3
C £
1! 2! 3!

FIG. 2.14 System Redundancy for
System 2-D

place an identical component in parallel with every component in the

system, as shown in Fig. 2.15.

*Example in this section due to D. Haas1 [40].
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Connection

FIG. 2.15 Component Redundancy for
System 2-D

Barlow and Proschan [6] show that when we consider active components
only, the reliability of the system when replicated at the component
level is always greater than the reliability of a system replicated at
the system level (one exception is -parallel systems in which reliabili-
ties are equal). When quasi static components or connections are also
considered, this result may not be true. For example, jf system 2-D
were a hydraulic system, then a pipe rupture anywhere in the system
shown in Figure 2.15 is catastrophic. However, as shown in Fig. 2.14,
valves may be placed in each redundant leg to isolate pipe ruptures that
may occur in either leg. There are nine minimal cut sets of order two
involving failure of active components %n Fig. 2.14 and only three min
cut sets for Fig. 2.15. However, in Fig. 2.15 there are 16 pipe con-
nections whose rupture is catastrophic and only 6 in Fig. 2.14. The
fajlure rate of an active component‘is of the order 10'5/hr. The failure

rate is approximately three orders of magnitude less for quasi static

components, i.e., ~10"8/hr . *

*William Vesely [78] reports that actual failure rates of quasi static
components may be one to two orders of magnitude higher than those re-
ported in the literature. Quasi static components commonly fail on de-
mand. The time over which the failure actually occurs may be signifi-
cantly smaller than the reported time on.which the failure rate is based.



Table 2-3 Tists the probabilities of failure associated with each
system failure mode.
TABLE 2-3

Failure Contribution Probabilities

Active Compoﬁent Pipe Rupture
System Failure Contribution Contribution Total
, - - -8
Fig. 2.14 9x 107 e 6x 10 ~6.1x 10 hr
- - -7
Fig. 2.15 3% 107 /e 1,610 /hr ~1.6x 10" /he

We see that the failure of quasi;static components dominates in the cal-
‘.cu1ation of the probabi1ity of system failure.*

For electrical sjstems, component redundancy generally results in
more reliable arrangements than system redundancy because an open cir-
cuit at a connection in electrical circuits is not as catastrophic (in
general) as a pipe rupture in hydraulic systems. However, in may cases,
physical isolation at the system level is also preferred for electrical
systems in order to allow for functiona] diversity and minimize the

1ikelihood of common mode failures associated with proximity of equipment.

2.7.2 Priority AND Gates - A priority AND gate is logically equi-
valent to an AND gate with the added stipulation that the input events
must occur in a specific order. If all input events have an infinite
fault duration time and all input probabilities Fi(t) are equal for all

time, then the probability of the output event, as a function of time,

*A more in-depth analysis would also have to consider rupture of the valves.
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Qn(t), is given by

() = KL

n.

where n is the number of input events and 1. is the combinational factor
specifying the probability associated with one outcome sequence. For the

general case where repair is not allowed, Q (t) is given by

k2
Q,(t) =f f sz(t)/ dF, (t).

n t]

Aber [28] gave the following result for Qn(t) when all basic events have

an exponential life distribution

n n t
Q,(t) =[n A,-] > ek
1 -

Lo - n
] OH(aK ay)
J=0
J#K
where
ao =0
J
ay = Z >‘j for J>0
j=1
K
ay = 2, A for k0.

X
n
_—

Because the output event of a priority AND gate is caused by a par-
ticular sequence occurring in time, priority AND gates do not obey the
laws of conditional probability, i.e., the relative frequency interpre-

tation does not hold. For example, for a priority AND gate with two

input events, A and B,

P(A/B)P(B) # P(B/A)P(B).
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2.7.3 Calculation of System Unavailability for Fault Trees with

Secondary Failures - For maintained systems, the system unavailability

cannot be calculated by conventional means for fault trees that contain
secondary failures.* Secondary failures are not statistically indepen-
dent failures. Failure, in this case, is gggggg_by environmental or
operational stress placed on the component. For example, in the fault
tree in Fig. 1.17b, it is the switch 1 or 2 contacts failing in the
closed position that causes an overrun of the battery. Repair (i.e.,
recharging of the battery) takes place due to failure mechanisms that
are external rather than internal to fhe battery. Whether the compo-
nent fails due to secondary or primary causes, the end result is the
same. The component is in a failed state and must be repaired (or re-
placed) to return the system to a normal operating state. In this sec-
tion, we derive an expression for the limiting unavailability of a compo-
nent due to secondary failure causes.

As shown in Figure 1.13, inhibit gates are used to describe secon-
dary failures in fault trees. We make the assumption that the probabi-
1ity of the inhibit condition (i.e., the conditional event) is constant
in time. This probability shall bé denoted as Ii for component i. We

treat each secondary event as a module in the fault tree.

Notation:
1. x?(t) is defined as the structure function for the module Mi that

describes the secondary failure of component i.

2. ELG()] = g"(A(t)).

-
T

*The author became aware of this fact in conversations with Jerry Fussell[26].
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3. G.(t) is the repair distribution of component i.

;. — ¥ -,
6. a9y (B(D)) = g 1y, A(E)) - g (0, A(E)),

A9
M ) M —~ Mi _
5. agyi i(A) = g (13.,_&) g (04, A)

where A is the limiting unavailability.

- We are also assuming that each basic event in M1 can be described in

terms of an alternating renewal process.

Derivation:

For component i to be down at time t due to secondary causes, a
component (or basic event) must have caused i to fail prior to t (say
at t') and repair must not have taken place in [t', t]. Any basic event
contained in the module Mi can cause i to fail.

The probability that the component i is down due to a secondary

failure at time t is given by (t) as

Kf ZM Ag P(R(t)) [1-G;(t-t")Iwg 5(t')dt'. (2.51)
JE:

In (2.51), we are making the conservation assumption of neglecting
the simultaneous occurrence of two-or more min cut sets in x?(t) when
component i is down for repair. Therefore, (2.51) is an upper bound.
We now find the limiting value of (2.51) as t +«to obtain the Timiting

unavailability. To do this we use Laplace transforms.
RS = lim B3(t) = Tim s B(s). (2.52)
T s+0

First let us find the Laplace transform of the renewal density We j(t)
given as Wf J.(s). If component j has failure density, fj(t) and repair

density gi(t), (2.15) can be written as



139

t | t=X
wf’j(t) = fj(t) +‘gfax wf’j(x).g(. gj(t-x-t') fj(t')dt‘ (2.53)

which implies by the convolution theorem for Laplace transforms

W 5(s) = Tyls) + W 5(s) G(s) Fy(s)
or -
fi(s)
1-%3(5)53(5)

W}’j(s) = . g (2.54)

Next, we want fo find ¥3(S) and 35(5) for small s. By definition

dr,(t) ‘ dG, (t)
fj(t) = - —a%———-and gj(t) = - _H%——_

where ?ﬁ(t) =1 - Fj(t) and G&(t) =1 - Gj(t) which implies

fj(s) = - [sﬁg(S) - ?3(0)] and 33(5) = - [sﬁg(s) - 63(0)]

where by the definition of the Laplace transform

Fils) =.j(%}(t) e”% dt and &(s) =.)fé5(t) e Stdt.  (2.55)
0 0
Recall that
M =~O/Fj(t)dt’ Tikewise T ={Gj(t)dt. (2.56)

For small s expressions (2.55) and (2.56) imply that

~

M Fj(s) and Ty = Gj(s) , (2.57)

ne

and



fj(s) =1 - WS and gj(s) =1 - TS (2.58)

Now take the Laplace transform of (2.51)

Substituting (2.58) into (2.59), we. get

BN

n, ag; (BS)X1 - wsIi]
=S A SAL = : = .
A'I(S) = 11 1; J]_(]_ujs)*(-l_‘,][js) S . (2.60)

Using expression (2.52) and L'Hospital's Rule, the limiting unavailabil-

ity of component i due to secondary failure causes is given by

. Ty
gy i A
J'eMi ] o ujﬁj' (2.61)

— M
A‘ig=11. Z Ag

When calculating the limiting system unavailability, we simply re-
move all secondary failures from the fault tree and estimate the unavai-

lability of component i as

T

— i My —
Ry = ——+ 1. 2 a9 (R)

Ts
1

(2.62)
M5*T5

where it is recognized that the first term in (2.62) is simply the limit-

ing unavailability of component i due to internal or primary causes.

2.8 Reliability Quantification Techniques Used in the Reactor Safety
Study

As described in Section 1.8, the Study defined reactor accidents

in terms of accident sequences, schematically represented as
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Accident Sequence = Initiating x System x Containment
Event Failure Failure Mode

AS A X B X C. (2.63)

In the study, top level system fault trees were required to define
the combinétion of failure of engineered safeguard systems (ESS) that
~ cause a containment failure and in turn leads to a certain radiological
release. The initiating event served as an initial condition for top
level system fault trees. Accident sequences were quantified using

the laws of conditional probability, i.e., in terms of (2.64)

P(AS) = P(A) P(B]A) P{C|B-C) ~ (2.64)

since in (2.64} the outcome of each event depends upon events that have
occurred previously in the sequence. In the following subsections, we
discuss the methods for obtaining the probability of each term in (2.64).
In particular, we congentrate on'obtaining system failure probabilities,
p(B|A) by the fault tree technique. The study showed that testing, main-
tenance and human error contributed greatly to the downtime of critical
ESS components. System failure probabilities computed by the Study were
in some cases orders of magnitude.dreater than those previously calcu-

lated by the nuclear vendors.

2.8.1 Initiating Events - The first type of initiating events

considered were pipe breaks in the primary coolant system. Since the
ESS requirements vary with the size of the break, pipe breaks of differ-
ent sizes were assumed as initiating events. Other initiating events
considered were (1) catastrophic rupture of the pressure vessel, (2)

unchecked system interface conditions and (3) transient events that
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are expected to occur, such as a turbine trip and loss of offsite power.
The Study examined nuclear as well as industrial and other data

sources and estimated the probability of these initiating events and

other confidence limits. For pipe ruptures, the study compiled the

following data.

TABLE 2-4
Pipe Break Data Compiled by the
Reactor Safety Stuﬂy

Pipe Rupture Size LOCA Initiating Rupture Rates
(Inches in Dia.) _ (Per Plant Per Year)
90% Range Median
1/2 -2 1x 1074 - 15 1072 1x 107
2-6 3x10°-3x 107 3x 1074
>6 1x107° - 1x 1073 1 x 1074

2.8.2 Fault Tree Development and Quantification - Technical spe-

cifications by NRC require that all active components in the ESS be re-
dundant ("single failure" criterion), including all instrument channels
that initiate ESS action following a LOCA. Fault trees that describe
failure of active components within these systems should contain min

cut sets of order two or higher. However, in the following sections,

we show that single order cut sets do exist in these system fault

trees. Furthermore, we show commonality between basic events in cut

sets of order two and higher that violates the assumption of independence

of the basic events.
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We first consider the iterative process by which fault trees were

generated for the Study'before discussing quantification techniques.

2.8.2.1 Fault Tree Construction - The analysts had to ac-

quire a thorough understanding of the systems being analyzed. This was
partially accomplished by examining detailed sets of design drawings
and specifications, safety analysis reports, flow diagrams, process~and
instrumentation diagrams, equipment location diagrams, control system
logic diagrams, electrical schematics, and emergency, operating, and
testing and maintenance procedures. In addition, the fault-tree ana-
1ysts made inspection trips to the plant site to verify system design
and layout and to inspect the installed system hardware.

Fault tree construction proceeded in two steps; first detailed
fault trees were drawn. Consideration was given to system ‘interface
conditions, common power sources, common instrumentation and detectors.
As the analyst became more familiar with his system, he incorporated
the more subtle aspects of system behavior in his fault tree. The
fault trees "grew" and became very complex and difficult to evaluate.
In the second step, fault trees-were simplified by elimination of negli-
gible contributions. In this reduction process, the following min cut

.sets were thought to be most 1mportaht.

1. single passive faults
2. single active faults
3. double active faults

and were. retained. In some cases, third order cut sets were retained.*

¥For the PWR electric power fault trees, the most significant contribu-
tion to loss of electric power was the triple cut set, "loss of offsite
power and two diesel generators fail to start". In another case, the
BWR scram system fault trees contained no single or second order cut
sets; quantification was based on third and higher order cut sets.
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2.8.2.2 System Unavailability - The engineered safeguard

systems are standby safety systems and the Study was concerned with all
the factors that could cause these systems to fail upon demand. In
particular, their effprts were directed to two major areas, (1) the
possible existence of undetected failures for extended time periods
caused by either human or hardware related faults and (2) the system
downtime due to scheduled maintenance or testing. Their conclusion

was that four major facters contributed to system unavailability:

1. random hardware failures
periodic testing

maintenance

& W N

human error.
We now consider each one of these factors in order and choose the con-
tainment spray injection system and the low pressure 1njectfon systems

given in Fig. 1.5 as examples to illustrate the calculations.

2.8.2.2.1 Hardware Contribution Q - In the event

of a LOCA, the containment spray injection system, CSIS, and the Tow
pressure injection system, LPIS, start on two signals, the consequence
limiting signal (CLS) and the safety iejection signal (SIS). When the
containment pressure reaches 1 psig, the CLS initiates action that opens
the motor operated valves, Vi, V2, V3 and V4 and start pumps, P1 and sz
The SIS detects low coolant pressure and initiates action that starts
Tow pressure injection pumps, P3 and P4. The CLS can also start the

low pressure injection system. With these active components we are
concerned with two types of failure, (1) at t=0, failure to change

state and (2) failure to continue operation given a successful start.

Based on the data collected for the Study, point estimates based on the
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log normal distribution were obtained

Q pump (failure to start) -- 10'3 per demand
Q pump (failure to run, given start ) -- 3 x 10'5/hr.

Q.valve (motor operated, failure to open or close) -- 1073 per

demand

Q valve (inadvertently opens or closes at t > 0) -- 1076 per hour.

2.8.2.2.2 Maintenance Contribution, M - Preventive

maintenance is required to keep the failure rates constant over the
30-year plant 1ife. The Study assumed scheduled maintenance of the
CSIS and LPIS pumps tb be performed on an interval ranging from 1 to

12 months, with a log normal mean of 4.5 months. The maintenance dura-
tion is assumed to be between 30 minutes and 24 hours, with a log normal
mean of 7.1 hours.* The average unavailability of one leg of the CSIS
or LPIS due to maintenance is then 7.1/(720 x 4.5) = 2.2 x 1073, 1In

general, the interval unavailability due to maintenance was calculated

from the relation

M = f(acts per month) x t(hours per month)/720 (hours per month)
where f is the maintenance frequency and t is the length of duration of
the maintenance act. A maintenance contribution is calculated only for

hardware requiring isolation from the system during maintenance.

2.8.2.2.3 Testing Contribution, T - Technical

specifications by NRC require that CSIS and LPIS be tested once a month.

Each leg of the CSIS when tested is effectively disabled. Tests of each

G

*The upper limit of 24 hours is due to the fact that technical specifi-
cations require plant shutdown if maintenance lasts more than 24 hours.
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CSIS pump take at least 15 minutes and technical specifications require
plant shutdown if the CSIS pump is unavailable for more than four hours.
hased on these two extremes, tﬁe log-normal mean test duration is 1.4
hours. The unavailability of each CSIS leg is then 1.4/720 = 1.9 x 10'3.
LPIS pumps have an override capability permitting automatic return of

the pumps to a functional status and are excluded from this contribution.
A similar expression can be given for the interval test unavailability,
T=f x t/720, where f is the testing frequency as required by techni-

cal specifications. "

2.8.2.2.4 Human Ervor Contribution, H - Young and

Conradi [86] who participated in the Study identified that human error

contributed to ESS unavailability in three major ways:

1. Operational errors such as premature or inadvertent
shutdown of subsystems, erroneous switch operation,
misinterpretation of procedures,

2. Testing errors whereby subsystems are exposed to loads
or stresses beyond design limits, improper test equip-
‘ment and improper test configurations.

3. Maintenance faults such as failure to return a system to

operational readiness and miscalibration of sensor circuits.

In the case where procedures are repetitive or similar, the concept
of coupling was used in quantifying human error. Four levels of coup-
1ing were used in the Study: No coupling (i.e., complete independence),
Toose coupling, tight coupling, and complete coupling (complete dependence).

As an example of coupling, consider the CSIS. During test of the

CSIS, manual valves in both legs must be opened. If the valves are left
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open after test, then enough water would be diverted to disable the en-
tire CSIS in the event of a LOCA. It was estimated that the probability
of leaving one valve open due to human error is 10'2. If the actions

of closing both valves after the test are assumed to be independent,
then the probability of both valves being open due to human error is

(1 x 10'2)(1 x 1072) = 1 x 1074 as compared to 1 x 1072 for complete

dependence. The Tog-normal median between these two values results in

the Toosely coupled value of §(1 x 1072)(1 x 10°1) = 1 x 1073, The
Study assumed the latter value of 1 x 10'3 to be valid in this case.*

In other cases, the Study assumed two human actions to be complete-
ly dependent. For example, procedures for operation action in realign-
ing the suction of the low pressure injection pumps after LOCA were
ambiguous; this lead to the assumption that two separate actions of
manipulating switches to open V10 and V11 to be completed coupled.

Related human actions that could simultaneously fail both redundant

legs were referred to as the common mode contribution for system unavail-

ability.

In some cases, a single human action that could disable an entire
engineered safeguard system was identified. During maintenance of the
LPIS, motor operated valves V9 and V10 are closed. If the operator for-
gets to open either V9 or V10, the entire LPIS is disabled. These two

acts of omission represented 53% of the total calculated LPIS unavaila-

bility.

*Note that the concept of coupling introduces another method of quanti-

ficatively evaluating fault trees when basic events are statistically
dependent.
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2.8.2.2.5 System Unavailability, S - For one of

two redundant legs, the leg unavailability due to hardware, test and

maintenance is given by

S =Q+M+T.

For two redundant legs, A and B, the total system unavailability, S, is

given by S, * Sp, i.e.,
S+ QuQp + Qqr(Mg + Tp) + Qg(My + Ta) + Qoy + Qgypgres  (2:65)

where QCM is the unavailability due to human actions that are considered

coupled, and Q are human and hardware failures that can disable

singles
the entire system.

Note that S does not include (MA + TA)-(MB + TB) since technical
specifications prohibit maintenance of testing on two legs simultaneous-
1y when the reactor is at full power.

In expression (2.65), the terms

Upw = % B * Yingles, hardware (2.66)

were called the hardware contribution; ‘expression (2.67),

O = QMg + Tp) *+ Qg(My + Ta) + Qgingies (2.67)

was referred to as the test and maintenance contribution, and Qsing]es

refer to hardware or human failures that are related to test and main-

tenance action.

Calculations on the CSIS [70] show that the hardware contribution

s dominated by doubles, i.e., Qu = Qg = (1.8 X 107%)2 = 3.2 x 1074
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where QA (or QB) is, in turn, dominated by the independent event of -the
maintenance crew failing to open one CSIS manual valve after test, its
probability given as 1072,

The test énd maintenance contribution can be calculated by recal-

ling that

i
1

Mg = 2.2 X 1073 section 2.8.2.2.2
. .

Ma

TA = TB 1.9 x 10

it

Section 2.8.2.2.3,

then (2.67) becomes (by symmetry)

3

Qpy = 21,9 x 107% + 2.2 x 1073)(1.8 x 107%) = 1.5 x 1074,

Now we conQider the common mode contribution to CSIS unavailability.
Recall that it is the consequence limiting control system, CLCS, that
initiates CSIS operation. The study estimated that the probability of
miscalibrating all sensors in the CLCS is 1 X 10'3. Another common
mode contribution mentioned previously is the case of leaving both
manual valves closed after test (see Section 2.8.2.2.4); in this cése,

the common mode contribution is calculated to be

3

1x10°3-1x10%=9x 104,

The subtraction is needed since the independent actions of closing both
manual valves separately is included in the hardware contribution.

The common mode contribution is computed to be

3 3 3

Qe = 1 % 1007+ .9x1077=1.9 x 107",

The probability that the CSIS is unavailable given a LOCA is then the



sum of the three contributions,

3.2 x10°

4

2.4 x 1073,

= Qups + Oy + Qpy

+1.5x10% + 1.9 x 1073
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Vesely's [80] compilation of the relative contribution of QHDN’

QTM’ and QCM to system unavailability for various ESS systems consi-

dered in the Study is given in Table 2.5.

TABLE 2-5

Contributions to System Unavailability for
Various Engineered Safeguard Systems

SYSTEM

Low pressure recirculation
system (LPR)

Sodium hydroxide system
(NaOH)

Safety injection control
system (SICS)

Low gressure injection
system (LPIS)

Consequence limiting
control system (CLCS)

Containment leakage

(CL)

Reactor protection (RP)

HARDWARE 7EST & MAINTENANCE

HUMAN
14% 47%
75% 18%
51% 38%
15% 20% 53%
?21%
65%
44% 33%
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The contributions do not add to 100% because there are other failure
causes, such as environment-caused failures, failures due to combination

of human errors and hardware failures, etc., not listed.

2.8.2.3 Confidence Limits on System Unavailability - In

general, it was noted there was a wide range in the data collected. To
- account for this variability, failure rates, maintenance duration tests,
test duration times, and maintenance intervals were assumed to be ran-
dom variables with log normal distributions (a Bayesian approach in
which the uncertainties in the above quantities are described by log-
normal prior distributions). Using Monte Carlo simulation with a thous-
and trials for each system, the median and the 90% confidence levels for
system-unavailability were estimated.  These results are plotted in

Fig. 2.16 for the various engineered safeguard systems given in Table
2-5. The error bars in Figure 2.16 represent uncertainties in system

failure probabilities that are due to uncertainties in the input data.

2.8.3 Containment Failure Modes - The magnitude of the radiological

release is determined by the containment failure mode and the time at

which failure occurs. Because of uncertainties concerning the accident
phenomenology, containment failure mode probabilities were obtained by
best engineering judgment. Wide error bands are associated with these

probabilities.
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CHAPTER THREE
MEASURES OF IMPORTANCE OF EVENTS AND
CUT SETS IN FAULT TREES

3.1 Introduction

In this chapter, we present a survey of the available methods that
quanfitatively rank basic events and cut sets according to their impor-
tance. Such a ranking permits identification of events and cut sets
that significantly contribute to the occurrence of the top event. Time-
dependent behavior of each method is shown, assuming prqportiona] hazard
rates and unrepairable components. Methods are presented to compute the
importance of events for which repair is permitted. The practical app-
lication of importance measures for upgrading system designs, locating
diagnostic sensors, and for generating checklists for system diagnosis
is considered in Chapters Four and Five.

In Chapter Oné, we defined a system as an orderly arrangement of
components that performs some task or function. It is clear by the
arrangement of these components that some are more critical with respect
to the functioning of the system than others. For example, when con-
sidering reliability, a component placed in series with the system
generally plays a much more important role than that same component
placed in parallel with the system. Another factor determining the im-
portance of a component in a system is the reliability of the component,
i.e., the probability that the component is working successfully.

Measuring the relative importance of components may

e Identify components that merit additional research and develop-

ment, thereby improving the overall reliability at minimum cost
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or effort

@ Suggest the most efficient way to diagnose system failure by

generating a repair checklist for an operator to follow.

The fault tree is the most generalized Boolean model capable of
identifying those basic causes that can contribute to system failure.
These basic causes or events include environmental conditions, human
error, and normal events'(events that are expected to occur during the
1ife of.the system) as well as hardware failures. If the relative fail-
ure rates of the basic events are known, the fault tree can be quanti-
tatively evaluated to assess their importance.

Several probabilistic methods can be used to compute the importance
of basic events in the fault tree. All the methods assess the impor-
tance of basic events by a numerical ranking. The probabilistic inter-
prétation describing the relationship of the occurrence of a basic event
to the occurrence of the top event is different in each case.

One purpose of this chapter is to give the reader physical insight
into the concepts of probabilistic importance so that he may better
understand their applications. The reaqer is referred to Barlow and
Proschan [4] and Chatterjee [10] for a more mathematical presentation

of probabilistic importance.

3.2 Probabilistic Expressions that Measure Importance

3.2.1 Assumptions in Quantitative Calculations - In this chapter,

it 1s assumed that all basic events are statistically independent.
Computing probabilistic importance when basic events are associated

(see Section 2.4.4) is discussed by Chaterjee [10].
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No generality in methodology is lost if we assume that basic events |
are statistically independent. Further, it is assumed (unless otherwise
indicated) that all basic events have an infinite fault duration time
(i.e., in the case of components, repair is not permitted). Hence, g‘
is only a function of F(t), where g is defined in Section 2.6. It is
shown later than the same methods apply in describing the importance of

events with finite fault duration times.

3.2.2 Measures Describing System Behavior at One Point in Time -

We now introduce three measures of importance computed in terms of
g(F(t)), a function that measures the age of the system at t and des-
cribes system behavior at one péint in time. Later, we introduce
measures of importance that describe system failure in terms of sequences
of component failures that cause the system to fail in time. These mea-

sures are functions of the past behavior of the system while the three

we introduce now are not.

3.2.2.1 Birnbaum's Measure of Impertance - In 1969, Birnbaum

[8] introduced the concept of importance for coherent systems. He de-
fined the reliability importance of a component i as the rate at which
system reliability improves as the ré]iabi]ity of component i improves.
If we construct a fault tree where the top event is system failure and
the basic events are component failures,* then Birnbaum's definition of
component importance becomes

- def
ai;(r%g(%: g1, E(t)) - g(05, E(t)) = agy(t). (3.1)
;

*At this point, it is convenient to denote basic events as component
failures when describing methods that measure importance. Used in this
context, event importance is synonymous with coponent importance.
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Some mathematical properties of Agi(t) are
Pl 0<agy(t) <1,

pP2. Agi(t) does not depend upon Fi(t) since g(F(t)) is a linear
function of Fi(t) and basic events are statistically indepen-

dent.

P3. If the set M with structure function x is a module of w(Y),
Tet h(F(t)) = EDx(Y"(t))] then

aglF(t)), h(F(t)] ah(F(t))

R TG A

In other words, if we know that a component is contained in
a module, to compute the importance of the component to the
system, we take the product of (1) the importance of the
module to the system, and (2) the importance of the compo-

nent to the module.

P4. For structures where at least two min cut sets do not overlap

Tim __(_)_agé_!:‘_(t)) = 0.
- toe i
Birnbaum's definition of importance is also known by two other
names, (1) marginal importance, and (2) the partial derivative.
Stated in other terms, Agi(t) is the probability that the system
is in a state at time t in which the functioning of component i is
critical: the system functions when i functions, the system fails when

i fails. The failure of i is critical at time t when w(]i’ Y(t)) =
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On interest might be the total number of vector states for which a
component is critical. If we fix the state of a component in the system,

we are left with 2"']

states, where n equals the number of components.
In the above expression, if we let Fj(t) = 1/2 for all j # i, then the

number of states in which component i is critical, denoted by Bys is

B; = 2" 1901, 1/2) - 9(0;, 1/2). (3.2)

Birnbaum calls Bi the structural importance of component i. [8]
For example, the fault tree shown in Eig. 3.1 exhibits three states

in which the fai]ure of 1 is critical.

e

FIG. 3.1 Fault Tree with AND and OR Gates

(1) Y, =0 and V=0
(2) Y2 = 1 and Y3 =0
(3) Y2 = 0 and Y3 = 1.

The number of critical cut sets for component 1 can be determined by

using Equation 3.2. The structure function ¥(Y) is given by
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<
—
-
-~
[

Y'I‘H'YZ'Y:;

1-(1- Y])(l - Y2°Y3)

for i =1, By = 23'].{1 - (1 - 3/4)) = 3 as verified above.

The sets of event {1}, {1,2}, and {1,3} are known as critical cut
sets for component 1. The set {2,3} is a critical cut set for compo-
nents 2 and 3. Note that a minimal cut set containing i is always a
critical cut set for i. We see for a set of events to be a critical

cut set for event i, each cut set contained in this set must contain

the event 1.

3.2.2.2 Criticality Importance - Birnbaum's definition of

importance is a conditional probability in the sense that the state of
the 1th component is fixed. The probability that the system is in a
state at time t in which component i is critical and that component i

has failed by time t is

(915, E(t)) - 90,5 E(t))} F,(t).

If we make this conditional to system failure by time t, then the above

expression becomes

{9(11” .F_(t)) - Q(O.i, _F_(t))} F'i(t) d?f
g(E(E)) = L

t). (3.3)

The above expression is defined as the criticality importance of component

i. Note that IiCR(t) is a function of F(t) while ag;(t) is not.
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3.2.2.3 Vesely-Fussell Definition of Importance - It is

possible that when system failure is observed, two or more cut sets
could have failed. In this case, restoring a failed component to a
working state does not necessarily mean that the system is restored to
a working state. In other words, it is possible that a failure of a
component can be contributing to system failure without being critical.
Component'iiscontributing»to system failure if a cut set containing i

has failed; in terms of coherent structure theory notation

Ni
,i K
v V() s I I Y (t) = 1,
j=1 %eKj
'lsKj
where fiﬁj means that the index & includes all basic events in cut set
J
Kj’

where Kj contains the basic event i.

it

i
NK

number of cut sets that contain basic event i;
WKi(Xﬁt)) = Boolean indicator variable for the union o% all
cut sets'that_contain basic event 1.
The probability that component i is contributing to system failure,
[WKi(X(t)) = 1], is denoted as gi(E(t)). The probability that compo-
nent i is contributing to system failure, given that the system has

failed by time t, is given by

t). (3.4)

This concept of importance was introduced by Vesely [78] and also Fussell
[25], who later described it. Chatterjee calls IiVF(t), the diagnostic

importance of 1.
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We Tist the properties of the Vesely-Fussell definition of impor-

tance given by Chatterjee in reference [10].

P2. Let QK(t) = I F,(t), then

jeK J
L) < T ole) /a(E(e)).
L

Vesely and Narum [82] in their KITT computer program use the bound
in P2 to approximate 11VF(t). For large t, this may be a crude approxi-

mation. The IMPORTANCE computer code uses the min cut upper bound in

.

computing P[WKl(th)) = 1] and is a much more accurate approximation

in computing IiVF(t) for large t.

p3. 1.V

; t) posses the same property as Agi(t) for module decom-

position, i.e.,

fe o SyE() Ry (E(E))
L (6) = —gTEyY * hOFCE))

where gy (F(t)) = PLYM(¥(£)) = 11, hy(F(t)) = PLx ' (¥(t)) = 11,

where x is the structure function for the module M of V¥, the

structure function for the top event.

P 1im 1Y

tre

t) =1

since all cut sets containing i eventually fail.



Note that if we substitute gi(fﬂt)) for g(F(t)) in the definition

of criticality importance, we obtain

{g'i(]'i’ E(t)) - g‘i(oi’ E(t))} F'i(t)

g(F(t))
Noting that
g,(0, F(t)) = 0
05 (155 F(E)IF,(8) = g, (E(t)),

we obtain the Vesely-Fussell definition of component importance

g; (E(t))
g(E(t))"

Indeed, when component i is contributing to system failure, it is

always critical to the structure wKi(Xﬁt)).

'3.2.3 Sequential Measures of Importance - The measures of impor-

tance presented thus far gives no information about the way system fail-
ure occurred. We now consider the way components fail sequentially in
time to cause system failure. We first consider a measure of importance

first given by Barlow and Proschan.

3.2.3.1 Barlow-Proschan Measure of Importance - Barlow and

Proschan [4] examined components as they fail sequentially in time. They
assume that if two or more components have a vanishingly small probabi-
1ity of occurring at the same instant, then one component must have
caused the system to fail. The probability that event i causes the

system to fail during a differential time interval of t', where t' < t,

is
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(1, E(t")) - g(0,, E(t'))) dF, (¢').

Integrating between 0 and t

j{g(u, F(t')) - g(04, F(t'))} dF (') (3.5)
0

we get the probability that component i causes the system to fail in
[0, t].

Barlow and Proschan [4] as well as Chatterjee [10] integrate (3.5)
over [0, «]. However, there may be a dramatic difference in the rank-
ing of components over time using expression (3.5); hence we shall re-
tain the upper limit t, usually thought of as mission time.

It can be shown that [4]‘

i}j{g(li, E(t)) - g0y, E(t'))} dF(t') = g(E(t)) (3.6)
=14

i.e., (3.6) is the probability that the system fails before t, where n
is the number of components comprising the system. As shown in Section
2.6.1, expression (3.6) is simply the expected number of system failures
in [0, t].

The conditional probability that a component i causes the system to

fail by the time t is then the Barlow-Proschan (B-P) measure of impor-

tance
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The sum of all component importances in Barlow's measure of impor-
tance is unity. Essentially, B-P's measure of importance of a compo-
nent i is the probability of the system failing because a critical cut
set containing i fails, with component i failing last.

Barlow and Proschan define the structural importance of componenf
i as the probability that component i causes the system to fail, assum-
ing that all component failure probabilities are equal. Then they

integrate from time t = 0 to t = «, or equivalently fromq =0 to q = 1

1
,/[9“1’ ) - 9(0,, g)lda, (3.8)
0

where q = F(t). Again, it may be more appropriate in integrating (3.8)
over [0, t] in assessing structural importance as given in (3.8).

We state two properties given by Barlow and Proschan concerning the

B

evaluation of Iip(t) by modular decomposition

t
P 1%(e) = [1a0", £ - oto", E0)]
0

h(1,E(2)) - h(0,,F(t))1dF,(t).

=
(3]
—
=
—~
c+
~
1

> 1)
where g, h, and M have the same meaning as in Section 3.2.2.3.

~+3,2.3.2 Sequential Contributory Importance - It might be

interesting to assess the role of the failure of a component i when
another component, say j, causes the system to fail. The failure of i
is a factor in this case only if i and j are contained in at least one

min cut set. The probability that component i is contributing to system

failure when j causes the system to fail is



164

t
Jist1y0 150 B0 - 00140 05 FE IR0

a(F(t)) (3.9)

and, in general, the probability that component i is contributing to

system failure when another component causes the system to fail is

t
JZ_{{g(u, T E(E) - 915, 055 E(£))IF (£0)dF (")
i£]
g(E(t))
- 13%(b), (3.10)

where the sum over j is to include only those components that appear in
at least one min cut set with component i. Expression (3.10), I?C(t),

shall be called the sequential contributory importance of component i.

3.3 Assumption of Proportional Hazards

To compare the time-dependent behavior of each method that measures
importance, we must know the basic event probabilities, Fi(t); this im-
plies knowledge of Ai(t). In many cases, the failure rates are known
to a poor degree of accuracy. However, using engineering judgment
based on experience, the relative failure rates may be more accurately
known. Furthermore, if we assume that all the failure rates exhibit the
same time-dependent behavior (assumption of proportional hazards) then

Fi(t) may be written as

=R(t)Ar.
F.(t)=1-e (e

for i =1, 2, ..., n; where R(t) is the common hazard and
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J;}W(t')dt'

=0
N o) .

If we arbitrarily select a reference, Aj from A,* we may express Fi(t)

in terms of Fj(t):

A/ Ay
Fo(t)=1-( - Fj(t)) L

Letting o = Ai/xi and ¢(t) = Fj(t), Fi(t) becomes

9

Fy(t) =1 - (1= g(t) (3.11)

where oy is defined as the proportional hazard for basic event i.

3.4 Time-Dependent Behavior of Importance Measures

Under the assumption of proportional hazards, the results of each
method can either be plotted as a function of ¢(t) and o or as a func-
tion of g(F(t)) and o since g(F(t)) is a function of ¢(t) (and o). We
chose three systems to compare each measure of importance. These ére
referred to as systems A-3, B-3, and C-3.

System A-3 is a parallel system with components 1 and 2. The fault
tree is shown in Fig. 3.2a and a corresponding retiability network dia-
gram is shown in Fig. 3.2b. We assume a proportional hazard rate of
0.01 for component 1 and 1 for component 2; i.e., o = 0.01, and a, =
1. In this case, Fy(t) = 1 - (1 - q(t)20, Fp(t) = q(t), and
g(F(t)) = q(t) - q(t) (1 - q(t))’O]. Five measures of importance are

*Where A = (k1, AZ’ ...y A ) and n is the number of basic events in the
fault tree. n '




166

FIG. 3.2 System A-3 Fault Tree;  FIG. 3.2b Reliability Network
the Structure Function Diagram

is ¥V "YZ) = Y1-Y2.

plotted vs g(F(t)) in Fig. 3.3. They include Birnbaum, expression (3.1);
criticality, expression (3.3); Vesely-Fussell, expression (3.4); Barlow-

Proschan, expression (3.7) and the upgrading function

* ag(a(t)), o)

9(q(t), o) ° 9o

The significance of the upgrading function is discussed in Chapter Four
when upgrading of systems is considered.

We note in Fig. 3.3 that the probability that each component either
contributes to or is critical to system failure is unity in each case.
Barlow's and Birnbaum's definition of importance indicates that compo-
nent 1 is more important. In a parallel system, the system fails when
the last component fails; in this case, component 1 is more 1likely to
fail last and cause the system to fail. Birnbaum's measure of importance
tells us that System A is most 1ikely to be in a state in which the
failure of component 1 is critical.

System B-3 is a series system of two components 1 and 2. We can
assume the same proportional hazard rate as in System A-3. In this

case, g(F(t)) =1- (1 - q(t))]’O]. The fault tree and corresponding

network diagram are shown in Fig. 3.4
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The plots in Fig. 3.5 show that component 2 is more important than
component 1 ih all cases. This is to be expected since component 2

has a failure rate 100 times greater than component 1 and a series sys-
tem fails when the first component fails.

System C-3 is a series-parallel éystem. Component 1 is in series
with a parallel structure of two components, 2 and 3. The fault tree
and corresponding network diagram are shown in Fig. 3.6. For this
example, it is assumed that o = 0.1 and W = o = 1. Figure 3.7 indi-
cates that for small g(F(t)) or small times t, component 1 is more
important.* For large g(F(t)) (30.05) or large t, components 2 and 3
are more important. There is disagreement, however, as to which value
of g(F(t)) would make components 2 and 3 more important than component 1.

It can be seen from Figs. 3.3, 3.5, and 3.7 that each method produ-
ces a different time-dependent behavior; i.e., there is disagreement in
the assessment of importances. The analyst should carefully define the
probabilistic information he seeks regarding his system and then apply

the appropriate measure of importance.

3.5 Cut Set Importance

Definitions of cut set importance are described by analogy to
methods that determine component importance.

In the Vesely-Fussell definition, the 1mportance of a cut set Kj
is the probability that cut set Kj is contributing to system failure.

It is given by

*Again, the value t can be thought of as mission time.
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n F(t)
jek, k

_E%F_Tt'ﬂ_‘ | (3.13)

The Bar]ow-Prbschan definition of the importance of a cut set Kj is the
probability that a cut set I<.j causes the system to fail. For a cut set
Kj to have caused the system to fail, a basic event contained in the
cut set must have caused the system to fail and all other events in

the cut set must have failed prior to the event that caused the system

to fail.

T lll|lll' T I||||T\'l llT]lll‘ T Tt

Importance

LU SR / e BM - Birnbaum

— = —w— pp _ Barlow - ]

nd //// 8% - proschan -

- S mmemee CR - Criticality 7

L / +e=semr= UF - Upgrading j
function

= / """"""""""" VF - Vesely ~ .
Fussell

]0'3 L1 l||11|1 _Llj_llllll 1 1 IIJ_LHl 1 Lo 4l

107 1073 1072 107! 1

Probability of system failure

FIG. 3.7 Plots of Importance Measures for System C-3
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B-P's measure of importance of a cut set K, is

J
Lok, K- (i}
T ‘[[gu_% F(8) - 9005 1,3 F(ENI T Fy()dF, (t)
jek, o
J !Lt—:Kj

g(F(t))

K,
where 19 means that Yi is equal to 1 for each basic event i contained

in cut set Kj. Since g(l_j, F(t)) = 1, the above expression becomes

), K.-{i}
2 [0 - glog, 19, E(NI I F (t)dF, (t)
jekK, 0 L
J fek,
o J (3.14)
g(F(t))

Vesely-Fussell's definition of cut set importance always assigns
more importance to a cut set of a lower order than a cut set of a high-
er order when basic event probabilities are equal. This is not always
true, however, with B-P's measure of importance. As an example, con-

sider a 10 component system with min cut sets given by

Ky = 1,2,3,4} K6 = {5,7,8} K]]= {5,9,10} K16= {6,8,10}
Ky = {5,6,7} Ky

it

{5,7,9} K12= {6,7,8} K]7= {6,9,10}
{56,7,10} K]3= {6,7,9} K18= {7,8,9}
K4 = {5,6,9} K9 = {5,8,9} K]4= {6,7,10} K]9= {7,8,10}

5 {5,6,10} K10= {6,8,10} K]5= {6,8,9} K20= {7,9,10}

u

bas
w
|

= {5,6,8} Kg

~
1

Kpy= 18,9,10)

No component of K1 appear in other min cut Sets. The remaining sets

were obtained by taking all combinations of three components from the

remaining six. For this system
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21 21 ‘
g(F(t)) = Prob [ LI« = 1] = Prob [ & 0« = 1]
i=1 i=2 !
21
=1~ (1 - Prob (K] =1))(1 - Prob (I Ky = 1)),
i=2 _

where &, is the indicator variable for cut set Ki' Setting q(t) = Fi(t)

for all i, where 1 =1 to 10

& | 6 | . .
9(E()) =1 - (1 - a0 - 23 (- ale)a(e)).
=3

Substituting in expression (3.14), Barlow-Proschan's measure of importance

for cut set K]‘, IK] becomes
(t) o
4Z [ - _Z(?)(] - q')3q'% 19'%q"
I, = I '
K g(F(t)) ’
for cut set K2
q(t) '
3f (1 - q‘4)(1 - q')° q'qu‘
1, =2 —
Ko g(F(t))

The Vesely-Fussell definition of importance gives

4 3
Lo gty T ot
ST (3 ) I T (€

In Fig. 3.8, the importances of cut sets K] and K2 are plotted as
a function of g(F(t)). Cut set K, always has a greater probability of

contributing to system failure than cut set K]. However, for
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g(F(t)) > 0.64, cut set K, has a greater probability of causing the sys-
tem to fail. If the basic events contained in K2 were not replicated in
other cut sets, then K2 would always have a higher failure probability |
of causing the system to fail in K]. In general, when no replication
of events occur, a lower order cut set is always more important than

a higher order cut set when basic event probabilities are equal.

3.6 Importance of Components when Repair is Permitted

3.6.1 Rate of Breakdown at Steady State - Each of the methods

previously described can also assess the importance of components when
repair is permitted. In every importance expression except Barlow and
Proschan's, the Timiting unavailability, ﬁ%, can be substituted for
Fi(t) without any change in probabilistic meaning.

To motivate B-P's definition of component importance when repair
is permitted, consider an unrepairable system that has failed at some
specified time t. If component i has distribution Fi»with density fi
(i=1,2, ..., n), then the probability that i caused system failure
(given that the system failed precisely at time t) is

|

901, F(£)) - g(0,, E(ED] £, ()t
i E(£)) - 90, F(e)] f,(t)dt

(3.15)
3’

As described in Section 2.5.3, the process of repairing a failed
component is called an alternating renewa1‘process. In this case, the
component alternates between two states, an upstate and a downstate.

The probability that a failure occurs about some differential time inter-

val is We 1.(t)d’c, called the renewal failure density. We 1.(t) is
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analogous to fi(t) in the nonrepairable case. The probability that a
componént is down at time t is K}(t), called the unavailability of
component i at time t (analogous to Fi(t)). The probability that compo-

nent i caused system failure 1is

| 3=

(a1, () - 9005, KeD)] vy (£)dt
a1y, Ke)) - a(0;, Ke))lug

'|=

H

’1(t)dt

where

mean time to failure for component i

=
fl

mean time to repair for component i

-~
n
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T
0+ I.
L

lim A (t) =

t oo

Letting t+=, we obtain the stationary probability that component i

causes system failure

(901 B) - 9(0;, M/ (u; + 1) def

n ——,
LZ.: ] 19 A = g(ojs A)]/(UJ + Tj)

I,

BP,S§S
; .

(3.16)

As the following discussion shows, the result is reasonable on physical
grounds. wy t Ty is the average amount of time between failures for
component i; i.e., the average length of time for a renewé] cycle (see
Section 2.5.3.1.4). ]/(“i + Ti) is the average rate at which component
i fails in the steady state, i.e., wf,i(w) = ]/(“i + Ti). At large
times, the system failure probability is time-invariant since the

probability that each component fails is time-invariant.

3.6.2 Rate of First Failure Predicted by T* Method - The T* Method

described in Section 2.6.2.4.5 provfdes a direct way of determining the
probability that a component causés the system to fail for the first
time in [0, t] when repair is allowed. We can assess the importance of

a component in terms of the T* method as

;(t)
(t) =l (3.17)

Eﬁg

where g 1.(t) is given by expression (2.45). €Expression (3.17) is the
probability that component i causes system failure for the first time

in [0, t].
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3.6.3 Rate of First Failure Predicted by Steady-State Upper Bound -

If the distribution of time to first failure is approximated by

t

\ n Uity
F(t)=1- 1 Mt

[‘l - Agi]
i=1

expression (2.34), an expression analogous to (3.17) can be generated
by integrating (2.38) over [0, t] and conditioning on the first system

failure in [0, t]. The result is

1n[1-Agi]

HetT, ‘
S - 1 (3.18)

i n
> ln[l-Agi]
j:] — e,

T L
J J

where ag; = g(1,, R) - g(0;, R).
Notice that I?S does not depend on time.

We choose system 2-C, Section 2.6.2.4.6, to compute the importance
of each component in the system by expressions (3.16); Iy*(t), expres-

sion (3.17) and I?S, expression (3.18). The results are given in

Table 3-1.
TABLE 3-1
Listing of Component Importances for: System 2-C
*® * * *®
Component I:(.Olu) II (o m I: (1w I: (10w |§S l?P’SS
1, 20r3 .2220 .2210 .2201 2200 L2199 1 2196
4 . 3339 .3370 . 3398 . 3399 .3403 | .3411
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)
We see in Table 3-1, that there is close agreement between IE (t)
and I?P’SS. We see that in this eXamp]e the rate in which component i
causes the first system failure is very nearly the rate it causes sys--

tem failure in the steady state.

3.7 IMPORTANCE Computer Code

A computer code called IMPORTANCE was written and is described in
Appendix A. It requires as input the minimal cut sets; the failure
rates and fault duration times of all basic events. The failure and
repair distributions are assumed to be exponential. There are many op-
tions to the code concerning the input. The code computes as output
the following measures of basic event importance, (1) Birnbaum, (2)
Criticality, (3) Upgrading Function, (4) Vesely-Fussell, (5) Barlow-
Proschan, (6) Sequential Contributory and two measures of cut set impor-
tance, (1) Barlow-Proschan and (2) Vesely-Fussell. The code will be

available from the Argonne Code Center, Argonne National Laboratory.

3.8 Summary of Importance Measures

As a summary, we list in Table 3-2 all the measures of importance
given in this chapter and describe'brief]y their probabilistic meaning.

In this table the notation of Section 2.6 is adopted.

Fi(t) if basic event i has an infinite

E[Yi(t)] - qi(t) - fault duration time

K}(t) if basic event i has a finite
fault duration time (its ON

availability)

ELy(Y())] = g (g(t)) = g (F(t))
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where ¥(Y(t)) is the indicator variable for the top event

fi(t) (the density) if basic event i has an
- infinite fault duration time
Mg, 1(t) =

wf(t) (the failure density in renewal theory)
if basic event i has a finite fault
duration time
gi(g)t)) is the probability that a min cut set containing i is failed
at time t, 9 1.(t) is given by expression (2.45), and ag; = g(]i, A)
= g(o.i" E)-



IMPORTANCE
MEASURE

BIRNBAUM Basic

Event Importance

CRITICALITY Basic
Event Importance

UPGRADING
FUNCTION Basic
Event Importance

VESELY-FUSSELL
Basic Event
Importance

BARLOW=PROSCHAN

Basic Event
Importance

CONTRIBUTORY
SEQUENTIAL
Basic Event
Importance

TABLE 3.2 Summary of Importance Measures

PROBABILISTIC EXPRESSION

1., alh) - g(0., a())

g(_ 1) )
) ag(q(t))
Q(S(f)) 37\i(*).
afa®)
g(q(t))

t

S 1501, a0) - 500, )} wp (0 e

o

Zf{g(l . q(f)) -
|75|

i&j €K, for some £

*Given that system failure has occurred

Oi' q(t))} qi(f)dwf,i(f)'

MEANING

Probability that the system is in a state
in which the occurrence of event i is
critical.

The probability that event i has occurred
and is critical to system failure.*

Fractional reduction in the probability
of the top event when A (i') is reduced
fractionally.

Probability that event i is contributing
to system failure.*

Expected number of failures caused by
basic event i in [0, t].

The expected number of system
failures in [0,t] caused by

min cut sets that contain basic
event i with basic event i occur-
ring prior to system failure.

6LL



IMPORTANCE
MEASURE

STEADY-STATE
BARLOW-PRO SCHAN
Measure of Basic
Event Importance

FIRST FAILURE RATE
OF BREAKDOWN, T*
Basic Event
Importance

FIRST FAILURE RATE
OF BREAKDOWN,

SS Upper Bound, Basic
Event Importance

VESELY-FUSSELL
Cut Set Importance

BARLOW=-PROSCHAN
Cut Set Importance

TABLE 3.2 Cont'd

" PROBABILISTIC EXPRESSION

[o(1:, A) = g(0., A)1/(1+T)
2. (9(1;, &) = (0, ANk +T)
=

g, ;M)

29, ()
i r

In(l -Agi]/(#i”i)

n
2 1n “_-Agi]/(uiﬂi)
i=1

iIeIKqu(f)
g(q(t))
t Ki-{i}
T [0-50, 1 a0 adw, )
ieK, o - I/"£i ] !

I jeK.
|

*Given that system failure has occurred

Maintained system

MEANING

Probability that event i causes system
failure in the steady state.

Probability that event i causes first
system failure approximated by T* method.t

Probability that event i causes first sys-
tem failure approximated by steady-state
upper bound method Al

Probability that min cut set K, ‘is con=-
tributing to system failure.*

Expected number of system failures
caused by min cut set Ki.

08l
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CHAPTER FOUR

APPLICATION OF PROBABILISTIC IMPORTANCE TO SYSTEM DESIGN

In this chapter we apply the concept of probabilistic importance in
before-the-fact investigation. We use fault trees as a design tool in
upgrading system designs to improve their safety or reliability. We
also show how the concept of probabilistic importance can be used to

determine the optimal location for sensors in a system.

4.1 Upgrading System Designs

It is common during the design stages of the system to assume that
all components are unrepairable. If the importance measures are not
sensitive functions of time, then the importance of each event can be
assessed with knowledge of the proportional hazards only. This means
that systems can be upgraded on the basis of quantitative information

that is relative rather than absolute in nature.

4.1.1 Estimating the Proportional Hazard - The concept of propor-
tional hazards is discussed in Section 3.3. On the basis of the dis-
cussion given in Section 1.9.6.1, we may assign proportional hazard
rates to the following types of events given in Table 4-1, where the
hazard rates given below are on a per-demand or per-cycle ba5155 The
adjustment of these hazard rates to an hourly hazard rate depends upon
the system operating characteristics in time. On the basis of engineer-
ing judgment, an analyst may want to account for the system environment
or operating conditions in the assignment of proportional hazards. He

may simply do so on the basis of the K factors mentioned in Section 2.5.1.1.
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TABLE 4-1
Proportional Hazards for Human Error

and Component Failures

Basic Event Proportional Hazard,o
" Human Failure Rates 100 - 1
Quasi static components 1072 - 1074

Dynamic components
Hydraulic 1-107°

Dynamic Components 1-1073

4.1.2 Improving System Designs - A goal of fault tree analysis is

to identify weaknesses inherent to a system. The first step in fault
tree evaluation is to visually 1ns§éct the fault tree to see if there
are any first-order cut sets, i.e., any basic events that can indivi-
dually induce system failure.

If any such events are identified as making an unacceptably high
contribution to the top event, the sysfem must be upgraded, i.e., the
importance or the criticality of these events must be reduced. To re-
duce the probability of a component contributing to system failure, one
can (1) incorporate parallel or standby redundancy in the system, (2)
increase the re]iability of the component, e.g., by derating it, (3)
design to fail safe, (4) incorporate safety devices, (5) test a standby

component more often,* and (6) provide alternate modes of operation.

*See Section 2.5.2.3 that discusses the optimum test interval that
minimizes the unavailability of a component.
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Human error can contribute throughout the system cycle. Ervors during
construction and maintenance can be eliminated by rigid quality con-
trol. Errors in operation can be reduced by administrative procedures -
or by automating the system. The effect of maintenance errors can be
minimized by double checking or by monitoring critical components, e.g.,
the position of a manual valve.* If the analyst foresees any likely
environmental or operaticnal stresses, then components must be designed
to withstand these stresses.

In the following four subsections when upgrading system designs

are considered, we assume all components to be unrepairable.

4.1.3 Upgrading Function - It is the author's contention that

Birnbaum's measure of importance,

ag(F(t))

cannot be préctica11y applied for upgrading reliable systems. For a
given incremental reduction Ax in Fi(t), Birnbaum identifies the event

i that has the greatest effect in reducing g(F(t)); i.e.,

3ag(F(t))
EACH

jdentifies the event i for which the quantity

olF; (t), F(t)] - olF,(t) - ax, F(t)]

*If such procedures compensating for human error were incorporated into
the engineered safeguard systems discussed in Section 2.8.2.2.4, the
unavailability of these systems could, in some cases, have been reduced
considerably.
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is a maximum. Note that the above difference does not depend upon Fi(t)

because

ag(F(t))

EAGH
is not a function of F.(t) if basic events are statistically independent.
Recall that —3é—%%%2- (1 , _jt)) - g(Oi, F(t)). For reliable systems

i (t) var1es typ1ca11y between 1078 to 107! (where t can be thought of
as mission time). Thus, subtracting a given increment Ax from each
basic event failure probability is not a good test for system upgrade
because of the smallness and variability of Fi(t). Instead, we must

make fractional or relative changes in Fi(t). This can be done my

 making Ax a function of Fi(t):

where y is any given constant between 0 and 1.* The expression
glF; (t)s F(£)] - g[F.(t) - vF(t), E(t)]

identifies the event i that has the greatest effect in reducing g(F(t))
when Fi(t) is multiplied by a given constant 1 - y. In taking the limit
as y approaches 1 in the above expression, we identify the difference as

a differential quantity. Dividing the above expression by 1 - vy,

*A similar argument based on fractional rather than incremental changes

can be found in Appendix III, Section 3.6.1 of WASH 1400. [71] The Study
found that the spread in fai]ure rate data varied by multiplicative fac-
tors rather than incremental factors. The common and natural distribu-
tion for describing data that can vary by multiplicative factors is the
log-normal distribution. The normal distribution, on the other hand, is
natural for describing data that can vary by additive or subtractive incre-
ments. On this same basis we claim that the upgrading function is more
appropriate for improving system reliability than is Birnbaum's measure of
importance.
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multiplying by Fi(t)/Fi(t) (unity) we can then take the limit as y =~ 17,

RO

. glFy(t)se e sFy(t)seeooF (E)3-0LF (£)seeny Folt), . F
;lT- Fi(t) F:(t)(l =) 1

and identify the above quantity as being

29(E(t))
F ) SE

1

o . 3g(F(t))
Note that the above expression is a function of Fi(t) whereas —EF;(EY_

is not.

It is because of this reason that Birnbaum's measure of importance
can give significance to a relatively insignificant event. For example,
we can hypothesize that Tightning striking a missile can cause auto
ignition of the propellant and in turn cause an inadvertent launch of
a missile. We can estimate the probability of this event, denoted as
event A, to be ]O—Q/yr. Furthermore, we may guess that the probability
of an inadvertent missile launch due to all causes other than lightnind
is 107 /yr.

Birnbaum's measure of importance estimates the importance of the

event A to be
1-(1-(-107)) = .9999999 =~ 1.
On the other hand, criticality importance estimates the importance to be

.9999999 —7 -Io"g a .0]‘
1.01 x 10
The quantity that is physically measurable is the failure rate
Ai(t) as opposed to a failure probability of Fi(t). Hence, it is more

meaningful to upgrade a system according to the following expression:
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(t) ag(a(t))

M oA, (E)
If the analyst assumes that the failure rates are proportional
(assumption of proportional hazards, see Section 3.3), changes in Ai(t)
are equivalent to changes in 0y« Fractional or relative changes in o,

i
change g(a, ¢(t)) incrementally at a rate*

3g(as q(t))

a []
a0,
1 da,

or fractionally at a rate

a4 ag(as q(t))

3w ¢(€)) ° ~ vay

The last two expressions give the same relative ranking. The ad-
vantage of using the latter expression is that it yields numbers much

closer to unity. It shall be denoted as the upgrading function.

If we identify a component failure with hazard rate a% as the event

for whjch

O . Sg(g» Q(t))
o Q) s

is maximum, we may wish to replace the component with a more reliable

F

component with a hazard rate of o If

i . 939(as q(t))
g(ﬁa q(t)) ' Ba'i

*Recall from Section 3.3 that ¢(t ) where F (t) is the reference

cumulative fajlure distribution funct13n
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remains the maximum for all o between as and a%, then the optimal course

of system upgrade has been chosen. However, if there is a value of oy

F I

o <@y <ol in which another event j has a greater value:

o

2g(a, q(t)) o agla, q(t))

j ° > °
g(as q(t)) 0 FICArIE)) B

then the absolute value of

9ageres abs coos ans @(6)) - Glagenes ofs ooy ars q(8)) v
9ognrs ol a s q(t)) - gla o o a())
.i"" j’ 009 n’q i"" j’ v e ey n’

must be calculated to determine the optimal choice of system upgrade.

4.1.4 Upgrading Systems Under Cost Constraints - Designers or

manufacturers are always faced with cost constraints. They know that
extremely reliable components are generally very expensive. It is an
engineering challenge to manufacture a product that is safe and reliable
and still economically competitive.

A designer may be faced with a basic design of n components. Con-
tract specifications might require (1) that he design a system with a
failure probability of Tess than 9% for the system mission length, and
(2) that the cost of the system be Tess than $0. For each component i

he has a selection of m, models or types to choose where m; 3_1.‘ There

n

are a total of II m, component selections for the system. The failure
i=1 '
th

th

rate for the j~ selection of the i~ system component is denoted as

1.,

A, » the cost of this component is denoted as $%. For a particular
j
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&

. n .
selection j of n components, the cost of the system is . $1J-w1th
i=1

probability of system failure 9(39, t), assuming constant failure rates.

A computer algorithm can be devised that chooses the optimal selec-

n
tion of j in which 2, §,
&0

<$_ and Q(Aiia t) <g_. The upgrading
i= 0 — 70

function

. )\'i g(?_\_’ t)
gla, t) 3y

can be used in the manner described previously to identify the critical
components whose reliability must be improved. In general, it is possi-
ble to have two or more system designs; in this case, the computer can
choose for each system the most optimal choice of j. Decisions then

can‘be made as to the best design.

4.1.5 Other Measures of Importance Considered in Upgrading Systems-

For reliable systems, the upgrading function,

g(ﬁﬁ Q(t))
o '—T—

may be approximated by the criticality expression,

F.(t) ag(F(t))
i BFi(tj )
A.i "R(t)a_‘
Recall that Fi(t) =1~ - q(E))( and ¢(t) = Fj(t) =1 -e .
"'R t A- O, .
This implies that F.(t) =1 - e 377 For reliable systems R(t)

is a small quantity, and Fi(t) may be approximated by R(t)Ajai. Since
R(T)Aj is a constant with respect to s Fi(t) is proportional to o3

hence, for reliable systems
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Fy(t) ag(F( )) o 29(a, q(t))
g(F(t)) F (t)  glo, 4(t)) dog :

R4

As shown in Figure 3.3, for a parallel system of two components, the
criticality importance of components 1 and 2 is unity. The upgrading

function for component 2 approaches unity as g(F(t)) approaches 0.

The criticality expression for reltiable systems in turn can be
approximated by the Vesely-Fussell definition of importance. For reli-

able systems, the rare event approximation
N
=2, I Fl(t)
j=1 1eKj

is a good approximation for g(F(t)). g(F(t)) further may be written as

g(F(t)) = 2 I F(t)+ 2 1 F(t)
JoidkK, j ek,
1e|<3 1e|<3

substituting the above into the criticality importance expression

[9(1, E(t)) - g(0y, F(E))IF, (t)
g(F(t)) o
we get
I F_(t F.(t
[%: 1eKJ z( 1 1( )
]eKJ
Yi(t)=1
g(F(t))

which is the Vesely-Fussell definition of importance.
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It is the author's opinion that it is more meaningful to upgrade
systems by event importance rather than by cut set importance. When
replication of basic events occurs in cut sets, it is difficult to Took

at a cut set as a discrete entity.

4.1.6 Example of System Upgrade - In Appendix B, we show an exam-

ple of how the upgrading function can be used for recommending design
improvements and comparing competing designs. We assume proportional
hazards and show how decisions concerning the adequacies of systems can

be based on relativelrather than absolute determinations.

4.2 FMECA as a Sensitivity Analysis

Jordan [45] has proposed a method of performing a sensitivity ana-
1ysis in terms of failure modes and effects and criticality analysis
(FMECA). Component failure modes with class III or IV hazard categories
are placed on a critical items 1ist. (Recall from Section 1.6 that
class III and IV hazards have .a critical effect on the system or per-
sonnel). Component failure modes on the critical items list are grouped
according to their effect on the system. For example, we consider a
chemicé] processing system consisting of reactant and product streams
and a Ehemica] reactor. It is necessary in this system to cool the
reactant streams by a heat exchanger because the chemical reaction in
the reactor is exothermic. Table 4-1 is a critical items 1ist that shows
three failure modes of the heat exchanger that have different effects on
the system. In a similar manner, other component failure modes may be
listed according to their effect on the system. Then for each system
effect, Jordan ranks each component according to the product of (1)

probability of occurrence, and (2) the probability that the failure mode
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will produce the system effect when the failure mode occurs. Such a

computation and ranking is referred to as a criticality analysis.

TABLE 4-1
Critical Items List
Component Failure Mode System Effect Hazard Classification
Heat Coolant flow Product I
exchanger too high, re~ concentration
HX actant temper= | too low
ature too low
Heat Coolant leak Product stream ti
exchanger from shell contaminated
side to tube
side of HX
Heat HX plugged Reactant tem= v
exchanger coolant side perature too
high, poten-
tial for
explosion

As shown in Table 4-1, a component may have many failure modes that

have different effects on the system.

To assess the overall importance

of a component, Jordan sums over all failure mode probabilities in the
criticality analysis involving the component. The advantage of Jordan's
approach is simplicity. The disadvantage is that FMECA considers hard-
ware failures only, i.e., it is not as general as FTA. FMECA is also
inefficient in considering multiple failures, i.e., FMECA is primarily
a single failure analysis. FTA, on the other hand, is well suited for
analyzing complex systems on a functional basis and can describe

multiple failures.
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4.3 Optimal Sensor Location

We now consider locating sensors in a system according to the
probabilistic importance of basic events and intermediate gate events
in a fault tree. In Section 4.3.1, we consider monitoring components
directly that have a high probability of being critica] to system fail-
ure. Then, in Section 4.3.2, we consider locating sensors in a system
that monitors the state of a subsystem. We detect a fault in a subsys-
tem by its effect on the system, i.e., by the abnormal changes in the
physical properties of the system. Such physical properties include
flow rate, pressure, concentration, temperature, netron flux level,
etc. These subsystem abnormalities can usually be described by inter-
mediate events at the major systems level in a fault tree (see Fig. 1.15).
In this case, we use modular decomposition in calculating the importance
of a gate event for the top event in order to determine the optimal sen-
sor location. The designer is faced with one practical constraint when
locating these sensors in the system -- the response time of the system
to a subsystem or component fault must be greater than the time required
to detgct and rectify the fault if system failure is to be prevented.
In Chqpfer Five we consider the time response of the system to various

types of fault conditions.

4.3.1 Preventive Sensors - In a truly redundant system, no single

component failure can cause the system to fail. In these systems
(assuming failures are statistically independent) at least one component
must fail prior to system failure. System failure can be prevented by
replacing or repairing those components that have the greatest tendency
of (1) failing prior to system failure and (2) contributing

to system failure by being contained in a minimal cut set that causes
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the system to fail. Preventive sensors can be used to detect thése
failures. By ranking of each component according to its sequential con-
tributory importance (see Section 3.2.3.2), a designer can determine the
components whose failures should be detected by sensors.

The scram control circuit for a TRIGA nuclear reactor given in
Appendix C is redundant. There, the sequential contributory importance
of each component is computed and plotted to show the optimal locations

of preventive sensors in the circuit.

4.3.2 Diagnostic Sensors - We now consider systems in which there

is a finite response time for operator action before a min cut set can
cause system failure. .

In this case, a fault tree can be an adequate model for describing
the physical processes that result in an accident or system failure.

The intermediate events can describe out-of-tolerance conditions that
must occur if system failure is to occur. These events can be, however,
detected in time by sensors. Thus, use of diagnostic sensors or monitors
can arrest the propagation of failures.

For example, in Appendix D, a fault tree is given for a chemical
processing system that describes alreactor explosion in terms of three
subevents, (1) concentration of reactor stream too high, (2) temperature
of reactor too high, and (3) reactor pressure too high. Any of these
three events is sufficient to cause a reactor explosion. In Appendix D,
we compute the importance of each of these events by the modular decom-
position property to determine the subevent most critical to the occur-
rence of the top event. In this manner, we can determine the optimal

location of diagnostic sensors in our system. In our example of Appendix
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D, we have three choices regarding sensor location, (1) a flow meter
for the reactant stream, (2) a temperature gauge for the reactor, and
(3) a pressure gauge for the reactor. The example is an unpublished

work by Yoon [85].
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CHAPTER FIVE
. FAULT TREES FOR DIAGNOSIS AND SIMULATION

Subsystem functional faults can produce catastrophic results if
certain system conditions exist. For example, failure of an engineered
safeguard system at a nuclear power plant can result in release of
lethal radiation if a loss-of-coolant accident occurs. Another example,
loss of a hydraulic system while a commercial jet is in flight, can re-
sult in loss of control of the aircraft.' Fault tree analysis provides
an efficient means of identifying subsystem functional faults. The
information contained in the evaluation of the fault tree can assist
an operator in making decisions that have a bearing on the safety and/or
operability of the entire system When failure of a subsystem is observed.

In this chapter, we apply the concept of probabilistic importance
to after-the-fact investigation. If a fault tree can accurately simulate
system failure (i.e., if all failures can be described in terms of Boo-
lean logic) then the fault tree can be quantitatively evaluated to de-
termine the critical events. 1In the event of system/subsystem breakdown
a repair checklist can be generatea for an operator to follow. The ba-
sic events on the checklist can be ordered according to their importance
when system failure occurs. In Sections 5.1 and 5.2 we present methods
by which repair checklists can be generated. In Section 5.3 we present
a checking scheme, based on the concept of criticality, that minimizes
the expected time for system diagnosis. In Section 5.4 we discuss the
choices available to an operator in the event system failure is observed
and how decisions regarding system operation can be made based on a risk

assessment. In Section 5.5 we describe how a fault tree can be utilized
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as a simulation model for informational feedback during system fault

conditions.

5.1 Generation of Repair Checklists

The appropriate measure of importance to use in generating repair
checklists depends upon the type of system analyzed and its operating
characteristics. We consider three types of systems separately, (1)
passive standby systems such as emergency cooling systems, (2) contin-
uously operating systems that are maintained; this includes most commer-
cial operations such as power plants and chemical plants, and (3) opera-
ting systems that are not maintained during their mission life such as

missile and satellite systems.

5.1.1 Standby Systems - Many safety systems are standby systems.

They generally remain idle during their expected Tifetime. There is a
disturbing possibility that equipment, particularly passive components

in these systems, can fail pﬁior to demand and render the system inoper-
able. Critical standby systems such as engineered safeguard systems at

a nuclear power plant, are tested periodically to decrease the 1ikelihood
that equipment will be unavailable upon Aemand (see Section 2.5.2.2.1)

In this section, we show how to generate repair checklists in the event
these systems fail to operate when tested. In Section 5.1.1.1, we show
how to calculate the unavailability of components in standby systems.
Finally, in Section 5.1.1.2, we consider the appropriate measure of

importance to use in generating checklists for these systems.

5.1.1.1 Unavailability of Components in Standby Systems -

If active components are tested frequently and maintained, it is reason-

able to assume that their failure rate remains constant during the
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system mission time. Active components in these systems must change
state when called upon to operate, e.g., fe]ay contacts must close,
pumps must start, etc. Failure rate is described on a per-demand basis,
i.e., by failures per cycle. The unavailability of these components is
simply equal to their failure rate as shown in Section 2.8.2.2.1.

If testing the system at the end of some specified time interval
(0, T), verifies that a passive component is working properly, then the
probability of the component failing at T is simply F(T), where F is its
life distribution. The unavailability of these components at test is

simply F(T) where F(T) = 1 - e 7

=~ AT for AT <°.01. 1In this case, the
failure rate is given on an hourly basis, e.g., failures/hr. In other
instances the working state of a passive component may be verified at
another inspection interval. If the length of this interval, TI’ is

much smaller or much greater than the system inspection interval, T,

then the component's unavailability can be calculated using the expression

Ai = A TI/2 (5.1)

given in Section 2.5.2.2.1.

Table E-1 of Appendix E demoﬁstrates how component unavailabilities
for standby systems are calculated. In Appendix E, checklists are gen-
erated for the low pressure injection system (LPIS) which is a redundant
standby safety system at a nuclear power plant. Technical specifications
require that the LPIS be tested once a month. Each leg is tested by

turning on a pump. Successful operation is verified by examining a

‘pressure gauge. In Table E-1 the unavailability of all active components

required to change state upon demand is simply given by their cyclic

failure rates. The unavailability of passive components, such as wires
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in the control circuit, pipe ruptures, etc., is given simply as AT where
A is their hourly failure rate and T their fault duration time, given as
720 hours (= one month). Also the unavailability of active components -
that are dormant (do not change state at test) but can disable the sys-
tem through inadvertent actuation is also given as AT. For example, a
normally-open motor-operated valve closing and preventing flow through

a LPIS leg is such a component. In the LPIS, a pipe blockage or plugging
can only be verified during refueling, which occurs once a year. The
effective fault duration times for these events are given by 8760/2
where 8760 = number of hours in a year. Division by two results from
relation (5.1). The AC and DC power systems required to operate the
pump and open the valves are continuously operéting maintained systems.
Their unavailability is simply given by their steady state limiting

unavailability.

5.1.1.2 Appropriate Measure of Importance for Standby System -

It is clear from the discussion of the previous two sections that several
cut sets can fail at test or on demand in standby systems. In this case,
components contribute to, but do not necessarily cause, system failure.
The assumption that a single component cadses system failure in an in-
stant of time is not valid because several dynamic components can fail

to change state simultaneously. Hence, it is felt that the Vesely-Fus-
sell definition of importance is suitable for ranking components in a
standby system (see Section 3.2.3.4). Sequential measures of importance

are not appropriate in this case.

5.1.2 Maintained Systems - For component failures that are statis-

tically independent, it is a good assumption for a continously operating
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system that system breakdown is céused by a component failing at some
instant of time. The measures of importance that are suitable in rank-
ing components in maintained systems are the steady-state sequential
measures of importance, i.e., expression (3.16), the probability that

a component causes system failure at steady state. The limiting expres-
sion for the sequential contributory importance can be obtained by a

development similar to the one that led to equation (3.16):*

Rlolly, 13 B - a1y, 05 DI lughey)
i#]

. (5.2)
9;[9(1 2 A) - 9(02, E)]/(“f’[g)

In the chemical processing system analyzed in Appendix D, we used an
expression similar to (3.16) in calculating the probability that a
module in a fault tree causes system failure at steady state.

The sequential measures of importance give additional information
regarding the failure history of a system, such as the most efficient
way of diagnosing system failure. For example, a component contained
in a cut set of order two may have a relatively high probability of
causing the system to fail. In turn, the failure of this component may
be difficult to check. The operator can have the option of checking the
other components contained in the same min cut sets and determining in-

directly whether this component has failed.

5.1.3 Non-maintained Systems - The same ideas apply to non-main-

tained systems when computing importance. The exception is that the

*Expressions (3.16) and (5.2) are time differential measures of impor-
tance rather than time integrated measures of importance.
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sequential measures of importance are time dependent and are calculated

in tems of the‘density, fi(t) (e.g., see expression (3.15)).

5.2 Checklist Generation Scheme

5.2.1 Practical Considerations - The occurrence of some basic events -

in a system may not be physically detectable. In the fault tree simula-
tion of the system, the fault must propagate to a higher order event in
the fault tree where its effect can be linked to some physically measu-
rable quantities such as changes in temperature, pressure, flow rate,
etc. to be detected. In this case, the fault tree must be modularized
and higher order events (i.e., gate events) must be treated as basic
events in the checklist.

In generating the checklist, false alarms should be considered, i.e.,
the reliability of the monitoring device that indicates system failure
should be considered.- In highly reliable systems, false alarms can be
much more frequent than system failures so that the operator is "trained"

to assume a false alarm.

5.2.2 Ordering of Basic Events on Checklist - The order in which

the components are listed on the check]%st should reflect the knowledge
the operator gains about the system as he examines each component in the
checklist. The ranking of thebasic events should be done on a conditional
basis. For example, if the operator finds that the first event has ndt
occurred on the checklist, then the second event on the checklist should
be the most critical to system failure, given that the first event has

h

not occurred. In general, the it event is most critical to system fail-

ure given that the first i - 1 events have not occurred.
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5.2.3 Sublist Generation - If a component, say i, in the checklist

is found to be failed and is contained in a cut set of order two or
higher, then a sublist is generated for component i. In the sublist we’
generate a rgnking of cut sets containing component i by computing the
probabilistic importance of these cut sets with component i failed.
Again, we compute importance on a conditional basis. We then check the
components in the cut sets that contain i. In general, it is unwise

to include triple or higher order cut sets in the sublist. For main-
tained or inspected systems, the simultaneous occurrence of three inde-
pendent events is rare. The author feels that the criteria adopted by
the Reactor Safety Study are valid for checklist generation, i.e., re-
tain the most important cut sets: (1) single passive faults, (2) single
active faults, and (3) double active faults. If these criteria are
adopted, the sublist is a single columnar list of active components
ranked according to their probability of occurrence. By keeping only
the most important cut sets, a multitude of trivial combinations that
are normally given in a typical fault tree are eliminated from consider-
ation. The purpose of the checklist is to aid the operator in making

decisions that have to be made under a time constraint.

5.2.4 Dependent Events in a Checklist Generation - Though all basic

events are assumed to be independent, dependent failures can be incor-
porated into the scheme by including basic events that cause secondary
failures. On our checklist we can include basic events that describe
environmental or operational conditions capable of simultaneously fail-
ing two or more system components. When we check for these secondary

failure conditions, we generate a sublist for the components sensitive

to these conditions.



5.2.5 Flowchart for Checklist Generation Scheme - The procedure

that the operator must follow to examine the checklist is summarized in
terms of a flow chart given in Figure 5.1. It shows that the checklist
will change to reflect the increased knowledge concerning the system as

time progresses.

5.2.6 Example of Checklist Generation Scheme - In Appendix E, we

apply the checklist generation scheme of Figure 5.1 to a low-pressure
injection system. As stated in Section 5.1.1.2, the appropriate measure
used to rank basic events for standby systems is the Vesely-Fussell

measure of importance.

5.3 System Diagnosis Under a Time Constraint

In Section 4.14, we considered upgrading systems under a cost con-
straint. The complementary prbb]em in this chapter is system diagnosis
under a time constraint. In Sections 5.1 and 5.2, we generated repair
checklists solely on the basis of probabilistic importance. We did not
consider the time required to check components. In some cases, there
may be a considerable risk or system degradation while a system or sub-
system is down. In this section, we propbse a checking scheme that mini-
mizes the expected time required to diagnose system failure based on the
concept of component criticality. The scheme is based on an expression
that is a function of the component checking times as well as their pro-
babilistic importance. We now consider the restrictions and assumptions

that apply to this expression as we derive it.

5.3.1 Expression to Minimize Checking Time - We assume that system

failure is observed in some relatively small interval of time. It is
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then reasonable to assume that if component failures are statistically
independent, a cut set caused system failure and that one component is
critical to system failure, i.e., W(]i, Y) - W(Oi, Y) = 1. We check all
components in the system one by one until failure of a critical cut set
is observed (see Section 3.2.2.1).

First let us discuss a procedure in which a component is randomly
chosen for checking. There are three possible outcomes regarding the
state of the system as we check this component.

1. The component has not failed.

2. The component has failed but is not critical to system failure.

3. The component has failed and is critical to system failure.

If this component is chosen first to be checked and it is found to
be failed, we stop checking only if the component is contained in a sin-
gle-order cut set (i.e., it is in series wifhﬂthe rest of the system);

otherwise we continue checking.

5.3.2 Notation - We adopt the notation of Section 3.8. In addition,
let Ti denote the time required to check component 1i; qi(t) 20945 Py = 1
- a5 TS = time to diagnose system failure; (1K, On'K, Xﬂ'n) be the state
vector of a system comprised of N component where n components have been
checked, n < N, K component have been found to be failed and n-K compo-
nents are not failed; let C'(Y) denote the set of components that have

been checked and C°(Y) the set of components that have not been checked.

5.3.3 Derivation - An expression for the expected time to diagnose

n
system failure, E[T_], involves . 211 terms where N = number of com-
s

]
ponents and i is the order. The first seven terms according to order

are given by
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Tp Py 459001, @) T3 by Ppt39(0ys 0p, 9)
E[T.] =T, + + + .

Tp 9y 8290015 @) T3 Py 9p839(015 155 @)

T3 a7 Ap859(145 155 @)

¢ (U . N, o P T
First Second Third
Order Order Order

where the terms following the vertical brackets are summed.

There are 2" possible arrangements involving E[Ts]‘ Note that in
the ordering given above, if we check component 2 first and component 1
second, the terms involving T3, ...Tﬁ do not change. To determine which
component to check first, we minimize E[TS] with respect to the first
two terms and neglect third and higher order terms since they have no
effect in finding the minimum in this case. If

T1P249(055 a) ToP129(0> @)

Ty ¥ > T] + (5.3)

T1a,89(15, q) ToPq8,9(145 g)

then component 1 should be checked before component 2 and, in general, if

Tiijig(Oj, q) Tip;059(04, g)

T, + > Ti + (5.4)
T-qu'Aig(]j’ q) quiAjg(]'i’ a)

for all j(#i), then component i should be checked first. The argument
can be extended each time we check a component in the system. In general,

if we have checked n components in the system, the next component we
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should check is again determined by an expression simi]ér to (5.4)

LR
T. + > T, +

J k n-k  N-ny k ~n-k Nen
Tiqu'ig(]j’ 1 s 0 s Y ) qu'iAjg(]’i’ 1, 0 s Y )

k n-k (N-n _ k An-k (N-n
T.p.A-g(Oj, 1%, 0 s l ) TJp-iAjg(O.i’ 17, 0 s X_ )

(5.5)
where 1 & jeC°(Y). The optimization procedure in expression (5.5) is

referred to in decision theory as a one-step-ahead optimization policy. [62]

5.3.4 Series System - Let us use expression (5.4) to determine which

component should be checked first for a series system with N components.

In this case,

N N
gl@=1- 0 (1-q)=1- 1 pg,
i=1 i=1
then (5.4) becomes
Tipy TPy TPi I P
T, + kK#i > T, + ki
J k#j J k#J
Tiqj « 0 qui - 0.

This imp]ies that

Ty * T4p; I P > Ty * T5P4 mP

k#i k#1
k#j k#J

for reliable systems 1 p, =~ 1
k

k#i
k#J

Tj + Tipj > T1 + iji
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or
T. T.
s for all jfi.
CIj q'i

The above inequality states that the component with the'minimum value .

of Ij_should be checked first, an intuitive result for a series system.
45 N
5.3.5 Parallel System - For a parallel system, g(q) = II q (5.4)
=1
becomes

.+ T.q, .+ T.q.

TJ quJ 217'&11' q2>T1 TJq1 2[;}1' qg
%3 573

T;00- Oq) >T,(0 - 11 qp)

7] i

for reliable systems [3 q, ~0, 1 q, = 0, which implies that
L# 2]

Tj > T,i for all j#i.

For a parallel system, the above inequality says that the component with
the minimum check time should be checked first, again an intuitive result.
A disadvantage to the above scheme is that it maximizes E[TS] with
respect to the first two terms only. Third and higher order terms may
have to be considered in finding the true optimal checking order. The
author conjectures that it is extremely difficult to set up a generalized
expression that minimizes E[TS]. Expressidn (5.5) is easy to compute and

gives intuitive results for the series and parallel cases.
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5.4 Decisions Regarding System Operation Based on Risk Assessments

After the operator has identified the basic events such as hard-
ware fajlures and maintenance faults that have occurred, the incfeased
risk of operating or the system degradation can be determined by quan-
titatively evaluating the fault tree for the entire system. On the
basis of such factors as (1) the length of time it may take to repair
components or rectify human errors or (2) the severity associated with
loss of subsystem or component, decisions may be made regarding the
operatibn while repairing components (3) operate system and simultaneous-
1y repair or (4) operate the system without repair. For example, all
four choices are, in principle, available to an operator at a nuclear
power plant if an engineered safeguard system is found inoperable.
Choices (1) and (4) are available to a pilot who finds a hydraulic sys-
tem inoperable in flight, i.e., he may land his aircraft at the nearest

airport or continue his flight to his final destination.

5.4.1 Shutdown Decision at a Nuclear Power Plant - As an example

of a decision to be made on a risk-assessment basis, consider a failure

of low-pressure injection pump A revealed during its monthly test (see
Appendix E). The operator would 1ike to know if this failure warrants
plant shutdown. Technical specifications require the plant to be shut-
down to a hot standby condition if repair takes longer than 24 hours, i.e.,
T > 24 hours, and to a cold standby condition if T > 48 hours. The effect
of the failure of pump A means that leg A is 1n§apacitated until pump A
can be fixed. That means that the LPIS system has lost its redundancy.

If a double ended pipe rupture should occur and the leg B pump should

fail to start, the potential exists for a large radiological release.
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There is, however; also a finite risk associated with plant shutdown.
In the next section we use the quantitative information presented in
the Reactor Safety Study and in Appendix E to compute the risk of shut-
ting down the plant versus the risk of plant operation with one LPIS
pump out of service. We include the éffect of therma] transients in-
duced by shutdown and startup. We then determine the time interval T
for which the risk associated with plant operation becomes comparable
to the risk of shutting the plant down. By such a determination the

maximum allowable repair time T can be established.

5.4.1.1 Establishing Maximum Allowable Repair Time,T -

From Appendix E, Table E-2, we see that with one LPIS pump out of service,
the probability that the entire LPIS fails on demand is 7.949x10'3.
From Table 2-4, the probability of a large pipe break is 10'4/yr.* The

hourly risk then associated with plant operation with one LPIS pump out

of service is

Prob (radiological release/hr | one LPIS pump failure) =

A (large pipe break/hr) * Prob (LPIS failure | one LPIS
pump failure)

107%yr x (1 yr/8760 hrs) x 7.949 x 1073
9.0742 x 10" /hr. (5.6)

In the case of a PWR, the Reactor Safety Study considered accident chains
with loss of offsite power as an initiating event. They considered that

this accident sequence significantly contributed to the overall risk of

*In the event of a small pipe break, the high pressure injection system
can provide emergency cooling.
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nuclear power plant operation. If both the main feedwater and auxiliary
feedwater systems fail to operate following this transient, the heat
sink is lost for decay heat removal. The steam generators would be
emptied in about 1/2 hour, causing the reactor coolant in the primary
loop to heat up. The reactor coolant would be discharged through the
pressurizer relief valves causing the reactor core to be uncovered.
Within approximately 1-1/2 hours after the transient, core melting
would start. Various accident sequences were hypothesized that would
result in loss of the main.feed water and auxiliary feedwater systems
with loss of offsite power as the initiating event. As shown in Table
5-1, these sequences make a significant probability contribution across
the entire release spectrum. |

TABLE 5-1
Transient Event Probability Contribution

Release Category R PTE,R PTE,R/PTOTAL, R X 100%

1 9x1078 1%
2 5x107 1%
3 2x1077 | 4%

N 6x1078 1.2%
5 ax10”7 8%
6 4 x 107° 10%
7 8x107° 2.66%

where PTE R ™ probability per year that an accident sequence with the
3
initiating event "loss of offsite power" results in the

loss of the heat removal systéms, a core melt and the

indicated release.
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PTOTAL,R = probability per year that the indicated release occurs
from all causes with initiating events, large LOCA,
small LOCA, reactor vessel rupture, transients events, etc.

The probability of the accident sequence, PTE’ took the general form

n (5.7)
H P‘ 507
1 o

Prg = P

where P] probability that loss of offsite power occurs during normal
operation = .2 occurrences/year

probability that the ith

)
n

event in the accident sequence
occurs.
For our example, we are concernéd that during the scheduled shutdown of
the plant, an operator error is committed that causes a turbine trip,
which in turn imposes a transient instability in the electrical grid
network resulting in loss of offsite power. We estimate that the proba-
bility of operator error during shutdown causing a turbine trip is 10'2.
Based on Federal Power Commission data, the probability that offsite
power is lost during a turbine trip is 1073, [72] The probability that
an operator error is committed during shutdown causing loss of offsite

power is obtained by multiplying P in Table 5-1 by the ratio

TE,R

-2 -3
- -5
— 5 —=5x10".

The probability of a rqdiologica] release caused by an operator error
described above is

5 x 1075 i Poe = 7.0 x 10710 (5.8)
P =7 : ‘
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During shutdown and startup thermal transients may increase the proba-
bility of the loss of coolant accident (LOCA). We assume that the
probability of the LOCA is the same during shutdown and startup but

different from the value during steady state generation. We define o

as

A (LOCA during SHUTDOWN OR STARTUP)
A (LOCA at STEADY STATE) '

After repair or replacement of the LPIS pump, plant startup begins. The
LPIS unavailability is given in Table E-2 as 5.064 x 10'4. We estimate
the time required to shut the plant down or start it up as 24 hours.

The increased risk due to shutdown and startup is

(a=1)(10"%/yr) (1 yr/8760 hrs) [7.949 x 1073 + 5.064 x 10747

24 hrs.
= (a-1) 2.32 x 1079, (5.9)

We eliminate failure of other engineered safeguard systems to simplify

the analysis.* From (5.6), (5.8) and (5.9), we express the allowed re-
pair time, T, as a function of a, by

9.0742 x 10711 7= 7.0 x 1070 + (a-1) 2.32 x 1072, (5.10)

Equation (5.10) is plotted in Figure 5.1. We see that ifa= 1, Tis given
by 7.7 hours, a lower bound in this analysis. The actual value of o will
dictate the value for T. The above analysis not intended to be rigorous.
It does show, however, how decisions regarding system operation based on

a risk assessment can be made when system fault conditions occur.

*The unavailability of the LPIS with one pump out of service should domi-
nate all other engineered safeguard system unavailabilities, making ex-
pression (5.9) an accurate approximation.
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FIG. 5.2 Determination of Maximum
Permissible Repair Time

5.5 Utilization of Fault Tree Simulation for Informational Feedback

During System Fault Conditions

We combine all the concepts presented in this chapter to show how
fault tree analysis can be applied in the operational phase of a system.
In this section, we consider fully maintained systems at steady state.
We devise an algorithm to show how fault tree logic can be programmed in
a computer and through teletype communication to assist an operator in

making decisions and initiating actions that have bearing on safety.
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In Appendix D,'we described how a fault tree of a chemical proces-
sing system could be modularized into subevents. These subevents des-
cribed out-of-tolerance conditions whose occurrence can be detected by
a sensing device. This implies that the effect of these conditions can
be measured and monitored on an instrument panel. This further implies
that a fault tree, in some cases, can be used as a simulation model in
forewarning the operator of potentially catastrophic féu]t conditions.
We showin this section how the system can be efficiently diagnosed to
determine the cause of system failure when these conditions occur. Then
decisions regarding system operation based on risk assessments can be
made as described in Section 5.4.

We now identify two types of fault events in fault tree simulation.

5.5.1 Fault Events in Fault Tree Simulation - One type of fault

event to be considered is an event that must be combined with at least
one other primary event in the fault tree if the top event is to occur.
This implies that this fault event is an input to dan AND gate at a higher

level 1in the fault tree. We call these fault events, properly contained

fault events, because the min cut sets Fo these events are properly con-
tained jn min cut sets for the top event. For these fault events, we
show how probabilistic importance can be computed to identify components
whose failures are critical to system failure. In this manner, we can
reveal the necessary components which must not fail if system failure is
to be prevented and the accident avoided.

We also consider a second type of fault event that can, by itself,
cause system failure, i.e., there is all OR logic associated with propa-

gating the fault event to the top event. We call these fault events
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self-propagating fault events. If the response time of these fault

events are greater than the time required for operator action in avert-
ing system failure, then the top undesired event can be avoided. For
some self-propagating fault events, there may be an adequate amount of
time to examine the system to determine the components that have failed
before deciding on the mode of operation while the system is being
repaired. In Section 5.5.1.2, we show how the expected checking time
to diagnose system failure can be determined for self-propagating fault
events. If the response time to the cut sets of these.fault events is
known, we can establish whether there is a sufficient amount of time

for checking before deciding on the proper course of operator action.

5.5.1.1 Properly Contained Fault Events - From the previous

discussion, fault events that cannot propagate by themselves to the top
event are called properly contained fault events. When these fault

events occur, the following information can be provided in assisting the
operator in making decisions regarding the future operation of the system:
(1) the basic events most critical to system failure when the fault event

occurs and (2) the mean time to system failure when the fault event occurs.

5.5.1.1.1 Importance Ranking to Determine Critical

Components - For continuously operating systems, we stated in Section
5.1.2 that the appropriate measures of importance to rank basic events
are the sequential measures of importance. In Appendix C, we mentioned
how the sequential contributory importance measure can be used to locate
sensors in a system. We claimed that, for redundant systems, the compo-

nents that have the greatest tendency of failing prior to system failure

should be monitored.
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In this section, we consider the opposite situation. Given that
some intermediate fault events, M, has occurred, what are the basic
events expected to occur if system failure is to occur? For a main-
tained system at steady state, we can determine these critical basic
events by setting the indicator variable of the fault event equal to
ohe, YM = 1, and then rank basic events by the steady-state Barlow-

Proschan measure of importance, given below (see expression 3.16)

M + M &
[g(].is LI A) - g(o'i’ 1, _A_)]/(U.i""f.i)

(5.11)

=

N E)]/(]—lj"—r)

n
M =
J%[g(]\]’ 1, __A_) = g(OJ, 1 j

Using expression (5.11), we can monitor the critical components while

system diagnosis and repair is taking place.

5.5.1.1.2 Mean Time to System Failure - The mean

time to system failure when fault event M occurs is given by an expres-

sion similar to expression (2.44)

MTFF > 1 . (5.12)
1

where Ag,-UM, A) = g(1;, M7 - g(0,, ™, om.

Expression (5.12) is an indication of the amount of time available to an

operator for system diagnosis when a non-propagating fault event occurs.

5.5.1.2 Self-Propagating Fault Events - We now consider fault

events whose min cut sets are min cut sets for the top event, i.e., self-

propagating fault events.
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. If we know the response time of all min cut sets for these fault
events, and the checking time required for all basic events in these
cut sets, then we cah determine whether there is enough time for opera-'
tor action. There are basically two distinct choices regarding operator
action when system fault conditions occur, (1) immediate remedial action
and (2) system diagnosis followed by remedial action.* The choice de-
pends obviously on the expected response time of the fault event in
causing the top event to occur. In the foliowing section, we show what

action should be taken if a self-propagating fault event occurs.

5.56.1.2.1 Response Time Probabilities for Self-

Propagating Events - In this section, we derive the following two

expressions, (1) the probability that there is sufficient time for an
operator to take immediate remedial action and (2) the probability that
“there is sufficient time to diagnose the cause of system failure. The
determination of these probabilities will tell the operator the choices
available to him when a self-propagating fault event occurs.

We now present the notation used to derive these probability

expressions:

Notation: Let M denote a self-propagating fault event; Kj be a minimal

cut set contained in M; TéRA be the time required for immediate remedial

action when M occurs; TE. be the checking time required to verify that
. .

min cut set, Kj, has occurred; let T&S be the response time for cut set
J
M

Kj to cause system failure. Let Y be the indicator variable for M with

L] = n(@).

*Immediate remedial action is any action that can be accomplished in a
relatively short period of time; examples include (1) pushing a scram
button, (2) closing a valve and (3) closing a circuit breaker.
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5.5.1.2.1.1 Derivation of Immediate

. Remedial Action Probability - The probability that a basic event 1,

ieM, causes M to occur in the steady state, given that M just occurred

is given
[h(1;. &) - 004, D1/ (nytey)
= — . (5.13)
Z[h(]Js f\_) - h(o-’ A)]/(U-'l"l'-)
jeM J J J
If thefrare event approximation is valid, then (5.13) becomes
> n &,
J ieKj
2eKj / (“1+Ti)
ik (5.14)
— — 5.14

where KjeM. Expression (5.14) follows from a derivation given in Section

4.1.5. Let
14f T,ﬂRA > TIR(S
K o ip 7IRA RS

When a-self-propagating event occurs, the probability that the operator

cannot take immediate remedial action is given by

z: ) YIRA
1‘%4 3 1k -
Yefj [ (ugtrs)
1 _ . (5.15)
Z[h(]Ja A) - h(OJ’ A)]/(UJ+TJ)
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5.5.1.2.1.2 Derivation of System Diag-

nosis Probability - The probability that an operator has sufficient

time to diagnose failure, i.e., find out what cut set has failed, is a
more difficult determination. We assume the operator can interact with
a computer. Furthermore, we assume that a computer program is set up
that determines an optimal checking scheme that minimizes the time re-
quired to diagnose system failure as described in section 5.3.

The order in which components are checked is determined by expres-
sion (5.5). For each cut set Kj we set up the vector (QﬁtK‘, 1fEKj).

We use expression (5.5) successively, until on the nth

step, we observed
that min cut set Kj has occurred, i.e., (QP'IKjI, 1|Kj|, YN_n) where le
is the number of basic events in Kj. The expected time to diagnose sys-

tem failure when Kj occurs is given by

ELT] - T
ieCK (Y)

J

where CL.(X) is the set of components which must be checked to determine

Kj has caused system failure and T, is the check time required for basic

event i. Let

.o D
1 if TK.-— K.
= J J

0 if Ty < TR
J J

then the probability that the operator does not have sufficient time to

diagnose system failure when M occurs is given by
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ZZHAY?

ieM ) 3 1E§J
2
YE-'I / (ll-i+T.i)
(5.16)
E[h - 004 B/ (ujtey)
JjeM

A predetermined course of action can be prescribed by expressions
(5.15) and (5.16) when.self-propagating fault events occur. Expression
(5.16) indicates if there is enough time to diagnose the cause of sys-
tem failure; if there is not, then we determine by (5.15) if there is an
adequate amount of time for immediate remedial action. If the fault
event propagates instantaneously, then an automatic system response is

required to avert system failure.

5.5.2 The Occurrence of Two or More Cut Sets - We assumed in Sec-

tion 5.1.2, that for a continuously-operating maintained system, system
breakdown is caused by a component failing at some instant of time. The
possibility exists that two or more cut sets can occur when a component
causes the system to fail.

For. example, let us assume that it is observed that a cut set, say
Kj, of order two or higher caused the system to fail. If we can éstab]ish
which component, say i, actually caused the system to fail, then we can
generate a listing of other cut sets containing i that can also occur.

We can do so on the basis of the following expression,

Ky Ky K-11) Kg-{i} _ _
[, 1% B -g(0,17 .1 ,BI0 A /(a4
1 T mek ™V
m# i
Ky K037 _ -
[9(]_ J: A) - g(O'i’ lJ , D1n An/(u1+r1-) (5.17)
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where 1‘e|<j and iekg. We are conditioning on the event that i caused

system failure with Kj, one of the cut sets that caused system failure.

5.5.3 Flowchart for Computer-Operator Interaction - We now des-

cribe an algorithm presented'in Fig. 5.3 which is suitable for computer
implementation. The algorithm shows how the operator can interact with
a computer in diagnosing system failure with fault tree logic. The ex-
pressions presented in Sections 5.5 and beyond are evaluated in the

computer as the operator provides teletype input.

Description of Algorithm

The computer stores in memory the cut sets and failure rate data.
When a fault condition occurs, the operator inputs all known parameters
into the computer.‘ The computer identifies that a fault event occurs
or asks for additional information. The computer identifies a fault
event as either a self-propagating fault event or a properly-contained
fault event.

In the case of a properly-contained fault event, the computer prints
out the vital data as described in Section 5.5.1.1, i.e., (1) the mean
time to system failure and (2) a listing of critical components that
require monitoring.

If a self-propagating fault event occurs, then the computer tells
the operator if there is adequate time for checking. If there is not,
the computer tells the operator about the immediate remedial action
required.

If there is a sufficient amount of time for checking, the computer
asks for any known component failures. On the basis of this information,

the computer lists the most important events that should be checked first.
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If the time required to check is 1imited, then expression (5.5) is used
to generate the checklist. If the most important events have not
occurred, then the computer 1lists the second most important events by
the iteration process described in Appendix E. This iteration process
uses the information the operator gains as he examines the system.

The operator interacts with the computer via teletype communication to
inform the computer of all components that have been found to be failed
during the checking process. The computer continues the iteration pro-
cess until the occurrence of a min cut set has been observed or a false
alarm has been diagnosed.

If the operator observes some environmental condition that has
occurred, then he checks all components sensitive to this environmental
condition. He also checks for any other min cut sets that may have
occurred after establishing the cause of system failure. Based on a
risk assessment as described in Section 5.4, the computer informs the

operator of the proper course of system operation.



Legend

Teletype input from
operator to
computer

Computer output
which includes any
communication
with operator

Declsion block

Properly contained No

fault event

f/‘ Operator inputs
any known com-
ponent failures

!

Computer prints
out vital data,
mean time to
failure, list of
criticol compon-
ents that require
monitoring

223

Observation of a system
fault condition for a main-
tained system at steady
state

Computer asks for
Coded Input variables; additional data
flow rate, temperature

mode of operation, loca=

tion index

sufficient data
given to identifying

any fault
event

ts alt
appropriate data
given

Can
the inter~
mediate event by itself
gause the top event

Computer prints
"Unable to identify
any intermediate
events"

Self-propagating
fault event

there time
available for
checking

Is

Automatic

there time system
— = available foe:iu.m‘mediate response
Y remecia required

action
Computer generates

checklistito minimize
checking time
required

Operator
performs the
remedial action
necessary

bommmmm—

The operator informs
computer of all com~-
ponents that are in a
failed state during
checking process

FIG. 5.3 Flowchart for Operator-
Computer Interaction

Simulation Process



224

The operator informs
computer of all com=
ponents that are in a
failed state during
checking process

Fatlure of
amin cut set
observed

Computer prints
“unable to identify
any intermediate

environmental

Operator
events" conditions observed checks components
that can simultaneously sensitive to

fail more than
one compon-

these conditions

/" Operator establishes
the event that caused
system/subsystem
failure

The computer generates
a list of other cut sets
that can occur

/
The operator informs
computer of any other
components failures

Based on a risk assessment
the computer ihforms the
operator of the mode of
system operation when
repair takes place

FIG. 5.3 (Cont'd.)



225

CHAPTER SIX

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS

FOR FUTURE WORK
6.1 Conclusions

6.1.1 Application of System Safety Techniques - The first method

to be applied in any safety program is a preliminary hazards analysis.
The prime objectives of a PHA are to identify, minimize and control
hazards. A PHA is ideally performed at the conceptual stages 6f the
system 1ife cycle, though in practfce it can be applied later and still
accomplish its objectives. A failure-mode-and-effects analysis should

be initially performed at the désign stage of the system. At that point,
a FMEA can identify any single hardware failure modes that are critical
with respect to the system's safety and/or reliability. A criticality
.analysis can rank these failure modes according to their probability of
being critical with respect to system failure. Component criticality

can be reduced by design changes at either the system or component level.
Fault tree analysis is best applied during the detailed design stages of
a system. FTA is particularly efficient in identifying basic causes such
as hardware failures, human error,‘and environmental conditions that can
cause subsystem functional faults to occur. The structuring of the fault
tree at the top level provides an efficient format for describing the
accident phenomenology associated with the top undesired event. An alter-

nate representation for top level fault trees are event trees.

6.1.2 FTA versus FMEA - FMEA is a much simpler technique to apply
than FTA. FMEA in many cases is the most cost effective technique to

apply in analyzing small systems when a single failure analysis is
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adequate. FTA in many cases is difficult to apply, is costly and time
consuming. Its results are difficult to check. However, as systems be-
come more complex and the consequences of accidents become catastrophic,
a technique such as FTA should be applied. Inductive analysis can be-
come extremely inefficient when analyzing complex systéms due to the large
number of component states that must be considered. FTA can efficiently
direct the efforts of an analyst in considering only those basic events
that ‘éan contribute to system failure, i.e., to the occurrence of the

top event. FTA can efficiently represent the relationship of human error
and environmental conditions in causing system failure. Actually the
information in a FMEA is required at the component level 1n}the fault

tree. The two techniques FMEA and FTA complement each other.

6,].3 Disadvantages to FTA - A major disadvantage to FTA is the

possibility of oversight and omission. Automated fault tree construction
can eliminate the possibility of omitting the routine failure modes.

The automated approach can standardize fault tree analysis and eliminate
the confusion associated with the seemingly different ways analysts can
manually construct fault trees.

'Aiprob]em in fault tree modeling is that it is difficult to apply
Boolean logic to describe failures of system components that can be par-
tially successful in operation and thereby having effects on the perfor-
mance of the system.

Leakage through a heat exchanger is a good example. In addressing
the partial failure problem, an analyst may have to describe the process
analyzed in terms of the basic laws of mass, energy and heat balances as

chemical engineers do in process simulation.
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6.1.4 Probabilistic Importance and Applications - A fundamental

quantity in computing probabilistic importance is Birnbaum's measure
of importance g(]i, q) - g(Oi, q), the probability that the system is
in a state in which tﬁe occurrence of event i is critical to system
failure. Two measures of importance were described; (1) measures thaf
depend upon one point in time and are not a function of past behavior
of the system, and (2) measures that are functions of the sequences of
events that cause system failure. Measures of the second type give
additional insight into system behavior not available with measures of
the first type. The appropriate measure of importance to use in relia-
bility engineering applications depends upon the time system failure is
.observed and on the type of system analyzed. In this thesis, importance
was applied to areas of system design and diagnosis. The specific app-
lications included:

1) Upgrading systems designs

2) Location of preventive and diagnostic sensors in a system

3) Generation of repair checklists

4) Simulation of System Failure by fault tree logic.

6.1.5 Quantitative Fault Tree Analysis - If basic events are statis-

tically independent, then the min cut upper bound is an accurate approxi-
mation for the probability of the top event. For maintained systems, the
expected number of system failures for small time is an‘accurate approxi-
mation for Fs(t), the distribution of time to first failure. For large
time, it appears that the T* method is an accuate approximation of Fs(t)
at least in the case of constant failure and repair rates. The steady-

state upper bound provides a simple and direct means of computing the mean
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time to first failure for a maintained system.

A major difficulty with quantitative fault tree evaluation is the
lack of pertinent failure rate data. Even in cases where the data are
good, it is not clear that we can justifiably apply to one system envir-
onment data that were obtained in a different system environment. In
addition, the analyst might inadvertently apply inapplicable failure
rate data; e.g., an hourly failure rate to a cyciic event. The human
element is in itself difficult to quantify.

‘Nevertheless, quantitative evaluations are particularly valuable
for comparing systems designs that have similar components. The results
are not as sensitive to the failure rate data as is an absolute determi-
nation of the system failure probability. Because of uncertainties in
failure rate data, quantitative fault analysis has its greatest value
when relative rather than absolute determinations are made. As an initial
estimate of the failure rate, proportional hazards can be assumed, i.e.,
the assumption that the failure rate, A(t), has the same time dependent
behavior for all basic events. In the case of maintained systems, rela-
tive determinations can be made if all failure rates and repair rates are
expressed in terms of a reference time unit.

Relative determinations can make qualitative judgments quantitative.
The analyst by inspecting the minimal cut sets can rank basic events
according to their relative frequency of occurrence. For example, an
analyst may estimate that fai1ure of a motor-operated valve to open upon
demand is 1000 times more likely to occur than the rupture of that same
valve. Such estimates can carry qualitative decision making one step
further by permitting the importance of the most critical basic events to

be plotted. These plots provide a more powerful form of decision making
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In the context of qualitative versus quantitative decision making, the

author fully concurs with a statement made by Lord Kelvin [55]

"1 often say ... that when you can measwre what

you are speaking about, and express Lt in numbers,
you know something about it; but when you cannot
measwre it, when you cannot exphess At in numbers,
your knowledge is of a meaghe and unsatisfactonry
kind; it may be the beginning. of knowledge, but
you have scarcely, in yowr thoughts, advanced fo
the stages of science, whatever the matter may be."

6.2 Recommendations for Future Work

Since the steady state upper bound is presented in this thesis with-
out proof, it would be useful to show the classes of failure and repair
distributions for which the steady-state upper bound is applicable.

It would also be useful to incorporate an option in the IMPORTANCE
computer code to allow for anerror analysis. This can be accomplished
by placing prior distributions on the failure rate data and then use
Monte Carlo simulation to determine the spread in the importance rankings.

A program to generate repair checklists from fault trees can be
written by a simple extension of the programming methods and algorithms
given in the IMPORTANCE code. A more difficult task would be to program
the fault tree simulation model given in Chapter Five. An interesting
research problem would be to establish the feasibility and usefulness of

such a program in diagnosing failure in real world systems.
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APPENDIX A
IMPORTANCE COMPUTER CODE

The computer code, IMPORTANCE, computes various measures of |
probabilistic importance of basic events and cut sets to a fault tree.
The code requires as input the minimal cut sets, the failure rates and
the fault duration times (i.e., the repair times) of all basic events
contained in the min cut sets. The failure and repair distributions are
assumed to be exponential. The code can compute seven measures of
basic event importance and two measures of cut set importance. All
measures are computed assuming statistical independence of basic events.

The code allows seven measures of basic event importance and two

measures of cut set importance to be computed. These are shown in

Table A-1.

A.1 Rationale for Conditioning

As shown in the 1ist of expressions, the measures that depend upon
one point in time are conditioned on the system unavailability, g(q(t)).
The measures that are time integrated quantities depend upon the sequences
of events leading to system failure. They are conditioned on the expected
number of system failures, E[Ns(t)]. When repair is not allowed, g(q(t))
is identically E[Ns(t)]. When repair is allowed, g(q(t)) does not depend
upon any previous system state as does E[Ns(t)]. The time integrated
measures of importance when divided by E[Ns(t)] approaches an asymptotic
value for large time when all basic events have a finite fault duration

time (i.e., all system components are repairable). For example,
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TABLE A-1
Importance Measures Computed in IMPORTANCE Computer Code
Basic Event Measure Expression
. ag(a(t)) _
1. Birnbaum 552157—~'— (15, q(t)) - g(0,, a(t))
2. Cr\itica]it‘y {g(].ia SL(t)) - g(oia g_(t))} Q-i(t)
g(q(t))
o4 g(ta Q)

3. Upgrading Function

1 L)
g(t, g,_) 30L_i

4. Fussell-Vesely g, (a(t))
g(qlt))

t .
L9052t - 003, ae) awg (1)
EIN (6]

5. Barlow-Proschan

[g(]i’ E) - g(Oi’ E)]/(u1 + \).i)

6. Steady State BP n _ _
1,);_‘1[9(13-, R) - 90y, A)1/(uy + vy)
t [] ; 1 ]
[{g(]i’]:j’g‘(t ))"g(]iao\)ag_(t ))}Q-l(t )dwf,J(t')
7. Sequential E[N (t
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i#J
i&jeK]
for some 1
Cut Set Measure Expression
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J .
2 J0- 0017, alt)] I ay(t)dug (t)
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1. Barlow-Proschan Jeky
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the Barlow-Proschan measure of basic event importance approaches the

asymptotic value given by the steady state B-P measure of importance.

A.2 Options to IMPORTANCE Computer Code

Four options are allowed in the use of the code. The first option,
Option 1, computes measures of importance as a function of time. The
input data required are the points in time for which the measures are to
be computed. The basic event data, i.e., the failure rates and repair
times, are expressed in time units (e.g., per hour and hours). The
second and third options, Options 2 and 3, compute the measures of impor-
tance as a function of the probability of the top event. These options
do not permit repair. The second option requires the failure rates to
be given in time units. The third option allows failure rates to be
expressed proportionally (i.e., assumption of proportaional hazards).
These options also require as input the probabilities of the top event
for which the measures are computed. The fourth option, Option 4, com-
putes measures of importance as a function of a reference time unit, u.
The basic event data is given in terms of mean time to failure and mean
repair times expressed in terms of the reference time unit u.

The computer output consists of a series of tables listing the
measures of importance in descending order as a function of the data
input (i.e., time, probability of top event or time units of u). There

is also an option that generates data points suitable for plotting.

Data Input
First Card: TITLE (I), I =1, 10 FORMAT (10A8)

The first card is the title card.
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Second Card: IDATA, NTPT; FORMAT (2110)

IDATA specifies one of the possible four options,

NTPT number of data points on the third card.

1DATA OPTION
0 or 1% 1

2 2

3 3

4 4

*j.e., left blank

Third Card:
If IDATA
If IDATA
FORMAT (8E10.3)

it

2 or 3 PTOP(I)

1]

OPTION TABLE

DATA INPUT ON THIRD CARD
REAL TIME

PROBABILITY OF TOP EVENT -
PROBABILITY OF TOP EVENT
UNITS OF A REFERENCE TIME UNIT

1< 1< NTPT

0, 1T ord TIME (I)

1< 1<NTPT

Fourth Card: IX(I) I =1, 7; FORMAT (7110)

Basic Event Importance Options

If IX(1) =1 Measure I computed

If IX(I) = 0 or blank Measure I not computed

=

OPTION TABLE

BASIC EVENT MEASURE

BIRNBAUM
CRITICALITY
UPGRADING FUNCTION
FUSSELL-VESELY

'BARLOW PROSCHAN

&
STEADY STATE BP

CONTRIBUTORY
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Fifth Card: IY(I) I =1, 2; FORMAT (2110)
Cut Set Importance Options:

If IV(I) = 1 Measure I Computed -
If IY(I) = 0 or blank Measure I not computed

OPTION TABLE

I CUT SET MEASURE
| Fussell-Vesely
2 Barlow-Proschan

Sixth Card: IBPMX, IFVMX; FORMAT (2I10)
IBPMX and IFVMX specify the maximum order of the cut sets to be examined
in the cut set options given on the fifth card. Card is left blank if
cut set options are not invoked.
Seventh Card: IPLOT, FACTOR; FORMAT (I10, F10.5)
If IPLOT = 1 Data points suitable for plotting are generated
_ for the measure options given on cards 3 and 4.
If IPLOT left blank Data points not generated

FACTOR is a number between 0 and 1. If XMAX represents the value
of most important event (or cut set), then data points‘for basic events
(or cut sets) with an importance value greater than XMAX*FACTOR are
generated.

The data points are generated in pairs (X, Y). Where X represents
the abscissa, time or probability of the top event and Y represents the
importance value computed at X.

Eighth Card: NBE, NCS; FORMAT (2I10)
NBE is the number of basic events given in the basic event data.

NCS is the number of cut sets.
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Cards 9 through 9+NBE-1: I, LAMDA(I), TAU(I), NAM(I)
FORMAT (19, X, 2E10.3, 2X, A8)

‘Basic Event Data

I is the number designated to the basic event;

LAMDA(I) failure rate, prportional hazard rate, or mean time to failufe
expressed in units of u.

TAU(I) repair time

NAM(I) alphanumeric designator for basic event I.

Restrictions on Data Input

1 failure raﬁe expressed repair time expressed
in time units in time units

2 failure rate expressed repair time must be O or
in time units left blank (convention

indicating repair not

allowed)
3 proportional hazard repair time must be 0 or
rate left blank
4 lamda in thié case is expressed in units of yu.

not a failure rate but
is the reciprocal, mean
time to failure, expressed

in units of qn.

To allow for houses and inhibit gates, the convention of Narum and
Vesely in the PREP and KITT computer codes is adopted [A-1]. The following
interpretations for LAMDA and TAU hold in all four options.
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LAMDA (I) TAU (I - Interpretation

equal to 0.0 basic event is a house that is

turned off
negative or 0
equal to 1.0 basic event is a house that is
| turned on

greater than basic event is an inhibit gate,

0.0lbut less its probability of occurrence

than 1.0 is TAU(I).

Further Restrictions on Basic Event Data

It is necessary that basic event data be placed numerically in order
and numbered 1 through NBE. All basic events that appear in at least one
cut set must be listed. Irrelevant basic events, i.e., basic events that

do not appear in any cut set, may be listed. The code automatically eli-

minates irrelevant events.

Cards 9+NBE through 9+NBE+NCS-1; FORMAT (1615)
Cut Sets Data |

Cut sets up to order 15 are accepted. It is necessary that the cut
sets be placed in ascending order according to order, i.e., cut sets
that contain one event be listed first, cut sets of order 2 be Tisted
second, etc. The basic events contained in the cut sets appear as inte-

ger numbers 1 through the number NBE.

A.3 Sample OQutput of IMPORTANCE Computer Code

Figures A.1 through A.6 illustrate sample inputs and outputs for
three options of the IMPORTANCE computer code. Sample inputs for options

1 through 3 are in Figures A.1, A.3, and A.5. In examining the sample
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input for option 1 in Fig. A.1, the following Tine numbers give the

indicated information:

Line Number | _ Information

2 v e e e e e e Option 1 employed, 3 data points on Line 3

3.0 0. . « 3 time points

4 . . . . . Birnbaum's measure of basic event importance
is to be computed

5. . e Barlow-Proschan measure of cut set importance
to be computed.

6 « ¢« 0 v e e e maximum order of cut set importance to be
computed is 5.

7 o v o v v v o s plot option to be invoked, FACTOR = .0001

8 . v v v v . number of basic events = 17; number of cut
sets = 16. -

9-25. . . . .« . . first three components repairable; remaining

are unrepairable.
26-41. . . . . .. There are 16 cut sets whose basic events are
numbered 1 through 17.

Two output files are generated for option 1 in Figure A.2 Tables
in Figure A.2 1ist for the measure indicated the importance value in
descehding order of each basic event or cut set as a function of mission
time. The probability of the top event is also given as well as the
expected number of system failures in the case of time integrated impor-
tances. Cut sets given in Fig. A.2 are indexed according to number. A
reference table for the min cut sets is given. A1l basic events and cut
sets whose importance value lies within the range FACTOR*XMAX are given
as paired data points in the plotting file. The data points are located

through the use of tables in Fig. A.2.
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The output for option 2 in Fig. A.4 is basically the same as in
option 1 except that importances are computed as a function of the pro-
bability of the top event. For option 3 as indicated in Fig. A.5,
failure rates are expressed proportionally and computed as a function
of the probability of the top event as shown in Fig. A.6. The input
and output for option 4 is illustrated in Fig. D.3 of Appendix D. Note
that the input in Fig. D.3, the mean time to failure and mean repair
time, is expressed in units of u. Observing the output in fig. D.3,
we note that the steady state rate of system breakdown is"computed with
corresponding importances.* The steady rate of system breakdown is com-

puted when 1im g(g(t)) <1, i.e., all cut sets must contain at least one

s
repairab1e component. Fig. C.4 of Appendix C illustrates how data points
from the plotting file can be plotted to show the time dependent behavior

of the most important events.

A.4 Programming Methods and Algorithms used in IMPORTANCE Code

A11 arrays of significant size are single string arrays. This pro-
vides the capacity of analyzing fault trees with a Targe number of cut
sets with minimum wasted storage space.

The cut sets are read into the A array. The pointer array PTA lo-
cates cut sets according to order in the A array. The cut sets are re-
arranged according to the basic events contained in them with cut sets
containing basic event 1 first, etc. The rearranged cut sets are placed

in the B array. The pointer array PTB locates cut sets in the B array.

*The Bar1ow—Proschan measure basic event importance as a function of
time is omitted in Fig. D.3.
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As an example of the above process, consider the following reliabi-
1ity network diagram, a two-out-of-three structure in series with

component 4.

O

N Ot JD-—I
w Ow OMN

|

The min cut sets are {4}, (1,2}, {1,3}, {2,3}. These cut sets are stored
in the A array as follows, A + (4, 1, 2, 1, 3, 2, 3). The pointer array

PTA in this case has the following values:

I =~
PTA(I,J) 1 2 3...15
J 1 1T 2 0. 0 < Eogigﬁiswhere cut sets of Order
vo2 1.7 0. 0 « Cut sets of Order I ends
3 1T 3 0. 0 <« Number of Cut Sets of Order I
4 1 4 0. 0 « Number of Cut Sets of Order I

and less

The B array is filled in the fo]]owing manner

B+ (2, 3, 2, 4, 3, 4, 1).
The pointer array PTB

PTB + (0, 2, 4, 6, 7)

I+1,2,3, 4,5

To find what cut sets in the B array contain the basic event I, look at
PTB(I) + 1 for the starting position in the B array, and PTB(I + 1) for
the end position. For example, the PTB array tells us that cut sets that

contain basic event 2 starts at position 3 and ends at position 4 in the

B array.
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The rationale for setting up the B array is that it allows for
computational efficiency in computing the probability of the top event
and Birnbaum's measure of importance (i.e., the partial derivative).
The seven out of nine measures of importance are a function of Birnbaum's
measure of importance.

Birnbaum's measure of importance and the probabi]ity of the top-
event are computed using the min cut upper bound. For reliable systems,

i.e., probability of system failure less than .1, experience has shown

that the min cut upper bound is an accurate approximation.

To minimize rounding error in the computatioh of the min cut upper
bound, an algorithm suggested by Murchland and Weber [2] is used. The
algorithm is understood if we consider the probability of the union of

two statistically independent events b, and b2, with probabilities P]

1
and P2’

P(b] U b2) + P+ (1-P1)P2.

In taking the union of many statistically independent events, where Pi

is a small quantity, it is best to use the above formula successively

instead of

1- 00 -7P,).
_i 1

The above is commonly given as the expression to compute the min cut upper
bound with Pi as the probability of occurrence for cut set i and P1 = ggK‘qz
where 9, is the probability of occurrence of basic event &. To further 1
increase the accuracy in computing the min cut upper bound, the algorithm

starts with highest order cut sets first and then adds successively the

cut sets in descending order. This eliminates some of the inaccuracy of
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adding numbers that differ in orders of magnitude. In general, cut sets
of higher order have a lower probability of occurrence.
To understand the method employed in calculating Birnbaum's measure

of importance, g(li, q) - g(Oi, q), the following notation is introduced

INDICATOR VARIABLES

K' union of all min cut sets containing i

Kf1 union of all min cut sets not containing i.

PROBABILITY EXPRESSIONS

g(q(t)) = P(TOP) = probability of Top Event.
P](K1) = probability that indicator variable K' = 1 with Yi = 1.
Po(K') = probability that indicator variable K' = 1 with Y, = 0.

The following relationship holds (assuming statistical independence
of cut sets)
p(Top) = P (K u )
= p(K') + [1 - P(K)T P(KT)

P(TOP) - P (K') _ iy,
1 - P(K')

In terms of P(K#1), we can generate Birnbaum's measure of importance

iyl )
|¥4=1

g(li, q)

It

PKT) + 11 - pOPT)T Py (K)
similarly

9(0;» @) = POFT) + 11 - PR, (KT,
however,

PO(K‘) = 0.
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Hence, 9(1, ) - 9(0;, @) = [1 - P(K')1 [P (K]
by substitution

g(1., q) - g(0., q) = ]—-'_Pﬂi)fl P](Ki)‘
! 1 1 - p(kY)

Hence, when the probability of thé top event is known, computing
the quantities P(Ki) and P1(Ki) is sufficient to calculate Birnbaum's
measure of importance. Setting up the B array enables us to locate the
cut sets containing event i so that P(Ki) and P](Ki) canh be calculated.
By this method, we do not have to recompute the probability of the top
event each time g(]i, q) - g(Oi, q) is computed.

The above procedure in the code is accomplished by calling in order
three subroutines, BEDATA(T, INTG), PTOPX, and BRNBAUM (IBE). The argu-
ment T in BEDATA represents one point in time for which the measures are
to be computed. BEDATA then calculates qi(T) and dwf’i(t)(if INTG = 1)
for each basic event. PTOPX then computes P(Kj) for each cut set j, adds
P(Kj) successively in the manner previously described to calculate P(TOP).

BRNBAUM (IBE) isolates the cut sets that contain basic event IBE and then

calculates

1 - prop) Py (kBE).

This procedure is demonstrated in the MAIN program, Fig. A.7, under the
heading "Birnbaum's Measure of Basic Event Importance", line 148.

Simpson's rule of numerical integration is used in computing the
time-integrated measures of importance. In the code, the ratio P[TOP(TZ)]/
P[TOP(T1)]determines the number of integration points between [T1, TZ]’
(T]¢O) provided that this ratio is between 10 and 100. Otherwise the

minimum number of integration points is 10 and the maximum is 100. With



249

such smooth, well behaved expressions to be integrated and with such
inaccuracies in the fai]dre rate data, it was felt that to use a method
more accurate than Simpson's rule is unjustified,

In the options where the importance measures are computed as a
function‘of the probability of the top event, the mission timé corres;
ponding to the probability of the top event had to be found. Since
g(q(t)) is a well behaved increasing function, Newton's method for
approximating the roots of equations was employed.

The code sorts the output in descending order of importance. Of
particular concern was the computation time required in sorting large
arrays (i.e., a large number of basic events). The shell short is known
to provide near maximum computational efficiency and is used in the code.
In sorting arrays with N numbers, the shell sort requires approximately
N log N steps to accomplish the sort.

Storage Requirements:

In analyzing large fault trees, it may be necessary to know the
storage requirements in order that available core space is not exceeded.
As mentioned previously the A and B arrays store the cut sets. These
arrays must be dimensioned at least to %:ij where IKj represents the
order of cut set Kj. The sum is to be carried over all cut sets.

The C array is filled each time a measure of importance is computed.
If there are NTPT time points, the C array is filled to the pesition,
NTPT*NBE where NBE is the number of basic events. The D array stores
the numbers corresponding to the basic events in the C array. The F array
stores the rank of importance corresponding to the basic events in the

C array. The D and F array have the same storage requirements as the C

array. In the case where cut set importance is to be computed, the C, D
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and E arrays must be dimensioned to the size NTPT*CSN where CSN is
the total number of cut sets that are to be ranked. (The maximum order
of cut sets to be ranked is specified on the sixth input card). Hence, -
the C, D, and F arrays must be dimensioned the maximum of the two
quantities NTPT*NBE, NTPT*CSN.

The arfays

NAM, QBE, DELG, DF, ID
must be dimensioned NBE or greater.

The arrays

PTB, PTE
NBE+1 or greater
and the array

QCs

NCS or greater where NCS are the total number of cut sets.



é OPT I ON 1‘ 3 OuUT 0F317 COMPONENTS REPAIRABLE, PLOGT OPTION INVOKED
3 1.000E+00 S.000E+00 1.000E+01
4 1 "0 o] o o o
S 1 [o] -
[ S 0
7 1 .00010
8 17 16
9 1 1.000E-03 1,000E+01 COMP 1
10 2 1.000E-04 1.000E+02 COMP 2
1 3 1.000E-05 1,000E+01 COMP 3
12 4 1.000E-03 0.000E+00 COMP 4
13 5 1.000E-03 0.000E+00 COMP 5
14 6 1.000E-03 0.000E+00 COMP 6
15 7 1.000E-03 0.000E+00 COMP 7
16 8 1.000E-04 0.000E+00 COMP 8
17 9 1.000E-05 0.000E+00 COMP 9
18 10 1.000E-03 0.000E*D0 COMP 10
19 11  1.000E-03 0.000E+00 COMP 11
20 12 1,000E~-03 0.000E+00 COMP 12
21 13 1.000E-03 0.000E+00 COMP 13
22 14 1.000E-04 0.000E+00 COMP 14
23 15 1.000E-03 0.000E+LO  COMP 13
24 16 1.000E-03 0.000E+00 COMP 16
25 , 17 1.000E-03 0.000E+00  COMP 17
27 2
28 3
29 4 5
30 6 7
31 6 8
32 6 9
33 7 10
34 10 15
35 11 12
36 12 13
37 14 16
38 15 17
39 4 6 10
40 4 ] 12
41 S 6 10
Fig. A.1 Input for Option 1
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PRCB

RANK

WANN===2Q0RNANANIN=

ok s ek b

GPTION 1, 3 OUT OF 17 COMPONENTS REPAIRABLE, PLOT OPTION INVOKED
CROSS REFERENCE TABLE FOR PLOT OUTPUT

BIRNBAUM’S MEASURE OF BASIC EVENT [MPORTANCE
DATA PAIR RANGE 1 51
X COORINATE~-TIME

BASIC EVENT DATA PAIR RANGE

COMP 4 1 3
CcoMP S 4 6
COMP 6 7 9
coMp 7 10 12
coMP 8 13 15
coMP 9 16 18
coMP 10 19 21
COoMP 11 22 24
coMP 12 25 27
COMP 13 28 30
COMP 14 31 33
COMP 15 34 36
COMP 16 37 ‘39
coMP 17 40 42
coMe 1 43 45
COMP 2 46 48
coMP 3 49 51

OPTIGN 1, 3 OUT OF 17 COMPONENTS REPAIRABLE, PLOT OPTIGN INVOUKED
BIRNBAUM’S MEASURE OF BASIC-EVENT IMPORTANCE

OF TOP EVENT=1.067E-02x PRCB OF TOP EVENT=4.629E-03x PRUB OF TOP EVENT=8.013E-03x%

MISSION TIME=z1.000E+00x MISSION TIME=5.000E+00x%

MISSION TIME=1,L(OO0E+0O1x

PASIC EVENT IMPOIRTANCEx RANK BASIC EVENT IMPORTANCEx RANK BASIC EVENT IMPORTANCE2

coMpP 1 9.998E-01% 1 comMP 1 9.993E-01x 1 coMpP 1
coMpP 2 9.880E-01x 2 coMP 2 9, 359E-01x 2 coMp 2
coMP 3 8.388E-01x 3 comMp 3 9.954E-01x 3 COMP 3
coMP 10 1.998E~03x 4 COMP 10 9, 954E-03=% 4 coMP 10
CcCoMP 12 1.986E-03x ] coMP 12 9.905E-03x% ] coMP 12
cCcHMP 7 1.98€E-03x 6 coMP 7 9. 905E-03x% 6 comMp 7
COMP 15 1.996E-03x 6 COMP 15 9. 905E-03x 6 CaoMP 15
CoOriP 6 1.110E-03x% 7 COMP 6 5.558E-03% 7 coMP 6
comp 4 9. 994E-04x% 8 COMP 4 4,989E-03x% 8 COMP 4
oMP 9 9, 394E~04x ] coMpP 9 4,9E9E-03x% ] MP 9
CoMP S 9, 994E-04x 10 coMP S 4, 989E~03x 10 coMp 5
coMP 17 9. 984E-04x 11 COMP 17 4, 965E-03% 11 COMP 17
COMP 11 9. 984E-04x* 11 COoMP 11 4. 965E-03* 11 cOMP 11
COMP 13 9, 38<4E~04x 11 CoOMP 13 4.965E-03x 11 coMp 13
COMP 8 9. 984E~D4x 12 cCoMP 8 4.964E~03x 12 COMP 8
COMP 14 9.984E-04x 12 coMp 14 4, 964E-03% 12 COMP 14
ccMrP 16 9. 989E-05x 13 COMP 16 4.976E-04x 13 coMP 16

Fig. A.2 Output for Option 1

DOOOOOOYD———=s~0O

. 983E-01=
.928E-01%
.920E-01x%
. 9B4E-02x%
. 965E-02%
. 96SE~02x%
. 965E-02%
115E-02x
.970E-03x
. 968E-0Q03%
. 96SE-03x*
871E-03x
871E-03x
.B71E-03*
871E-08x
.871E-08x
. 913E-04x

PAGE

PAGE

A4




PAGE
OPTION 1, 3 OUT OF 17 COMPONENTS REPAIRABLE, FLOT 6PT|ON INVOKED
CROSS REFERENCE TAELE FOR PLOT GUTPUT

BARLOW-PROSCHAN MEASURE OF CUT SET IMPORTANCE
DATA PAIR RANGE 52 87
X COORINATE--TIME

CUT SET NO. DATA PAIR RANGE

1 52 34
2 S5 57

3 58 60

4 61 63 .
S 64 66

6 67 63

8 7C 72

9 73 75

10 76 78

11 78 81

12 82 84

13 85 87

PAGE
OPTION 1, 3 OUT OF 17 COMPONENTS REPAIRABLE, PLOT OPTION INVOKED
BARLOW-PROSCHAN MEASURE Of CUT SET IMPORTANCE

PROB OF TOP EVENT=1.067E-03x PRCB OF TOP EVENT=4,629E-03x PROB OF TOP EVENT=z8,0i12E-03x
MISSION TIME=1,000E+00x MISSION TIME=S,000E+00x MISSION TIME=1.000E+01=
EXP. NO. SYS FAIL=1.104E-03x EXP. NO. SYS FAIL=5.703E-03x EXP. NO, SYS FAllL=1.175€-02x

RANK CUT SET NO IMPURTANCEx RANK CUT SET NO IMPORTANCEx RANK CUT SET NO [MPORTANCE=x

1 1 8.950E-Q1x 1 1 8.726E-01x 1 1 8.464E-01x
2 2 8.950E~-02x 2 2 8,726E-02x 2 2 8.464£-02x
3 3 8.8350E-03x 3 3 8, 726E-03x 3 3 8.464E-03x*
4 4 8. 040E-04x 4 4 4.348E-03x 4 4 8,378E-03x
5 13 9.037E~04x S 13 4.341£-03x S 13 8,.381E-03=
6 11 9.037E-04x 6 11 4,341E-03x 6 1 8.351E-03x%
6 10 8.037E-04x 6 10 4.341£-03= 6 10 8.381E-~03x%
7 5 9.037E-04x 7 5 4, 340E-03x 7 S 8.348E-03x%
8 g 3. 034E-04x= 8 8 4.333E~-03x 8 8 8.324E~03x
8 & 9.034E-04x= -] Q 4.333E-03x -] Q9 8,324E-03x
g 12 2. 044E-05x 10 12 4,358E-04x 10 12 B8.416E-04x*
10 3 9.041E-05x 11 [ 4.350E-04x 11 6 8.383£-~04x
11 7 9.041E-06x 12 7 4.351E-05x 12 7 8.389E-05x
12 16 9.014E-07x 13 16 2.143E-05x* 13 16 8. 144E-05x
13 14 9.014E-07x 14 14 2.143E-05x 14 14 8.144E-05x
14 15 9.021E-09x 15 15 2.152E-07% 15 15 8.208E-07x

Fig. A.2 Cont'd
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REFERENCE TABLE FOR MIN CUT SETS

CUT SET NO.

b vk b b e ek b

AADWN-OOEONONAWN—

ORDER

WWWRINNNRNNDNDNNN - -

CoMP
COMP
COMP
compP
comMP
comMpP
COMP
COMP
COMP
comMpP

OUTPUT FOR PLUTTING CPTION,

.989E-03
. 989E-03
.558E-03
. 90SE-03
. 964E-03
. 989E~-03
. 954E-03
. 865E-03
., 905E-03

. 000E+00
., COOE+0Q00
. QOOE+Q00
, 000E+Q0
, OO0E+QO
. 000E+00
. QQ0E+Q0C
. OUQE+QO
. 00QE+Q0O
. 000E+0C
. 000E+0Q0
. QU0E+C0
. 000E+00
. 000E+00
. 000E+Q0
. 000E+00
, OO0E+00
. 000E+0Q0
. 00CE+0C
. 000E+00
.000CE+0QC
. 000OIE+Q0
, QUG0E+00
. QOOE+00
. 000E+00
. 000E+00
. O00E+00
. 000E+QQ
, OOCE+00

g.

LOLWOLYWYWLORERVWEVLWW—=VY—O—OYW——

894E-04

,037E-04

S.

000E+0Q

5.000£+00

AR ANNARAANGARNANNDNNUNRBNAOGANGg

. 000E+00
. 000E+0Q
. 000E+00
.000E+00
.000E+Q0
. 000E+Q0
. 000E+00
.000E+00
. 000E+00
. 000E+Q0
.000E+00
. 000L+00
.000E+00
.000E+Q0
. 000E+00
.000E+00
. 000E£+00C
.000E+00Q
.000E+00
.000E +00
.000E+00
.00GE+0QOOC
. 00CE+Q0
.00VE+0QQ
. 000E+0Q0
.000E+00
.000E+00

DAOADADADNANDDDO@OOOADOMDNONAOLDOONAD

BASIC EVENTS

QARMUTBAN-ONOOO D WN~
O
Q
X
v

OPTIGN 1

965E-03
964E-03

. 905E~-03
.976E-04
.9GSE-03
. 993E-01
.959-01
. 954E-01
. 726E-01

. 726E-02

. 726E-03
.348E-03
.340£-03
.350E-04
.333E-03
.333£-03
.341E-03
.341E-03
. 358E-04
.341E-03

b ad ok 3 b ek omd b e b ) b b i e b e and h b D i e b ke ot b

S

7

8

9

0

5

2

3

6

7

6 COMP 10

9 COMP 12

6 CoMP 10
. 000E+01 9,970E-03
.000E+01 9.969E-03

000E+01 1,115E-02
.000E+01 1.965E-02
.000E+01 9.871E-03
.000E+01 9.968E-03
.000E+01 1.984E-02
.000E+01 9,871E-03

O00OE+01 1.963E-02
.000E+01 9.871E-03
.000E+01 9,871E-03
.000E+01 1,965E-02
.000E+01 9.915E-04
.000E+01 9.871E-03
.000E+01 9,983E-0]
.000E+01 9,928E-01

000E+01 9,920E-01
.000E+Q1 8.,464E-0]
.000E+01 8.464E-02
.000E+01 8.464E-03
.000E+01 8.378E-03
.0O00E+01 8,348E~03
.000E+01 8,388E-04
.000E+01 8,324E-03
,000E+01 8,324E-03
.000E+01 8,351E-03
.000E+01 8,351E-03
.00CE+01 8.416E-04
. 000E+01 8.351E-03

Fig. A.2 Cont'd
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=OWENOUDWN—=OOONONAWN -

NN = b b b b b b b b

22

OPTION 2, NO REPAig ALLOWED, PROB OF TOP EVENT INPUT
1.000E-06 5.000E-06 1.000E-0S
0 0 0

— v —
AABORN—ONOOOMWN—

P S A S T o

O

~

NOOAWN=OORNOUIDWN— -

NN
VAN WNUOWLOND

S O N U U U S T I QU Uy

o

16

.000E~-03
.000E-04
.000E-0S
. 000E-03
.000E-03
.000E~03
.000E-03
.000E~04
.000E-05
. CO0E-~03
. 000E-03
. 000E-03
. 000E-0Q3
.000E-04
.000E-03
. 000E-03
.000E-03

— s
ono

0000000000000 OO00

. 000E+Q0
. 000E+00
., 000E+0Q0
.000E+00Q
. 000E+00
.000E+Q0
. 000E+00
. O00E+00
, O00E+00
. 000E+00
, 000E+00
. 000E+00
. 000E+QQ
. 000E+00
. 000E+0Q
.000E+0Q0Q
, 000£+00

0 o 1

(2

Q

=2

o
NOODWN=2O0WONAINAWN=

O
o
=
Ry
[P INNN

Fig. A.3 Input for Option 2
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PAGE

OPTIOGN 2, NO REPAIR ALLOWED, PRCB OF TOP EVENT INPUT
SEQUENTIAL CONTRIBUTORY BASIC EVENT IMPORTANCE

PROB OF TOP EVENT=1.000E-06x PROB OF TOP EVENT=5.000E-06% PFROB OF TOP EVENT=1,000E-05x
MISSION TIME=9,00SE-05x% MISSION TIME=4.504E-04x% MISSION TIME=8,009E-04x

RANK BASIC EVENT IMPORTANCEx RANK BASIC EVENT IMPURTANCEx RANK BASIC EVENT IMPORTANCE=x

1 CoOMP 10 8.116E-07x 1 CaMP 10 3.842E-06x 1 caMP 10 7.872E-06x%
2 COMP 12 8.116E-07x 2 CoMP 12 3.842E-06x 2 coMP 12 7.872E-06x%
3 coMp 7 8,116E-07x% 3 coMp 7 3.842E-06x 3 ceMp 7 7.872E-06x
4 COMP 15 8.116E-07% 4 COMP 15 3.842E-06% 4 COMP 13 7.872E-06x%x
S CoOMP 6 4.505E-07x 5 coMP 6 2.132E-06x S COMP 6 4,369E-06%
6 comMp 4 4.058E-07x 5] coMP 4 1.921E-06% 6 COMP 4 3.,936E-06%
7 coMP S 4,058E-07x% 7 coMpP S 1.921E-06x 7 CcoMP © 3,836E-08x
8 cComMpP 11 4.056E-07x 8 comMP 11 1.921E-06x 8 CaMP 11 3,936E-06x
9 comMp 17 4.05S8E-07% k<] CoMP 17 1.921E-06x g COMP 17 3,936E-06x
= camp 13 4.058E-07x =] coMP 138 1.921E-06x% =] CoMP 13 3.936E-06x
10 COMP 16 4.058E-08x 10 COMP 16 1.921E-07x 10 COMP 16 3.836E-07x%
11 COMP 8 4. 058E-08x 11 CoMP 8 1,921E~07x 11 COMP 8 3.936E-07x
12 CoMP 14 4.058E~08x 12 COMP 14 1.921E-07x 12 COMP 14 3.936E-07%
13 CoMP 9 4,058E-089x% 13 COMP 9 1,921E-08x 13 COMP 9 3.,936E-08x
14 CoOMP 3 . OE+00x 14 CoMP 3 . OE+00x 14 COMP 3 , OE+0Q0x
14 coMP 1 . OE+QQOx 14 comMp 1 . OE+Q0x* 14 compP 1 . 0E+0Q0x
14 comMp 2 . OE+00x% 14 cCoMpP 2 . OE+00x 14 coMP 2 . OE+00x

Fig. A.4 Output for Option 2
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OPTIGN 3, NO REPAIR ALLOWED, PROPORTIONAL HAZARDS, PROB OF TOF EVENT INPUT

3
1.000E-0605.000E~0601.OOOE-OS1

GLADOAN~ONOOOAWN—

— b ok b ok i ok b

o]

~

NOUAWN—=OLONONAWN~—

bbb b b
AOANOONUROLONU

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

vt — —
ono

(o]

16
.000E+01
. 0GOE+0Q0
. 000E-01
. 000E+01
. C00E+01
. 0O0E+01
.000E+01
.000E+00
. 000E~01
. 000E+0]1
. O00E+01
. 000E+01
.000E+01
. GO0E+00
. 000E+01
, 000E+01
. 000E+01

0.
0.
0.
0.
0.
0.
0.
a.
0.
Q.
0.
0.
0.
0.
0.
0.
o.

O00E+Q0
0O00E+00C
00QE+00
000E+00
000E+0Q0
000E+00
0O00E+Q0
000E+Q0
O00E+0Q0
00CE+Q0
O0QE+0QC
000E+00
000E+00
000E+Q0
000E+00
QO0QE+00
OO00E+00

o o o

(9]

[a]

X

°
NOGBWN—-OLONOOAAWON—~

(2
a
e
Y
e st ok d e nd ek b

Fig. A.5 Input for Option 3
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OPTIGN 3, NO REPAIR ALLOWED, PROPORTIONAL HAZARDS, PROB OF TOP EVENT INPUT
UPGRADING FUNCTION--BASIC 'EVENT IMPORTANCE

PRGB OF TOP EVENT=1,000E-06x PROB OF TOP EVENT=S.000E-06x% PROB OF TOP EVENT=1.000E-05%

RANK BASIC EVENT IMPGRTANCEx RANK BASIC EVENT IMPORTANCEx RANK BASIC EVENT IMPORTANCEX

1 COMP 1 9,009E-01x 1 CcoMP 1 9.009E-01x 1 comP 1§ 9,008E-01%
2 COMP 2 3. 008E~-02% 2 CcoMP 2 9, 009E-02% 2 coMP 2 9.008E-02x%
3 CoMP 3 9, 008E~03x 3 ComMP 3 9. 009E~-03x 3 coMP 3 9,008E-03x
4 COMP 10 1.623E~06% 4 COMP 10 8.116E-06x% 4 COMP 10 1.623E-05x
S5 COMP 12 1.,623E-06x 5 COMP 12 8.116E-06x 5 compP 12 1.623E-0Sx
6 CoMP 7 1.623E-06% 6 CcoMP 7 8,116E-06% 6 COMP 7 1.623E-05x%
6 COMP 15 1.623E-06x% 6 COMP 15 8.116E-06% 6 COMP 18 1,623E~05x%
7 COMP 6 9.008E-07x 7 COMP 6 4,504E~06x% 7 COMP 6 9,008E-06x
8 COMP 4 8.116E-Q07x 8 COMP 4 4,058E-06x% 8 CCMP 4 8,115E-06x%
g COMP 5 8.116E-07x% g COMP S 4.058E-06x S COMP S 8.115E-06%
10 COMP 11 8.116E~07x 10 COMP 11 4,058E-06x 10 COMP 11 8,115E-Q6x%
10 COMP 13 8.,116E-07x 10 COMP 13 4,058E-06% 10 COMP 13 8.115E-06%
10 CamMpP 17 8.116E-07x 10 COMP 17 4,058E-06x 10 CcoMP 17 8,115E-06x%
11 COMP 8 8.116E-08x 11 COMP 8 4,058E-07x 11 COMP 8 8,115E-07x
11 COMP 14 8.116E-08x 11 COMP 14 4,0358E-07x 11 COMP 14 8.115E~-07x
12 COMP 16 8.118E-08x 12 COMP 16 4.,058E-07x 12 COMP 16 8.,115E-07x
13 coMpP 9 8.116E-09x 13 COMP 9 4,058E-08x* 13 coMpP 9 8,115e-08x%

Fig. A.6 Output for Option 3

84¢



CUNBWN~OQORNOCAWDN—-OORNORLWLN—

NN NI NN D o wad bt e el ol e D od

(416,10, 7.9.9.9.¥.9.9.9.¥.V.\
N=QOONOUDWN-O

259

PROGRAM lMPGPTX(CUTSETS TAPE4 CUTSETS OUTPT, TAPES=0UTPT
1,PLOGT, TAPE6=PLOT)

******#*#*********K*#*X##*X*¥******x******#**K**#*******K#K
WELCOME TGO THE IMPORTANCE SMOGASBCRD
THIS PROGRAM COMPUTES THE PROBABILISTIC IMPORTANCE
OF BASIC EVENTS AND CUT SETS OF A FAULT TREE
ACCORDING TO THE MEASURES GIVEN IN_THE LAWRENCE
LIVERMORE LABORATORY REPORT UCRL 75853
IMPORTANCE PROGRAM WRITTEN BY HOWARD LAMBERT WHILE
EMPLOYED AT LAWRENCE LIVERMORE LABORATORY AND A
GRADUATE STUDENT AT UNIV, OF CALIF., BERKELEY

KKK EAKRE KKK E KKK I MR KKE R KR KKK KERKEERKK KKK KR KKK RKK R MK KRKKR

CALL DEVICE(8HCREATE, 4HPLOT, 10000)
LL CREATE SHOUTPT, 10000)

K?P(Z) LCS(15),ENSF(8),BLNK(8),1X(6),1Y(2)

[slelelelelololololololololole o]

DIMENSIO
DATA BLN
COMMON /
COI'MON /
COl'MON /
COMIMON 5
/
/
/
/

N=—{ 0
——ZrOOr» Ir~IXL
oc

POVC~OZOZ
0O0A~O-Pow
A4S Q—O~ M-

Qu

Q) = D) s

COMMON
COMMON
COMMON
CEMMON
COMMON

,DF(100)

P»~O~

NNNNNNNN A [T
o=

> = ANO0U0Or

-0~

LUN3=6
INTEGER A,B,D,E,F,PTB,PTE,PTA
REAL LAMDA '
READ TITLE
READ(LUN1,1999) (TITLE(1),1=1,10)
READ CONTROL CARDS

SPECIFY OPTION AND NUMBER OF DATA POINTS

D(LUN1 2000)IDATA NTPT

A.NE.2.AND. IDATA.NE.3)GO T6 1
(LUN1 aOOl)(PTGP(l),I—I,NTPT)
SERT(PTOP, NTPT)

o000 O

~0On
N

(e inlad e X imd)
—Sx~ Wx2ZOQNT

o—-
:00C>MOQrmmm

ME(CI),1=1,NTPT)
™

xZJF> VP~>
PxH-rO-4-ro-

n
I %—n

*
4
»*
*
*
2

KKK KK K KKK
NT IMPORTAN

03) (IX(1),1
KK KKK KAk X

MFPORTANCE O

a0 000
—'§C) mx
O*

T~
v%n

Fig. A.7 IMPORTANCE Computer Code Listing



000 0000 000 OOCO 000 000 000 O

O 000OA [
on

Nomm o aa—so e 000000000
[¢/]

~_p_n_A.;_a_4_...._-_._o_a_a—o..o_.n_a..o_a_a_A_.A..a...-a_n_._a_n_.—D—‘—b—‘-l-l—l—h-b—t—n—l—l_a-a.o_o—a..‘_s
388g8398Qgggaﬁgmﬁomm\lmmawm-—omm\lmmnwm—-
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COENOAVDWN—-OO®
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READ(LUNY, 2000) (1Y (1), I=1,2)
R AOKOKCK KKK KOR 0K K 3K 0K 30K 3K 3K 35 0K 30K N 30K 30K 350K K 0K K 3K 3K 3K 3K 3K K 30K 0 K
SPECIFY MAXIMUM ORDER FOR CUT SET IMPORTANCE
READ(LUN1,2000) IBPMX, | FVMX
SRR O N SO K 3K KK 3K 5RO KK 0K 303K 0K 00K 3 3K ok KM 3K 0K KKK K K K
PLOTTING GOPTION
READ (LUN1, 2002) I PLOBT, FACTOR
K KKK R XOK K KOK KK 0 K O K 3 30K K 3R KK 5K 3K K 3K 3 00 0 30K 3K 30 30K 300K 00 K K 0K 0 6 3
READ NUMBER OF BASIC EVENTS AND NUMBER OF MIN CUT SETS

READ(LUN1, 2000)NBE, NCS
wwww**x*******x*x******xm*#x*t**xx#******#**mm*x***x*xxxx*x
READ IN COMPONENT DATA AND ALPHANUMERIC DESIGNATORS

READ(LUN1, 2008) (LAMDA(K) , TAU(K),
XK KKK XK K KK KK KKK XK KKK K K K 3 KK 3 KK K K
READ CUT SETS 'INTO A ARRAY

CALL READCS

ORDER CUT SETS ACCORDING TS BASIC EVENTS CGNTAINED
IN THEM -- STORE ORDER&D CUT SETS IN B ARRA

CALL CSARRAY
NORMAL1ZE DATA 1F PROPORTIONAL HAZARDS SPECIFIED

)
KRR KK KK K

OroO—=UX—=QOI ——
QrPRAQTMQAITIPIMTN

o
O
Q

GET_TIME POINTS CORRESPONDING TO PRGBABILITY
OF TOP EVENT FOR OPTIONS 2 AND 38

CALL TROGT

CONTINUE

éF(lDAT GG TE 700

MDACI)

MM~

500 CON
7

D= (=0 —=0
ZZMneXa
HYg~Z

QCcTZrmu

TV~UE~
A ~ZM~APZO~— 1IN

NTPT
(7,0}

—OTVOO—ATU—OARARARO@DA—=—XR—10
} -

* MA-PPHQRUVACCCQ
~Z0OrFH XIZTIETZ

'NE,1)GB TOC 19

XK KKK X K K KK KK KK KK K K SOk 3K KKK KR KKK KK KK KKK KKK K KO KX K
BIRNBAUM'S MEASURE OF BASIC EVENT [MPORTANCE

1C=0
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3% 3* *
EY3 * k3
E"3 * E 3
3% 3 *
> E 3 *
ES 3 *
% 3¢ ~ *
E3 3 — *®
3 * ~ *
3 ¥* o *
3% * W [»} 3
E * O - »*
E3 ¥ Z a *
* * < ~ %
% * - — %*
3% % 02 | ad * W
E ¥ D 3% * O
3 ¥ 0 -~ *x Z
3 W ¥ I - * <
®x 0O E ~ % b
¥ Z * < *
x < E 2 o jo) *x ©
E R ¥ Z = * 0
x X * < *
®* O * > | * -
* O * ¢ *
* 5 >* ~ * -
% e - % O a *  Z
3* tad E x * Ll
—~ x ~ ~ * o - wl ~ *x >
o *x Z a. a. % < »* o »* Ll
2 * Lt D po ®* o O [ pu } %
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224
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PR PO NI = e b b s e b b b O
AQV~O00ONARLWLN=00

WOWWLWWWWWWWLWWWYW

41  CONTINUE
40  CBNTINUE
DB 42 I=1,NTPT
TUP=I%NIE
1LW= NIE¥(] -
CALL PATSRT(C,D,F, ILW, IUP)
42 CONTINUE
LocaTE= 4
68 T0 100
KL CaNTINGES
g t***&***#*******X#W*#**********R****#*ﬂ**#******t****#*#***
¢ BARLBW-PRUOSCHAN BASIC EVENT IMPBRTANCE
LLeIX(8)+1X (B +IV L)
IF(11,EQ.0)6
CALL PBINTS
Ic=0
DO 50 1=1,NTPT
D8 S1 J=1,NIE
1C=1C+1
c(1c)y=0
D(IC)=J
51  CONTINUE
50  CONTINUE
D6 52 [=1,NTPT
CALL BPBE(I)
52  CONTINUE _
IF(NIFDT.EQ.NIE)GO TO 55
D& 53 I=1,NTPT
ENSF(1)=0.
Do 54 J=1,NIE
1C=1C+1
ENSF (1) =ENSF(1)+C(1C)
54  CONTINUE
53  CONTINUE
GO TG 57
55 DO 56 I=1,NTPT
ENSF(1)=PTBP (1)
56  CONTINUE
57  CONTINUE
IF(IX(S).NE. 1160 TO 69
DS 58 1= 1,NTPT
DG 590 J= 1,NIE
1C=1C+1
CCIC)=C(1C)/ENSF (1)
590  CONTINUE
1UP=1xNIE
ILW= NTEX(1-1)+1
CALL PATSRT(C,D,F,ILW, [UP)
58  CONTINUE
LOCATE=5
80 TG 100
;F9  CONTINUE
¢ STEADY STATE RATE OF BREAKDEWN
CALL SSBP(SSRBD, | ERR)
IF(IERR,.EQ.1)GO TO 69
WRITE(LUNZ, 3000) (TITLE(1), 1=1,10)
WRITE(LUNZ, 3009
WRITE(LUNS. 5094) SSR
WR1TE(LUNZ, 3046)PREGBT
WRITE(LUNZ,3041)BLNK(1)
WRITE(LUNZ, 3043)
Do 61 [=1,NIE
IBEI=D(1)
WRITE(LUN2,3051)F(1),NAM(IBEL),C(1)
61 CONT INUE
69 CONT I NUE
g 3O MK R” KK KKK MK KK kKK KK K KKK 0K KK KK KK K KK KKK KR K K K K R K K K K KKK KK X
c
c SEQUENTIAL CONTRIBUTGRY BASIC EVENT IMPBGRTANCE
c
[F(1X(6) . NE.1)60 TO 79
CALL EARRAY
DB 70 1=1,NTPT
D6 71 J=1,NIE
1C=1C+1
c(1c)=0,
D(IC)=J
71 CGONTINUE
70 CONTINUE
DG 72 1=1,NTPT
CALL CONTRIB(I)
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399

AADDARND
00000000
OCOONONILWN~—OOWRNOUI[RWN—=O

1.9.9.9.9.¥.¥.¥ . ¥.9.9.9.9.V.9

72

74

73

79

[elelelele]

80

82

&1

89

QAO0000

93

92

=

CONTINUE
1C=0

DO 73 1=1,NTPT

DO 74 J=1,NIE
[C=]C+1

C(IC)=C(IC)/ENSF(I)

CONT I NUE

JUP=1%NIE
TLW=NIE®(L =1)+1
CALL PATSRT(C,D,F, LW, 1UP)
CONTINUE

LOCATE = 6

G0 TO 100

CONTINUE

——UO— 00—=0000Q0G~

ZQMutZZQoOrco~~0 co0Qrag~qnTm

=D P—0
TGO~

@

c

== QOO0 Q= (e O o

2O0QO0OPR—=C =P —O

O—QO0~

HOM KK KR KR KKK 0K 0K SR O MoK K KR KK MOKOSKOK KK KK 0K MO RO K R MOK K

BARLOW-PROSCHAN MEASURE OF CUT SET 1MPORIANCE

—Z

TPT
BPMX, 1, INCS)

cCo—C-
monm
e

"

—

NTPT
INCS

-~

1C)/ENSF (1)

g
- 1
o~
O~
b
o

S ILW, 1UP)

aom»unzZm -~
N -x0
n~n

HYZPETPLZmamn
~
H
o

22 et [ et o e s a () NI
TMONO—=2Z ZXZnn+
(o]

on O
7]

= INPG
) INPG=INPG+1

MPAD~@Q— 1 1 O
=N ADMNZCTVO—~C GO~ &

Q
-
Q
-~
[}

ONTINUE

**********’k***%***)K)kX***!{*******X********X****#***********

FUSSELL-VESELY MEASURE OF CUT SET IMPBRTANCE

FOIY(2).NE,1)68 TG 99

= [FYMX+1

GJQ? =1, IFVMX

F(PTA(J, 1) .NE.O)GU TO 91

ONT I NUE

CSFv=J

EVgCS=PTA(J,4)

092 1=1,NTPT

=TIME(])

ALL BEDATA(T,O0)

ALL PTOPX

0 93 J=1,IFVNCS

C=1C+1
(1C)=QCS(J)/PTOP(I])
(1C)=J

GNTINUE

UP= 1xIFVNCS :

LW= TFVYNCSx(1-1)+1

CALL PATSRT(C,D,F,ILW, TUP)

ONTINUE

NPG= IFVNCS/40

N= [FVNCS

= AN/40. - INPG

F(R.GT.O0,)INPG=INPG +1

OCATE = 8

NDEX=1FVNCS

0 TO0 100

ONTINUE

8 TG 1320

ONTINUE

KOKNM K KK MK K KKK KK KK KKK 0K KKK K KKK KK KK KK K KK K KK K K K K K K W
WRITE BUTPUT

FC(IPLOT.EQ.,1)60 T8 4000

ONT I NUE

ALL SWAPN

ADD=0Q

612t 1=1,2
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o] !*K’K****K********)k***X*********)if1()K*****k*****K**)«Kﬂ(*****#**
WRITE ©UT REFERENCE TABLE FOBR CUT SETS
1REF = | FUMX
1F(1BPMX, BT, IFVMX) I REF=1BPMX
. WRITE(LUN2, 3065)
KNCS=0
TLW=1 ‘
1UP=0
DG 131 1=1,IREF
IF(PTA(1,1).EQ.0)60 T& 131
INCS=PTA(1, 3)
D6 132 J=1,INCS
1UP=1UP+]
KNCS=KNCS+1
KK=0
D8 133 K=ILW, 1UP
JI=A(K)
KK=KK +1
LCS (KK) =NAM(JJ)
183 CONTINUE
WRITE(LUNZ, 3070) (KNGS, 1, (LCS(J1),J1=1,1))
ILW= 1UP +i
132  CONTINUE
131 CONTINUE
140 CONTINUE
1999 - FORMAT(10A8//)
2000 FEBRMAT(2110)
2001 FORMAT(8(ES.3, 1X))
2002 FORMAT(110,F10.5)
2008 FOBRMAT(6110)
2005 FORMAT(10X, 2E10.83, 2X, A8)
2006 FORMAT( /1ox,45HAtL BASIC EVENTS OTHER THAN HOUSES AND INHIBIT,//
110X, 3BHGATES' MUST HAVE ZERG (.0) REPAIR TIMES,//10X,18HFOR opPTioNs
c TITLES
3000 FORMAT(1H1,9X, 10A8/)
3001 FORMAT (10X, 44HBIRNBAUM’S MEASURE ©F BASIC EVENT IMPORTANCE,//)
3002 FORMAT(10X,34HCRITICALITY BASIC EVENT IMPORTANCE,//)
(10X, 42HUPGRADING FUNCTION--BASIC EVENT |MPORTAN

(4
(@]
[o]
w
mn
~QaQ
X
4
>
)

/7)
30041F0§MAT(10X,48HFUSSELL-VESELY MEASURE OF BASIC EVENT lMPGRTANCE
8005159§MAT(10X 49HBARLOW-PROSCHAN MEASURE OF BASIC EVENT IMPORTANCE,

3006 FORMAT(10X, 46HSEQUENTIAL CONTRIBUTORY BASIC EVENT IMFORTANCE,//)
30071F0RMAT(10X 45HBARLOW-PROSCHAN MEASURE OF CUT SET IMPORTANCE, 77

(10X, 44HFUSSELL -VESELY MEASURE OF CUT SET IMPOR1ANCE, //)
3009 FORMAT (10X, ASHST STATE BREAKDOWN BASIC EVENT IMPORTANCE, 7/)
3011 FQRMAT<4<1k,A1,1aHPRcB of | ToP EVENT:,E9 3, 1HX))
3021 FORMAT(/4(1%,A}, 18H MISSION TIMEZ, 8,1H*))
3031 FORMAT(/4(1X,A1,1BHEXP, N&, SYS FAIL= 3, 1Hx))
3041 FOGRMAT(//4(1X,A1, 28HRANK BASIC EVENT 1MPaR+ANcsx ))
3042 FORMAT(///A4(X,A1,28HRANK CUT SET NG IMPORTANGEX))
3043 FORMAT(/)
3044  FORMAT(10X, 41HRATE OF SYSTEM BREAKDOWN AT STEADY STATE=,E10.3//))
3046 FORMAT(10X,31HLIMITING SYSTEM UNAVAILIBILITY=,E10
3051 FOGRMAT(A(2X,14,2X,A8,3X%,E10.3, 1HX))
3060 FORMAT(4(2X,14,5X,14,4X;E10.3, 1Hx))
3065 FORMAT(1H1, 8X, 32HREFERENCE TABLE FOGR MIN CUT SETS,///9X,33HCUT SET
1 _N8. ORDER  BASIC EVENTS//)
3070 FORMAT(13X,14,6X,12,5X, 9(2X,AB)/30X,6(2X,A8))
3100 FORMAT(1ox,1s+DATA PATR_RANGE, 2186//7)
3110 FORMAT(10X, 17HX COORINATE--TIME,//)
3120 FORMAT(10X,25HX COORDINATE--UNITS ©F MU,//)
3130 FORMAT(10X,38HX COORDINATE--PROBABILITY OF TOP EVENT,//)
3150 FORMAT(IOX,S?HCROSS REFERENCE TABLE FOR PLOGT GUTPUT,//)
3200 FORMAT(10X,28HBASIC EVENT DATA PAIR RANGE,//)
3201 FORMAT(1OX,28HCUT SET NO, DATA PAIR RANGE,//)
3300 FORMAT(12X,A8,5X,215)
3301 FORMAT(14X, 16,5X,215)
3999 FORMAT(BE11.3
. GO TE 5000
¢ PLOTTING SPTIGN GUTPUT
4000 CONTINUE
CALL PLETS
WRITE(LUNZ, 3000) (TITLECT), 1=1,10)
WR1TE(LUNZ, 3150)

GO TG(4101, 4102 4108,4104, 4105, 4106, 4107, 4108)LGCATE
4101 WRI¥E(E¥N2, 01}

GO
4102 WRITE(LUNZ, 3002)
GO T

‘.0

O 4109

4103 WRITE(LUNZ,SOOS)
T0 4109

4104 WRITE(LUN2,3004)
GO TO 4109

4105 WRITE(LUN2, 3005)
GO TO 4108
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6= O,
61=0]
12 = MAXGRD
INBA= PTB(IBE+1) - PTB(IBE)
J= PTBCIBE + 1) + 1
DB 1 I=1, INBA
J=J-1
11= B(J)
2=QcS(11)
Z1=_Z/QBE(1BE)
B= Z_+(1,-2)%6
B1=_21 +(1.-21)%B1
1 CONT I NUE
PKNEI = (PREBT - 6) /(1,-B)
DELG(IBE) = (1.~ PKNEI)xG1
RETURN

D
(o} **********************#****%**2****************
SUBRBUTINE TROST

C FIND TIME ROGTS FOR OPTIONS 2 OR 3

C COGRRESPENDING T8 INPUT DATA

2 COMMON /CB1/ A(1000),B(1000), LPTALIR Q) (fret

COGMMBN /CB2/ LENGA,MAXGRD, NB {e,NIFOT,

COMMON /CB4/ ), RCS{ 005 PRéBT 6ELG(10

COMMON /CB5/ LAMDA ( TAU(I
),PTDP(B),IDATA NINT

E.PTA

o

,DF (100)

01)
NRE
0)
P(8)
LAMD

?lTENSldN GP(3)

D6 i 1=1,NTPT
2 CONTINUE

DELX= ,001%T

T=T-DELX

DO 3 J=1,

CALL BEDATA(T 0)
CALL PTOP

3) - 6P(1))/(2, xDELX)
X -(GP(2)-PTOP(1))/GPRIME

CALL PTOPX

IF(ABS((PTOP(1)~-PROBT)/PTOP(I1)).LT.1.E~3)G8 TG 4
GO0 10 2

END
C XK KK RN KR KH KK K KR

WK MK K R NN R O K KK R K R KK KKK KKK KX
SUBRBUTINE BPBE(IT1)
C BPBE CALCULATES THE BARLOW-PREGSCHAN MEASURE ©F BASIC
C EVENT lMPORTANCE-- IT1 IS AN INDEX N8, FOGR TIME
/CB1/ A(1000),B(1000),PTA(15,4),PTB(101)
commeN /CB2/ LENGA, MAXORD, NBE,NCS,NIE, NIFDT, NRE
CoGMMOBN /CB3/ C(1000),D(1000),F(1060),NAM(100)
COMMON /CB4/ QBE(100),QcsS(100), PREBT, DELG(IOO) DF (100)
COMMON /CBS/ LAMDA(IOO),TAU(IO 0)
COMMON /CB6&/ NTPT,TIME(8),PTGP(8), IDATA,NINTP(8)
INTEGER A,B,D,E,F,PTB, PTE,PTA
REAL LAMDA
T1=0,
1C=NIEX(IT1-1)
T2=TIME(IT1)
1IF(IT1.EQ.1)BO TO 1
TI=TIMECIT1-1)
1 CONTI NUE
TUP=1T1+1
KC=1C
DO 2 1=1T1,1UP
IF(1.EQ. 1280 T8 2
TX=TIME(]-1)
CALL BEDATA(TX,1)
CALL PTOPX
DB 3 J=1,NIE
KC=KC+1
CALL BRNBAUM(J)
C(KC)= C(KC) + DELG(J)*DF(J)
3 CONTI NUE
“KC=1C
CONT [ NUE
YY=NINTP(IT1)/2
DELT= (T2-T1)/YY
T=T1
Xz2,
TUP=NINTP(IT1)/2 - 1
DG 4 13=1,2
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APPENDIX B
EXAMPLE OF SYSTEM UPGRADE

We chose the well known pressure tank example due to Haas1[B-1] for
purposes of system upgrade. The description and schematic of the sys-
tem is given in Fig. B.1. A hazard associated with the operation of this
system is a pressure tank rupture. Internal overpressure sufficigntito
rupture the tank occurs if the pump runs for a period greater than 60
seconds. Fig. B.2 shows a fault tree that identifies all the basic
causes leading to a tank rupture. We 1imit our discussion in considering
primary events (i.e., circles) or hardware failures that are numbered
one through six on the fault tree in Fig. B.2. A reduced version of
this fault tree is shown in Fig. B.3. The path sets and cut sets are

identified. The min path set respresentation is given by

| o o0 el
9 F(t)) [1=1,2',:§(t)] [ 1=1,2,4f§f§)]

The corresponding proportional hazards for the basic events are shown in
Table B-1. We see that there are two events that are single event cut
sets, event 1, "pressure tank ruptures under load" and event 2, "K2 relay
contacts fail to open." There are no design changes in the system that
can eliminate event 1 being a single order cut set.* Rigid quality
control and periodic inspection of the pressure tank could slightly
reduce the probability of this event. More important, however, is event

2 that is 1000 times more likely to occur than event number 1. For each
o 29, (2, a(t))

im t i rigi ult t lot L .
primary event in the original fault tree we p 90(9) e3) T
*Event 1 is an inherent failure of a system element exercised within. its

design envelope.
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| TABLE B-1
PROPORTIONAL HAZARDS FOR PRESSURE TANK FAULT TREES

Event Event No. Proportional Hazards (a i)

Pressure Tank
Ruptures Under Load 1 .001

K2 Relay Contact :
Fails to Open 2 . 1

Pressure Switch Con-
tacts Fail to Open 3 1

Timer Contacts
Fail to Open 4 1

K1 Relay Contacts
Fail to Open 5 1

S1 Switch Contacts
Fail to Open 6 1

Pressure Relief Valve
Jammed Closed 7 10

Versus g,(es (t)). We see according to Fig. B.4, that event 2 is
always more important than any other of the primary events (a result
that is expected solely on the basis of the visual inspection of the
fault tree). To reduce the criticality of event 2, we propose two
alternate designs for the pressure tank system, design X and design Y.
In design X, to compensate for the fai]urevof the K2 contacts, we install
a relief valve on the pressure tank. We see in Fig. B.6 that the order of
each cut set increases by one (except {1}).

If we want a more reliable design than design X, fig. B.5 tells us
that the system is optimally upgraded by reducing the importance of the
K2 relay failure. For reliable designs we see that the relief valve

failure is of equal importance as the K2 relay failure. In practice,
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however, we cannot install a more reliable relief valve as indicated in
Table B-1. In design Y, as shown in Fig. B-7, we modify the control
circuit so that the failure of the K2 contacts by itself is not catas-
trophic. Aiso in design Y we install arelief valve on the pressure tank.
The fault tree for design Y is given in Fig. B.8.

Fig. B.9 shows that the system is improved with either design X or
Y. Design Y is more reliable than design X. Design Y can be operated
]onge} that design X before system degradation occurs.

We see that the assumption of proportional hazards permits a more
powerful form of decision making than qualitative judgments based on the
inspection of the minimal cut sets. It is more evident to managément by

inspection of the plots of the upgrading function (see Fig. B.4 and B.5)

where weaknesses in the system exist.

Outlet valve
Switch S1

Pressure sense line N m:D"q:
Pressure switch | : .
|
|
I
|
| ' Pressure

l O\ viv tank

L Fuse Pump
’T motor [

Reservoir L__Qv:______

_/

Original Pressure Tank System Design

Fig. B.1 Description and Schematic of Original
Pressure Tank System

The system is designed to make hydraulic energy available from the
tank for some external load at some specified range of pressures
whenever the reset switch is closed. The system performs two
functions; a pumping function and a monitoring function. When the
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reset switch S1 is momentarily closed, the coil of the power relay No. 1
is energized and the relay contacts are latched closed, providing
continuous power to the monitoring circuit. Simultaneously, the

coils of power relay No. 2 and the timer are energized; the contacts

of power relay No. 2 are then closed, power is supplied to the

pump motor, and pumping is initidated. At the same time, the timing

cycle is initiated. When the tank pressure reaches some specified

value, the contacts of the pressure-sensing switch open, de-energizing
the coil of power relay No. 2; this causes the contacts to the pumping
circuit to open, and pumping stops. At the same instant, the timer

coil is de-energized, and the timer resets to zero. When the tank pres-
sure drops below some specified lower pressure, the contacts of the pres-
sure sensing switch close, power relay No. 2 and the timer are re-ener-
gized, and the pumping cycle is reinitiated. If for some reason the
pressure-sensing switch fails to open, the timing cycle will run out,
opening the circuit to power relay No. 1; its contacts are then unlatched
and opened, and current is denied to power relay No. 2. Again, pumping
ceases. The pumping can only be initiated by closing the reset switch.
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Fault Tree Success Tree
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Fig. B.7 Description and Schematic
of Design Y

Pressure
trank

Modified Design Y

The modified design works on the same principle as the original
design with the exception of the timer relay. The timer relay is
designed to time out 60 seconds after the pumping cycle is initiated.

If current is interrupted to the timer relay before the timer times out,
the timer relay resetsitself and the T1 and T2 contacts remain closed.
If the timer times out,the contacts T1 and T2 open. If current is
interrupted to the timer when the contacts T1 and T2 open, then a limit-
ing device inside the timer closes the T1 and T2 contacts and resets

the timer. If current is not interrypted to the timer when the T1 and
T2 contacts open, then the timer relay must be manually reset. Table
B-2 is given to assist the reader in understanding the pressure tank
operation of the modified design.



Mode of System
Operation

TABLE B-2 Control Circuit

Position of K2
Contacts

Description Design Y

Position of T1 and
T2 Contacts

287

Action required to
reinitiate pumping
cycle

Normal Operation

Opens when pres-
sure switch opens

Remains closed

no action (auto-
matic

Pressure Switch
Contacts Fail to
open

Open when con-
tacts T2 open

Open momentarily
when timer times
out

Press reset switch
S1

K2 relay contacts
fail to open

Closed when timer
times out

Open when timer

times out and closes
when timer relay is

reset manually

Manually reset
timer relay
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EMF to K2 relay
G5 | eofl when 7>60
sec.

I l

Pressure switch EMF to pressure
contacts closed switch contacts | G¢

for T>60 sec 1 for T>60 sec

Excess pres- Pressure EMF through S1 EMF through
sure not sensed by switch secondary switch contacts K1 contacts
pressure switch failure for T >60 sec for T >60 sec

K1 con-
tacts fail
to open

S1 switch

contacts
fail to

open

External
reset actuation
force for T > &
sec ;

K1 secondary

$1 switch
relay failure

secondary failure

Fig. B.8 Cont'd
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APPENDIX C
OPTIMAL SENSOR LOCATION FOR TRIGA SCRAM CIRCUIT

We briefly describe the operation of the TRIGA reactor and the scram
control circuit [ C-1]. A fault tree is given with top event "Failure
to Scram." The sequential contributory importance of each basic event
in the fault tree is computed to show the optimal location of preventive

sensors -in the scram circuit.

C.T TRIGA Nuclear Reactor

The UC-B TRIGA reactor used as an example here is a swimming pool-
type reactor located in the basement of Etcheverry Hall on the Berkeley
campus and is operated by the Department of Nuclear Engineering. The
reactor can operate at power levels as high as one megawatt at steady

state and can be pulsed to 1,200 megawatts.

C.2 Scram Circuit

A simplified diagram of the TRIGA scram circuit is shown in Fig. C.1.
The circuit delivers current to the control magnets and solenoid valve
of the transient rod.

Thé”operator pushes the "power on" switch that energizes relay coil
R-16, closing relay contacts KI16A and K16B. When the operate key switch
is placed in the reset position, it momentarily energizes relays R19 and
R20, which, in turn, energizes relays R7 to R12. By spring action the
reset switch returns to the "on" position. The Tower "B" contacts of
each of the relays receives voltage from one of the corresponding instrument
channels and will apply this voltage to their coils, thus maintaining the
coils energized. The upper "A" contacts will establish the relay Kl

circuit which provides powerto the magneté and solenoid valve. When any
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instrumentation channel interrupts its voltage supp1y to the corres-
ponding relay, a scram should occur, i.e., if any of the scram magnets

or the solenoid valve are de-energized, then their respective control

rods should drop into core.

C.3 TRIGA Fault Tree

Shown in Fig. C.2 is a fault tree that describes the possible
combination of events that can cause the reactor not to scram when the
maximum permissible power level of one megawatt at steady state is
exceeded. Failure to scram means failure to insert an adequate number
of control rods in the core to effectively shut down the huc?ear
reaction. In the case of the TRIGA, at least two of the four control
rods must be successfully inserted for successful shutdown. Three of
the four control rods drop into the core when their respective scram
;agnets are de-energized. The fourth control drops when its air chamber
is depressurized by de-energizing a solenoid valve. The three instrument
channels capable of de-energizing the scram magnets and solenoid valve
are the linear channel, the per cent power channel and the period
channel” (if power increases at a rate faster than a factor of e in

three seconds). The fault tree as shown does not allow for operator

intervention.



This fault tree
considers only

the automatic
response of the
scram cireuit
when the operator
is not present

Failure of any Three=Out=of=Four
Control Rods to Scram the Triga
Reactor during Automatic Mode
of Operation when power exceeds
one megawatt, P> 1.
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C.4 Input Data to the IMPORTANCE Computer Code

‘As shown in Fig. C.3, all basic events are assumed to have an infinite
fault duration time (as indicated by the third column which is all zeros
except for the house events). The failure rate data in the second column
is expressed as failures per cycle (assuming 300 cycles/year). As seen
by the Tisting of the minimal cut sets in Fig. C.3, there is a great deal
of redundancy in the scram circuit. There is only one min cut set of
order one involving failure of an active éomponent. This cut set is

primary event PE-5, failure of the Kl contacts to open.

C.5 Output of IMPORTANCE Code

Data points generated from the IMPORTANCE code are plotted in Fig.
C.4. The sequential contributory importance versus operating cycles is
plotted for the nine basic events with the highest ranking. It is shown
that the linear power channel and per cent power channel are the greatest
contributors to system failure. Of nearly equal importance is the period
channel.

On the basis of the above results, the optimal locations in the
TRIGA scram circuit for preventive sensors are the linear power and
per cent power channels. Almost equal consideration should be given to

the period channel.
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TR%GA FAULT gREE FOR AUTOMATIC SCRAM
1.000E+03._1.500E+03 2, OOOE+03°2 . 500E+0803. 000E+0313. 500E+031 4,000E+03 4,500E+03

o 0
0 0
0 0
1 ,00010
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-3 1.0000E-05 .0000E+00 UE- 4
4 1.0000E-04 .0000E+00 PE- 1
5 1.0000E-05 .0000E+00 PE -2
6 1.0000E-05 ,Q000E+00 PE- 3
7 1.0000E-05 ,0000E+00 PE- 4
8 1.0000E-05 ,0000E+00 PE-11 .
8 1.0000E-04 .0000E+00 UE- 7 Basic
10 1.0000E-05 .OQ0OE+00 PE- 8
11 1.0000E-05 .0000E+00 PE-10
12 1.0000E-05 .0000E+00 PE- 9 Event
13 .0 E+00 .S5000E+00 HE- 1
14 1.0000E-04 .0O00OE+00 UE- 6
15 1.0000E-04 .0000OE+00 UE- & Dat
16 .0 E+00 .S5000E+00 HE- 2 ata
17 1.0000E-05 .0000E+00 FPE- 7
18 1.0000E-05 ,0000E+00 PE- 6
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2
2
2 1
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Fig. C.3 Input Data for Importance Computer Code
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Fig. C.4 Plots of Contributory Importance
for TRIGA Scram Circuit

Basic Event* Descrigtioﬁ Failure Rate (Per Cycle)
UE-5 Linear Channel Remains 107
Energized when P > 1
UE-6 % Power Channel Remains 1074
Energized when P > 1
VE-7 Period Channel Fails to 1074
De-energize when T < 3
(Reactor Period Less
Than Three Seconds)
PE-6 K7A Contacts Fail to Open 1075
PE-7 KBA Contacts Fail to Open 107°
PE-9 KI9A Contacts Fail to Open 1070
PE-10 K19B Contacts Fail to Open 107°
PE-8 K9A Contacts Fail to Open 107° .
PE-11 KI9C Contacts Fail to Open 107°

*A11 basic events listed appear on Sheet 3 of the Fig. C.2 Fault Tree
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APPENDIX D
DIAGNOSTIC SENSORS IN A CHEMICAL PROCESSING SYSTEM

In Appendix C we considered placing sensors on components in the
scram circuit of the TRIGA reactor. We showed how system failure can
be prevented by detecting failure of critical redundant components that
have a tendency of failing prior to system failure. The occurrence of
a min cut set in the TRIGA fault tree at the time of a scram demand
implies that system failure is to occur instantaneously. We now consider
systems that have a finite response time to system fault conditions
before system failure occurs. In the chemical processing system given
in Fig. D.1, we assume thereis a finite response time between the occur-
rence of a min cut set and the occurrence of the top event.* In this
system we are concerned that a chemical reactor explosion will occur
as the result of an exothermic chemical reation. The fault tree in Fig.
072 identifies three subevents that are the immediate causes of the top
event. Each subevent represents a physically different process by
which a reactor explosion can occur. There are three subevents in the
féﬁ]t tree in Fig. D.2, (1) Concentration of $0, too high in reactor,
(é) Temperature of reactor too high and (3) Pressure in reactor too
high. Each is an out-of-tolerance condition that can be detected by
a sensing device, i.e., (1) a flow meter for the reactant stream, (2) a
temperature gauge for the reactor and (3) a pressure 93ude for the reactor.
We use the concept of probabilistic importance to determine the most
Tikely cause and, hence, the optimal sensor location.

*In reference to Chapter 5, we are considering self propagating fault
events in which there is sufficient time for system diagnosis.
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D.1 Process Description and Fault Tree Description

A process flow sheet is given in Fig. D.1 for 502-02 feed con-
version to S05. The S0,-0, feed stream is to enter the reactor which
subp]ies excessive oxygen and inert nitrogen. These two streams are
heated by superheated steam in heat exchangers. The pressure of the
superheated steam is much greater than the pressure of the reactant
streams. The SO2 oxidation reaction in the reactor is regarded as

highly exothermic and homogeneous.

The top event of the fault tree in Fig. D.2 identifies the major

causes of reactor explosion
(1) Concentration of SO2 too high in reactor
(2) Temperature in reactor too high
(3) Pressure in reactor too high

and are represented by subtrees in Fig. D.2.

The only safety devices for the boiler and the reactor are the
pressure relief valves PR1 and PR2. In Fig. D.2, there are two separate
failure mechanisms identified for the control valves, (1) the primary
mechanical failure of the valve 1§se1f, and (2) the command faults of

either the controlier or sensor failing to close or open the control

valve,

D.2 Basic Event Data and Cutsets

We assume that the system is at steady state. We adopt Option
4 of the IMPORTANCE computer code (see Appendix A). We assign a mean
time to failure and mean fault duration time in terms of a reference
unit u for each basic event in the Fig. D.2 fault tree (see Table D-1).

The input and output of the IMPORTANCE computer code for each subtree
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is given in Fig. D.3. The input consists of the basic event data and
min cut sets. The output consists of the steady state rate of break-

"~ down (or occurrence) of each subevent and the ranking of each basic event.

D.4 Modular Decomposition Property at Steady State

The expression given by properties P1 and P2 in Section 3.2.3.1,

are for the steady state case

Bp,ss  Lo0" B-g(", DIy, B0, BV wyeey)

E]— — —.
o 3 191, B-g(o", E)][hMUJ-, A)-hM(oj, R)1/ (ugtes)
M jeM
P2 I'lvslp,ss > I?P,SS ] : (D.1)
ieM

D.5 Optimal Sensor Location

We now evaluate expression (D.1) to determine the subevent most
Tikely to cause system failure. The probability of the top event is
given by

Y = M M M,
o® = 1- 01 -a®In - mIn - WimI

where the numbered subscripts refér to the subtrees in the Fig. D.2 fault
tree. The limiting unavailability of each subtree is given in Table D-2.

(see Fig. D.3)

TABLE D-2
Subtree Limiting Unavailability g(]M,~E) - g(OM, A)
1, Concentration too hq(E) = 1.01 x 1072 .932
High
2, Temperature too hg(E) = 5.85 x 107 .979
High
3, Pressure Too hM(E) = 1.00 x 1072 .931

High 3
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We can then compute the importance of each subtree by expression (D.1)

[BP,SS _ (.932)(1.011) -4
1 {932)(T.01T) + (.979)(1.355) + (.931)(9.57 X 10" *)
—._'2.4_2_=
5.270 - 415
BP,SS _ 1.327 _ g
Iy "™ = 5570 = -584
BP,SS _ 8.9x107% _ 39y 1074
3 7.270 .

The expression 2 [hM(li, A) - hM(Oi, E)]/(u1+11) is the steady
ieM

state rate of breakdown for module M, is given in Fig. D.3, and is
directly substituted into expression (D.1) to obtain‘the above importance
rankings. We see that 58.4% of the time a reactor explosion is caused by
the temperature of the reactants being too high and 41.5% of the time an
explosion is caused by concentration of SO2 being too high. Explosion
due to pressure of the reactant stream being too high makes a negligible
contribution. On the basis of the quantitative results a designer should
first consider putting a temperature gauge on the reactor. Almost equal
consideration should be. given to a flow meter for the reactant stream.
Note as in Appendix B, the basic event data is given on a relative

rather than absolute basis.
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TABLE D-1
BASIC EVENT DATA
(Units of 1)
BASIC EVENT ALPHA- BASIC EVENT SUBTREE Tf"}fﬁ"o M;S&TF%U'\']T
NUMERIC DESIGNATO
UMERIC DESIGNATOR DESCRIPTION LOCATION FAILURE TIME

XCV10 Control valve 1 open 1 10 1
XCV20 Control valve 2 open 2 10 A
XCV30 Control valve 3 open 2 10 N
XCV4C Control valve 3 closed 2 10 1
XHXIL Heat exchanger 1 leak 3 10 N
XHX2L Heat exchanger 2 leak 3 10 A
XMV2C Manual valve 2 closed 3 10 |
XMV4C Manual valve 4 closed 2 10 N
XP5p Pipe 5 plugged 3 100 A
XRVIC Relief valve 1 fails to

open 2 10 2
XRV2C Relief valve 2 fails to

open 3 10 1
YMV2C Valve 2 closed

maintenance fault 3 1 .01
YMV4C Valve 4 closed

maintenance fault 2 1 .01
ZAI8PH Air inlet 8 pressure

too high 3 1 (0]
ZFIRE External fire ‘ .2 100 A
ZFR1O FR1 sensor controller

fails to open 1 10 A
ZFRWL Flow rate of water

too low 2 ] .01
ZMFRSH Mass flow rate react.

stream high 1 1 .01
ZPMO Pump-motor failure off 2 10 N
ZRS1OPH Reactant stream inlet

press. too high 3 1 .01
ZSO2H Concentration SO, high

in react. stream 1. 1 .0
ZT7C20 TC 2 sensor controller

fail-open 2 10 A
ZTC30 TC 3 sensor controller

fail-open 2 10 A
ZTC4C TC 4 sensor controller

fail. closed 2 10 A
ZTPABH Temp. of air at inlet 8

too high 2 1 01
ZTPBH Temp. boiler heater

too high 2 10 A
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SUBTREE l*-CGNC%NTRATlﬁN OF s€2 TOO HIGH
1,000E+02

3N

0 0 (o] 0 1
o] (o]
0 o]
a o008 INPUT
1 1.000E+00 .O10E+00 ZMFRSH
2 1.C000E+0O1 ,100E+00 XCVi©
3 1.000E+01 , TODE+00 ZFR‘@,
a 4 1.000E+00 .O10E+00 ZSG2H
1 2
1 3
SUBTREE 1--COMNCENTRATIGN OF SO82 To® HIGH
STEADY STATE BREAKDOWN BASIC EVENT IMPORTANCE
RATE ©OF SYSTEM BREAKDUWN AT STEADY STATE= 1.011E+00 OUTPUT
LIMITING SYSTEM UNAVAILIBILITY= 1.010£-02
RANK BASIC EVENT IMPORTANCEx®
1 Z286G2H 9,790E-01%
2  ZMFRSH 1:910E-02x
3 ZFR10O 9,59 ~04x%
3 XCVIio 9,598k ~-0d4x%
SUBTREE 2*-TEMP$RATURE IN REACTOR TGO HIGH
1. O0OCE+02
0 0 o] 0 1 o]
0 o]
0 0
0 .0
14 12
1 1.000E+02 1.00DE+00 2ZFIRE
2 1.,000E+01 .10DE+00 XCvzo
3 1.000E£+01 . 100E+QQ0 ZTC20
4 1.000E+00 .O10E+00 ZTPA8H
5 1.000E+01 ., 100E+00 XCV30
6 1.000E+01 .100E+00 ZTC30
7 1.000E+01 ,100E+00 XRV1IC IVPUT
8 1.000E+01 . 100E+00 ZTPBH |
9 1.000E+00 ,O10E+00 ZFRWL
10 1.,000E+01 ., 100E+00 XMVAC
11 1.000E+00Q ,O010E+00 YMVA4C
12 1.000E+01 .100E+00 ZPMO
13 1.,000E+01 ., 100E+00 XCv4cC
: 14 1.000E+01 ,10BE+00 2ZTCA4C
2
3
4
5
6
7 8
7 ]
7 10
7 11
7 12
7 13

Fig. D.3 Importance Listing for
Chemical Processing System



SUBTREE 2--TEMPERATURE IN REACIOR TOG HIGH
STEADY STATE BREAKDGWN BAS1C EVENT IMPORTANCE

RATE OF SYSTEM EREAKDCWN AT STEADY STATE=

LIMITING SYSTEM UNAVAILIBILITY= 6.851E-02

RANK BASIC EVENT IMPURTANCEx

1,355E+00

1 6.948E~01x
2 ZTC86 6.948E-02x
P e fae
2 Xcvae 6. 948E -02% ) OUTPUT
3 ZFIRE 6.948E-03% (
4 ZFRWL 6. 812E-03%
4 YMvd4c 6.812E-03%
5 XRV1C 3. 980F - 03
6 ZTPBH 6,812E-04x
6 XMvdc 6.812E-04x
6 ZPMo 6.812E-04x
6 Xcvac 6. 812E-04x
SUBTREE 3 --PRESSURE IN REACTOR TOOG HIGH
&
1.000E oz o o o : o
0 0
) )
) . 00000
8 12
1 1.000E+01 .10DE+00 XRVIC
2 1.000E+01 .100E+00 XHX2L
3 1.000E+01 .100E+00 XHX1L
4 1,00D0E+20 .O10E+00 ZRS!1IPH INPUT
5 1.000E+00 .O1DE+00 ZAlBPH
6 1.000E+01 .10DE+00 XMv2C
7 1.000E+00 .01DE+00 YMV2C
& 1.000E+02 .100E+00 XPSP
1 2 6
1 2 7
1 2 8
1 3 6
3
T8 8
1 4 7
1 4 8
1 5 6
1 5 7 ,
1 5 8
SUBTREE 3 --PRESSURE IN REACTOR TOG HIGH
STEADY STATE BREAKDOWN BASIY EVENT IMPORTANGE
RATE OF SYSTEM BREAKDOWN AT STEADY STATE: 9.514E-04
LIMITING SYSTEM UNAVAILIBILITY= 1.001E-02
RANK BASIC EVENT IMPORTANCEX
3 IRYER, EREH A OUTPU
i "122E-01%
2 ZRSIIPH 2. 122E-01x | T
3 XMvac 4. 039E -02x
4 YRViC 8. 484E - 02x
& XHX2L 2.122E-02x
5 XHX1L 2.122E-02x
6 XP5P 4.076E-03x

Fig. D.3 Cont'd
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APPENDIX E
CHECKLIST GENERATION FOR LOW PRESSURE INJECTION SYSTEM

The model system that is chosen for checklist generétion is a Tow
pressure injection system (LPIS) at a pressurized water reactor nuclear
power plant. The LPIS is a standy safety system, part of the emergency
core cooling system. The pfping schematic is shown in Fig. E.1. In
the event of a loss of coolant accident, the low pressure injection
system is designed to deliver 3000 gpm of water at 300 psi through each
leg of the LPIS. The LPIS operation is considered successful when at
least one leg of the LPIS discharges water continously at a rate
of 3000 gpm into the cold legs of the reactor under accident conditions.
This rate of injection is necessary to achiéve adequate cooling of the
core to prevent a fuelvmeltdown.

Part of the control circuit that actuates the LPIS is shown in Fig.
E.2 which includes a brief description. For simplicity it is assumed
that this system is tested by closing a switch (not shown) that energize
relays that in turn close contacts P1, P2 and P3.

A checklist is generated for leg A in tﬁe event that the pressure
gauge fails to indicate 300 psi when the test switch is closed. The
checklist is a 1list of events that are most 1ikely to have occurred when
the Teg A pressure gauge fails to indicate 300 psi as the test switch
is closed.

The fault tree that simulates failure of the LPIS system is shown
in Fig. E.3. It is part of a larger fault tree given below that describes

failure of the entire LPIS.
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Inadequate cooling
during low pressure
injection mode when
large pipe break
occurs

(]

Leg A of low pressure Leg B of low pressure
injection system 1n§ect1on system fails
fails during injection during injection mode
mode of loss of of loss of coolant
coolant accident accident

| Fault Tree for LPIS Failure

The basic events in the LPIS fault tree are coded according to a
seven digit a}phanumeric designator as was done in the Reactor Safety
Study. The first digit indicates the event type, X represents a circle
and £ represents a diamond. The second and third digits indicate the
component type, e.g., PM stands for pump, MV for motor operated valve.
The fifth and sixth digits identify for the specific events or compon-
ents listed in the event'description as given in Table E.1. The seventh
digit represents the failure mdde of the component, e.g., Q stands for
sﬁbrt—circuit, A stands for “does not start", etc. Note that in the
Ffé. E.3 fault tree, human error is indicated as a cause of LPIS failure.
For example, the basic event ZXV@1Y located on the bottom of sheet 1
represents the event the "operator (or maintenance crew) inadvertently
closes the manual valve".

The unavailabilities of all the basic events in the fault tree in
Fig. E.3 are listed in Table E.1. As described in section 5.1.1.1, the
unavailability of all active components required to change state is given
by its cyclic failure rate. The emergency power buses are continuously

operating systems; their unavailabilities are given by their limiting
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asymptotic value, A. The unavailability of all.other components is given
by the product At, where A is an hourly failure rate and v is the effective
exposure time or fault duration time. The possibility of maintenance of
these components is allowed as the entire LPIS is tested.

The Vesely-Fussell measure of importance of each event is given
in Table E.2. It is 1déntif1ed that pump A failing to start has the
greatest probability of caﬁsing failure of the LPIS to start. If pump
A is working satisfactori]y, then the first iteration in Table E.3 tells
us that we should check the circuit breaker for pump A. During the
‘second iteration we see that the basic events 23 and 30 are of equal
importance and should be checked next. We continue this manner to gener-
ate a checklist of events. Fig. E.5 indicates the order in which the
LPIS should be checked. This is the same as the initial listing as in
Table E.2. The author generated other fault trees where the ordering
of the basic événts in the checklist was not the same as the 6rder1ng
in the initial Tisting. 1In general, the iteration process is necessary
for ordering basic events on the checklist.

The second iteration involves failure of a quasi=static component,
i.e. a cable fajlure. At this po{nt it is decided to check for a false
alarm. In general a failure of an active component, i.e. a pressure
gauje, is more likely to occur than a failure of a passive component.

During the seventh iteration, we start checking for components in
the second order cut sets. A sublist for thé motor operated valve #1
ié generated in Fig. E.6. It is simply a listing of basic events con-
tained in the same cut sets as MOV #1, ordered according to their

probability of occurrence.
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TABLE E-1

BASIC EVENT DATA FOR LPIS LEG A FAULT TREE

EVENT NO. SHEET EVENT DESCRIPTION UNAVAILABILITY T
XCBO1K* 1 2 Cet. bkr. contacts fail to 10°°/d
close
XCVoi1Cc* 2 1 Check valve A jammed 107" /d
closed '
XCV02C* 3 1 Check valve B jommed ' 10 /d
. closed 3
XMVO01D 4 | Mov 1 fails to open Hardware 1x10"°/d
Maintenance 3.Ox10-3Af/T M
T= 4.0x10™3
XMVO2D 5 1 Mov 2 fails to open Haordware  1x10™S/d
Maintenance 3.Ox10-32&t/TM
z= 4.0x1073
XPDO1K 6 5 Press. transd. contacts 3x10_3/d
P1 fail to close ' 3
XPDO2K 7 5 Press. transd. contacts 3x10™°/d
P2 fail to close _3
XPDO3K 8 5 Press. transd. contacts 3x10 “/d
P3 fail to close -3
XPMO1A* 9 1 Pump Motor fails to start Hardware 1x10 “/d
Maintenance 2.5x10-'3Af/TM
z= 3.5%107°
XREO1K* 10 2 #1 contacts fail to 10 /d
close 4
XREQ2K* 11 2 #4 contacts fail to 10 '/d
close -
XREO3K 12 3 #2 contacts fail to 10 /d
close _
XRE04K 13 3 #5 contacts fail to 107 /d
close 4
XREO5K** 14 3,4 #7 contacts fail to 10 " /d
close -4
XREO6K 15 4 #3 contacts fail to 10 /d
close _4
XREO7K 16 4 #6 contacts fail to 107 /d
close '

Tud" represents "demand"; "Af/TM “represents "the fractional downtime due to
maintenance"
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TABLE E-1 Cont'd

FAULT
' DURATION  FAILURE UNAVAIL=-

EVENT NO. SHEET EVENT DESCRIPTION TIME (hrs), 7 RATE A ABILITYT
XXVO1D** 17 1 Manual valve fails to : 10-4/(1 10-4

open -4 _
ZBSOIN* 18 2 No power on bus 480 1H 5x10_6.(,f_\)
ZBSO2N* 19 3,4,5 No power on bus DC1A 5x10_4(,§)
ZBSO3N* 20 4,5  No power on bus 5x10 (A)

MCCIH1-1 -6 -4
ZCB020 21 3 Cet. bkr #1 open 720 10_ /he 7.2x107,
ZCBO3O 22 4 Cct. bkr #2 open 720 10” /hr 7.2x10_,
ZMV03C 23 1 N.O. MOV 3 inad- 720 10 v 7.2x10

vertantly closes _8 -5
ZPPO1P* 24 1 Piping in leg A plugged 8760/2 10_o/hr 4.4x10_5
ZPPO2p** 25 1 Piping from RWST plugged 8760/2 10 r 4.4<10
ZPPOIR* 26 1 Rupture in leg A of LPIS 720 107/he 7.2x107
ZPPO2R** 27 1 Rupture in pipe from RWST 720 10:6 r 7.2x10:4
ZTRO1O 28 3 Open cct. or short cct, 720 10 /he 7.2x10

transf. #1 6 4
ZTR0O20 29 4 Open cct. or short cct. 720 10 /b 7.2x10°

transf. #2 6 4
ZWRO1O* 30 2 O.C. orS.C. in cable- 720 10 /he 7.2¢10°

from LPl. PP. to bus

4801H -8 -6
ZWR020 31 2 O.C. orS.C. in wiring 720 10 /b 7.2x10

of close coil cct. -8 -6
ZWR030O* 32 2 O.C. or S.C. in wiring 720 10 /hr 7.2x10

: of K1 coil cct. _8 %

ZWR040O* 33 2 O.C. or S.C. in wiring 720 10 /hr 7 2x10

of K4 coil cct. -6 ' -4
ZWR050 34 3 O.C. orS5.C. in cable 720 10 v 7.2x10

from MOV-1 to bus

MCCIiH1-1 -8 -6
ZWR06O 35 3 O.C. or S.C. in wiring 720 10 " /hr 7.2x10

of K2 coil cct. -8 -6
ZWR070 36 3 O.C. or S.C. in wiring 720 10 “/hr 7.2¢10

of K5 coil cct. 8 -6
ZWR0BO** 37 4 O.C. or S.C. in wiring 720 10 /he 7.2¢10 ©

of K7 coil cct. _ -4
ZWR090O 38 4 O.C. or S.C. in cable 720 10 /hr 7.2x10

from MOV=-2 to bus

MCCIHI-1 _8 -6
ZWR100 39 4 O.C. or S.C. in wiring 720 10 /b 7.2x10

of K2 coil cet. -8 -6
ZWR110O 40 4 O.C. or 5.C. inwiring 720 10 r 7.2x10

of Ké coil cct. -4
ZXVO1IY** 4y 1 Maintenance crew inadv. 10 /4 10°4

closes manual valve

TUAY represents "limiting unavailability"



TABLE E-2 Importance Listing for Low
Pressure Injection System
PROBABILITY THAT LPIS FAILS* = 5,064E-04 5 sk

PROBABILITY THAT LEG A S+ = 7,956E-03 LIST OF IMPORTANCE OF
FAIL 7 EVENTS 1IN ASCENDING ORDER

EVENT EVENT UNAVATL IMPORTANCE PROBABILITY PROGBABILITY
N6 . LEG A FAILS+ {LPIS FAILS+ NG. EVENT UNAVALL IMPORTANCE

1 XCBO1Kx 1.0E-03 1.248E-01 1, 000E+00 7.949E-03 9 XPMO 1A% 3.5E-0G 4,380E-01
2 XCWYo1Cx 1.0E-04 1.247E-02 1.000E+00 7.949E-03 1 XCBO1Kx% 1.0E-08 1.248E-01
3 XCVO2Cx 1.0E-04 1.247E-02 1.000E+00 7.949E-03 23 ZMVO3Cx 7.2E-04 8.984E-02
4 XMVO1D 4.0E-03 3.1B6E-03 1.422E-02 5,534E-04 30 ZWRO10x 7.2E-04 8.984E-02
5 XMV0O2D 4.0E-03 3.166E-03 1.422E-02 5,534E-04 18 ZBSO1Nx 5.0E~04 6.238E-02
6 XPDO1K 3.0E-03 2.2B8E-03 1.387E-02 6. 468E-03 20 ZBSO3Nx* 5.0E-04 6,.238E-02
7 XPDO2K 3.0E-03 2.288E-03 1.387E-02 6.468E-03 -2 XCVOo1Cx% 1.0E-0d 1.247E-02
8 XPDO3K 3.0E-03 2.2B8E-03 1.387E-02 6. 468E-03 3 XCVo2Cx 1.0E-04 1.247E-02
9 XPHD1AX Q.QE__QQ 4. 3B0E-01 1.000QE+Q 49E - 10 XREO1Kx% 1.0E-04 1.247E-02
10 XREQTK* 1. 0E- 1.247E-02 1. O0CE+00 7. 948E-03 11 XREO2K % 1.0E-04 1.247E-02
11 XRED2Kx 1.0E- 04 1.247E-02 1.000E+00 7.949E-03 14 XREOBKxx 1,0E-04 1.247E-02
12 XREQO3K 1.0E-04 7.8BSE-05 1,422E-02 5,534E-04 17 XXVO1Dxx 1,0E-04 1.247E-02
13 XREOQ4K 1.0E-04 7.8B5E-05 1.422E-02 5.534E-04 41 ZXVOlY*xx  1,0E-04 1.247E-02
14 XREOSKxx 1.0E-04 1.247E-02 1.000E+Q0 1.000E+00 26 ZPPO1Rx% 7.2E-0B 8.978E-03
15 XREOBK 1.0E-04 7.8B5E-~05 1.422E-02 5.534E-04 27 ZPPO2Rxx 7.,2E-05 8.978E-03
16 XREQO7K 1.0E-04 7.8B5E-03 1.422E-02 5,534E-04 24 ZPPO1Px 4.4E-06 5.487E-03
17 XXVO1Dxx 1,0E-04 1.247E-02 1.000E+00 1.000E+00 25 ZPPO2Rx%x 4,4E-0B6 5.487E-03
18 ZBSO1Nx 5.0E-04 6.2B8E-02 1.000E+00 7.949E-03 4 XMVO1D 4,0E-08 3.166E-03
ig ZBSO2Nx* 5.0E-06 6.2B83E-04 1.000E+00 7.94%E-03 5 XMVO02D 4,0E-0B 3.166E-03
20 ZBSO3Nx 5.0E-04 5.2B8E-02 1.000E+00 7.949E-03 6 XPDO1K 3.0E-08 2.238E-03
21 Z2CR020 7.2E-04 S, B6BOE~04 1.422E-02 5,534E-04 7 XPDOZ2K 3.0E-0B 2.238E-03
22 ZCB 030G 7.2E-04 5. 680E-04 1.422£-02 5,534E-04 8 XPDO3K 3.0E-08 2.238E-03
23 ZMVQO3Cx 7.2E-04 8,98B4E-02 1.00CE+00Q 7.949E-03 31 ZWRO20x% 7.2E-08B 8.878E-04
24 ZPPO1Px 4.4E-05 5.487E-03 1.000E+00 7.948E-03 32 ZWRO3E % 7.2E-06 8.978E-04
25 ZPPO2Rxx 4,6 4E-0S 5.487E-03 1.000E+00 1.000E+00 33 ZWRO40x 7.2E-08B 8.978E-04
26 ZPPO1R% 7.2E-0S 8.978E-03 1.000E+00 7.948E-03 37 ZWROBOxx 7.2E-0B 6,978E-0Q4
27 ZPPO2R** 7.2E-05 8,978E-03 1.000E+00 1.000E+00 19 ZBS02Nx® 5,0E-086 6,235E-04
28 ZTRO10G 7.2E-04 5.6B0E-04 1.422E-02 5,534E~04 21 ZCBo20 °~ 7.2E-04 5.680E-04
29 ZTROZG 7.2E-04 5,6B0E-04 1.422E-02 5.534E-04 22 ZCBO3% 7.2E-04 5.680E-04
30 ZWRO10x 7.2E-04 8.9B4E-02 1.000E+00 7.949E-03 28 ZTRO10 7.2E-04 5.680E-04
31 ZWRO20x% 7.2E-086 8.978E-04 1.00CE+00 7.948E-03 29 ZTR0O20 7.2E-04 5.680E-04
32 ZWRO30x 7.2E-06 8,978E-04 1.000E+Q0 7.949E~-03 34 ZWR0OS0 7.2E-04 5.680E-~04
33 ZWR0A40x 7.2E~-086 8.978E-04 1.000E+00 7.948E-03 38 ZWROS0 7.2E~04 5.680E-04
34 ZWRO50 7.2E-04 5, 6B0E~04 1.422E-02 5,534E-04 12 XREGS3K 1.0E-04 7.885E-05
35 ZWRO60 7.2E-06 5.676E~06 1.422E-02 5.534E~04 13 XREQ4K 1.0E-0d 7 .885E-05
36 ZWR070 7.2E-06 S.676E-06 1.422E~02 5,534E-04 15 XREOGK 1.0E-04 7.885E-05
37 ZWR0O8Cxx 7 ,2E-06 8,978E-04 1.000E+00 1.000E+00 16 XREO7K 1.0E-04 7.835E-05
38 ZWROSG 7.2E-04 5.680E-04 1.422E-02 5,534E-04 35 ZYIRO6O 7.2E-08 5,876E~06
39 ZWR100 7.2E-06 5.676E-086 1,422E-02 5.534E-04 3 ZWR0O70 7.2E-086 5.676E-06
40 ZWE110% 7.2E-06 5.676E~-06 1.422E-02 5.534E-04 39 ZWR100 7.2E-086 5.676E-06
41 ZXV01Yxx 1,.0E-04 1.247E-02 1.000E+00 1.000E+00 40 ZWR110x% 7.2E-08 5.676E-06

+UPON DEMAND
xxA BASIC EVENT WHOSE OCCURRENCE CAN CAUSE THE LPIS TO FAIL UPON DEMAND

xA BASIC EVENT WHOGSE GCbURRENCE CAN CAUSE LEG A TO FAIL UPON DEMAND

8Le



TABLE E-3

FIRST ITERATION

NO.

N - WN
O=~Nh=0WNOPOW-

NVDA = s
~

EVENT

XCBO1Kx
ZMVOo3Cx
ZWRO10x
ZBS0O1Nx
ZBSJO3Nx
XCVO1Cx
XCvo2Ccx
XREQ1K=*®
XREOZK=*
XREOSK xx
XXVO1Dxx
ZAVO1Yxx
ZPPO1Rx
ZPPO2Rxx
ZPPO1Px
ZPPO2Rxx
XMVO1D
XMVO02D
XPDO1K
XPDO2K
XPDO3K
ZWRO20x*
ZWRO30*
ZWROA0X
ZWROBO® x
ZBS0O2Nx*
2¢B020
ZCBO30
ZTRO10
ZTR020
ZWROS50
ZWR090
XREO3K
XREO04K
XREOGK
XREO7K
ZWROB0
ZWRO70
ZWR100
ZWR118x
XPMO1Ax
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iteration Process for LPIS Checklist Generation

IMPORTANCE

08E-04
08E-04
08E-04

SEVENTH ITERATION

N

[ G Y

[«

EVENT

XMVO1D
XMV02D
XPDO1K
XPDO2K
XPDO3K
ZWR0O20x
ZWRO30x
ZWRO40%
ZWROBO% x
ZBSO0O2Nx
Z2CB020
2CB030
2TRO10
ZTRO2Q
ZWR0OSO
ZWROSO
XREO3K
XREO4K
XREOSBK
XREO7K
ZWRO60
ZWRO70
ZWR100
ZWR110x%

XREO2Kx*
XREQSKxx
XXVO1Dxx

ZXVO1Yxx

UNAVAIL

. NN S et NN NN BNINNN O O O B D
NNO
mmm
1] ]
o000
Aho

IMPORTANCE

. 343E-01
. 343E-01
.656E-01
.656E-01
.656E-01

Components

Checked
and
Verified
0.K.
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Motor operated valves

A

Pressure MOV-1
guage

Leg A{

Low pressure
kjn,]eciiwn pumps

Check

——
Check
vaive valve
A B
To cold legs

of reactor

wivgJ=0r

Fig. E.1
LOW PRESSURE INJECTION SYSTEM

From refueling
water storage

}ank -,
N.O.
(Manual
valve)

MOV-3

N.O.

02¢
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The engineered safeguard systems including the LPIS are actuated
by a safety injection signal, SIS. The loss of coolant accident create
conditions, such as low pressurizer water.level and low pressurizer
pressure that are detectable by transducers. For simplicity, the
actuation of the LPIS is described when the SIS is generated from the

2-out-of-3 circuit for high containment pressure.

In the event of high containment pressure, pressure transducers
1, 2'and 3 (not shown) close contacts P1, P2 and P3. DC current then
energizes ré]ay coil K7 and the #7 contacts close. In turn the inter-
posing relays K4, K5 and K6 are energized. Then the #4, #5 and #6
contacts close and energize respectively relay coils Kl, K2 and K3
that in turn close the #1, #2 and #3 contacts. The close coil to the
circuit breaker of the LPI pump A closes its contacts that in -turn provide
. 480 V 3 phase power to pump A. Similarly the #2 and #3 contacts close
and provide 120 V power to the motors that open valves MOV-1 and MOV-2

respectively.

Fig. E.2
DESCRIPTION OF THE LPIS
CONTROL SYSTEM
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Fig. E.2 LPIS CONTROL CIRCUIT

2e€



No flow thru leg A of low
pressure injection system
when loss of coolant accl=
dent occurs

Rupture
in leg A of low
pressure injection
system®

ZPPOIR
*Includes rupture of:
1) plping sections
2) check valve A
3) Mov-1 & Mov-2

4) Pump A

No flow thru check
valve A when LOCA

oceurs

Piping in leg A
plugged

ZPPO1P

No flow thru mov's
when LOCA occurs

323

Sheet 1 of 6

Xcvoc
|
N Both motor oper-
ﬂ:w thru pump A ated valves fail
when ITOCA occurs :-% ?:nozr:;

Pump A fails to
start when LOCA
oceurs

A

No current to
pump motor when
LOCA occurs

Pump
motor fails
to start

*hk

|

l

Motor operated
valve 1 fails to
open when LOCA

Motor operated
valve 2 fails to
open when LOCA
occurs

oceurs
No current to No current to

valve motor ¥

when LOCA occurs

Mov |
fails to
open***

valve motor F1
when LOCA occurs

Mov 2
fails to
open

XPMO1A

& Sht. 2

#+++ |ncludes mechanical as well

No flow thry XMvorD A Sht. 3

check valve when

LOCA occurs ***ncludes mechanical failure
of valve stem, seat, etc.,

as electrical fatlures

as well as electrical failure
of valve motor

]

N. O.
Mov #3 inadvertantly

Manual valve
closed

Piping from RWST

closes

Xcvo2c
ZMV03C

Man.
valve fails
to open

XXVO1D

plugged

ZPpO2P

Operator in-
advertantly closes
man, valve

ZXVO1Y

Fig. E.3 FAULT TREE FOR LOW PRES-

SURE INJECTION SYSTEM

&Sht. 4

Rupture in pipe
from RWSTH****

XMV02D

ZPPO2R

«++%% [ncludes rupture of
check valve A



Fault tree for control
circuit of LPI pump

No current to LPI pump
when loss of coolant

accident occurs
Sht, 1

No current thru cct,
bkr. contacts when
LOCA occurs
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Sheet 2 of 5

" O.C.orS.C,
in cable from LP| PP,
fo bus 480 1H

ZWRO1O

Cet.x
bkr. con-
tacts fail
to close

XCBOTK

1

Circuit bkr, contacts
fail to close when
LOCA occurs

No current thru close
coil when LOCA
occurs

No power on bus
480 YH

ZBSOIN

ZWR020

K1 contacts fail to
close when LOCA
occurs

A

contacts
fail to
close

XREQIK

No current thru K1
coil when LOCA
occurs

A

No power on bus
DCIA

ZBS02N

O.C.*»
or §.C. in wirling
of K1 coif cct.

ZWR03O

K4 contacts fail to
close when LOCA

occurs

*Includes olso open
cireuit in respective
relay coil

[
contacts
faif to
close

XREO2K

**includes on open
fuse in respective
circuit

No current thru K4
coil when LOCA
oceurs

No power on bus
DCIA

ZBS02N

o.C.
or §.C. in wiring
of K4 coil cet.

ZWR040

i

No current thru
17 contacts when
LOCA occurs

VN

Sht. 3

Fig. E.3 Cont'd

No power on bus
DCIA

ZBO2N



Fault tree for control
circuit of MOV #1

No current to Mov #1
when loss of eoolant
aceident occurs

I

No current thru K2
contacts when LOCA
occurs

Sheet 3 of §

o.C.
or $.C. in cable
from Mov~1 to bus
MCCIH1-1

O.C. or §.C.
in transf, A1

Cct. Bkr. #1 open ZTRNO

-

72 contacts fall to
close when LOCA
oceurs

A

f2

contacts
fail to

close

XREO3K

No current thru K2
coil when LOCA
Qccurs

No power on bus
MCCIHI-1

ZB503N

O.,C.orS.C. in
wiring of K2 coil
cct,

ZWR06O

T

15 contacts fail to
close when LOCA
occurs

L
cantacts

fail to
clase*

XREO4K

No current thru K5
coil when LOCA

occurs

No power on bus
DC1A

ZBS02N

O.C.orS.C.in
wiring of K5 coil
cot, **

ZWRO70

17 contacts fail to
close when LOCA
occurs

A

*Includes open circuit in
respective relay coil

Ly
contacts
fail .to
close

XREO5K

**Includes an open fuse
in respective circuit

No current thrv K7
coll when LOCA

occurs

No power on bus
DCIA

ZBS02N

Sht, 2

O.C.,orS$.C. in
wiring of K7 coil
cct.

ZWR0BO

2 out of 3 system of
pressure transducer
contacts fail to close
when LOCA occurs

A

Sht, 5

Fig. E.3 Cont'd

No power on bus
DCIA

ZBSO2N



Fault tree for control
circuit of MOV #i2

No current to Mov 2
when loss of coolant
accident occurs

No current thru K3
contacts when LOCA
oceurs
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Sheet 4 of 5
Sht, 1

o.C.
or $.C, in cable
from Mov=1 to bus
MCCIHY=1

O.C.or5.C.
in transf. 2

Cect. .Bkr. #2 open
ZWROSO ZTRO20

#3 contacts fail to
close when LOCA
oceurs

K]
contacts
fail to
close*

XREQ6O

No current thru K3
coll when LOCA
occurs

No power on bus
MCCIHI-1

ZBSO3N

O.C,or5.C.in
wiring of K2 ooi!
cct.

ZWR06O

#6 contacts fail to
close when LOCA
occurs

s
contacts
fail to

close

XREQO7K

*Includes open circuit in
respective relay coll

**Includes an open fuse
in respective clrcuit

No current thru Ké
coil when LOCA
occurs

A

No power on bus
DC1A

ZBSO2N

0.C.orS,C.in
wiring of K6 coil
cct,**

ZWR11O

#7 contacts fail to
close when LOCA
oceurs ¢

A

17
contacts
fail to
close

XREOSK

No current thry K7
coil when LOCA
occurs

A

No power on bus
DCIA

ZBS02N

O.C.or$.C, in
wiring of K7 coil
cct.

ZWR08O

2 out of 3 system of
pressure transducer
contacts fall to close
when LOCA occurs

Sht, 5

Fig. E.3 Cont'd

No power on bus
DCIA

Z502N
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Fault tree for 2 out of
Sheet 5 of 5

3 system of pressure

2 out of 3 system of
pressure transducers
transducers fail to close when
loss of coolant acci~ Shts. 3 & 4

dent oceurs

n)
2 out of 3 system of
pressure transducer
contacts fail to close
when Hi cont,
pressure exists

|

1

i

Contacts P1 & P2 fail
to close when Hi cont.

Contacts P1 & P3 fail
to close when Hi cont,
pressure exists

Contacts P2 & P3 fail
to close when Hi cont.

pressure exlists

pressure exlists

Press. Transd.  Press, Transd, Press. Transd.  Press, Transd. Press. Transd.  Press. Transd,

Contacts
3 fail

to close
*

Contacts
P2 fall

to close
«

Contacts

P3 fail

to close
*

Contacts
P1 fail

to close
*

Contacts

P2 fail

to close
*

XPDOTK XPDO2K XPDO1K XPDO3K XPDOZK XPDO3K

*Includes failure of the transducer to detect high pressure

Fig. E.3 Cont'd



Gl
G2 G3 g/‘;
22 1 23 | | 6,7
inputs 2 24 G5 G6 6,8
3 25 # . § 7,8
o 26 MoV 1 MoVT2 !
10 27 8 4 5 8
11 30 inputs 12 15 inputs
14 31 13 16
17 32 21 22
18 33 28 29
19 37 34 38
20 41 35 39
36 40

By)=Gl=1=(1-G2) (1 - G5:Gé) (] - G4)

22 st order cut sets
88 +3 =67 2nd order cut sets
89 cut sets TOTAL

BOOLEAN EXPRESSION FOR LPIS

FAULT TREE

G2 =1=(1=y,) =y, )" . . "(I=y,,)
22 inputs

G5 =1=(1=y, ) (I=yy, ) "+ o o (1=yse)
8 inputs

G6 =1=(1=yg) (O=yyg) "o v 0" (I=yq0)
8 inputs

G4 =1-(1-yg v, ) (1=yg" vg) U=y, vg)

=YerYyo¥s TO=yg )y, evs tye(I=yy )eyg sy, (1-yg)

Fig. E.4 BOOLEAN EQUIVALENT OF
THE LPIS FAULT TREE

328

BOOLEAN EXPRESSION
FOR TOP EVENT




329

EVENT EVENT
ORDER NO. EVENT ORDER NO. . EVENT
1 9 XPMOTA* 6 XPDOTK
9 7 XPD0O2K
2 1 XCBOiK* 8 - XPDO3K
3 23 ZMV03C 31 ZWR020*
CHECK FOR FALSE ALARM 10 32 ZWR030O*
3 30 ZWRO10O* 33 ZWR040*
37 ZWR0BO*
4 18 ZBSOTN*
20 ZBSO3N* 11 19 ZBS02N*
2 XCVOIC* 21 ZCB020
3 XCvo2cC* 22 ZCB030O
10 XREOTK* 12 28 ZTRO10O
5 11 XREO2K* 29 ZTR0O20
14 XREO5K** 34 ZWR050
17 XXVOID** 38 ZWR090O
41 ZXVO1Y**
12 XREO3K
6 26 ZPPO1R* 13 13 XREO4K
27 ZPPO2R** 15 XREO6K
16 XREO7K
7 24 ZPPO1P*
25 ZPPO2R** 35 ZWR060O
‘ 14 36 ZWR070
8 4 XMV01D 39 ZWR100
5 XMVO02D 40 ZWRT1O*

Fig. E.5 CHECKLIST FOR LEG A OF LPIS

Order in which the basic
events on the LPIS fault
tree should be checked



ORDER EVENT NO.  EVENT
1 5 XMV02D
22 ZCB03O

2 29 ZTRO20
38 " ZWR09O

. 15 XRE06K
16 XREO7K

4 39 ZWR100
40 - ZWRNO

Fig. E.6 SUBLIST FOR MOTOR
OPERATED VALVE #1
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